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Thank you for inviting me to speak today.

Europe is facing a set of unprecedented challenges.

The geopolitical environment is becoming increasingly fragmented. Europe remains overly dependent
on external providers for energy, technology, security and key financial infrastructures such as
payment systems and capital markets. Reducing these dependencies is no longer a choice, but a
necessity to safeguard the European way of life.

Ensuring that our future is not determined elsewhere demands investment on an unprecedented scale.
Consider that the green, digital and defence transitions will require an additional €1.2 trillion of

spending per year between now and 2031 i
No single actor, no single sector and no single country can meet these challenges alone.

As fiscal space tightens, much of Europe’s investment needs will have to come from private
investment, with capital markets playing a pivotal role.

In a bank-based financial system like Europe’s, strong, competitive and resilient banks are even more
indispensable than they are elsewhere. They sustain the flow of finance to businesses, households
and the broader real economy. It is therefore no surprise that the competitiveness of European banks

has moved to the heart of the policy debate.[

Yet the competitiveness of the banking sector is not solely determined by capital, market integration,
scale or regulation. It also hinges on whether banks can continue to serve their clients and provide
critical services when disruption strikes. That is why today | will focus on operational resilience.

Resilience goes far beyond capital
When some people hear supervisors speak about resilience, they immediately think of financial
resilience.

However, in a world of more frequent, sophisticated and disruptive cyber incidents, technology failures
and growing dependencies on third parties, a bank can be well capitalised and highly liquid and yet

still unable to operate.

A striking example of the importance of non-financial resilience is the ransomware attack that hit the
New York branch of the Industrial and Commercial Bank of China in 2023 — the largest bank in the



world by assets. Despite the bank’s financial strength, the incident disrupted the settlement of trades in
the US Treasury market, one of the most systemically important markets globally. The bank had to rely
on manual workarounds — including reportedly dispatching a courier with a USB stick across
downtown Manhattan — to meet its obligations.

Another example is the CrowdStrike incident in 2024, when systems using a major operating platform
crashed and displayed the “blue screen of death”. The disruption affected firms across sectors,
including financial services.

At the same time, the threat environment is evolving rapidly with the rise of Al. One telling example
involved criminals using Al-generated identities to create thousands of fake customers in order to

obtain loans, causing millions in losses for the bank concerned.
We have also seen an increase in the number of cyberattacks reported by banks under our
supervision in recent years.[§]

All these examples illustrate a fundamental point: a bank can have ample capital and liquidity but still
face severe operational issues, or even fall, if it lacks preparedness and robust contingency planning
for operational shocks. Today, resilience is not only about absorbing losses, but also about maintaining

critical services — even under severe operational stress.!

This imperative to maintain operational resilience is all the more critical in banking — a sector built on

trust in which cybersecurity failures can have profoundly damaging consequences.

Operational resilience firmly on the agenda of banks and
supervisors

The good news is that banks and supervisors are not starting from scratch.

Over the past decade, cyberattacks on critical infrastructure — including energy and
telecommunications providers, as well as banks — have become more frequent, more targeted and

more sophisticated.[!

Although cyberattacks are occurring everywhere, every day and at any time, and while notable
incidents have affected financial services, we have not yet seen such events escalate into widespread

disruption or threaten the viability of a major bank.[%]
This is not a coincidence.

The fact that financial services are among the sectors best prepared to deal with cyberattacks reflects
years of capacity building in banks: in defence, detection and incident response and reporting.

Moreover, governance arrangements have improved and there is a greater awareness of cyber risks,
particularly among banks’ management bodies.[]

Importantly, banks’ efforts have evolved in tandem with a stronger and sustained supervisory focus.
Operational resilience and cyber risk have been a priority for European banking supervision for several

years[ﬁl, during which we have worked closely with banks in both ongoing and on-site supervision.

For example, in 2024 we conducted a cyber resilience stress test on 109 banks, 28 of which
underwent a more thorough assessment of their ability to respond to, and recover from, a severe but



plausible cybersecurity incident. While the exercise confirmed that banks have frameworks in place to
respond to and recover from severe cyber incidents, it also highlighted areas for improvement for
certain banks. Since then, almost three-quarters of our findings identified by the stress test have been

addressed, with banks notably strengthening their cyber resilience.

The Digital Operational Resilience Act (DORA), which entered into force last year, provides a
regulatory framework that requires banks to foster a culture of continuous improvement in IT and cyber

risk management. It has also enhanced the oversight of critical third-party providers, such as cloud
service providers.!

In addition, DORA gave supervisors the task of testing whether a financial institution can detect,
respond to and recover from sophisticated attacks that mirror real-world threats, thereby providing a

more systemic and enforceable framework for resilience.'Y]

Taken together, these efforts have raised the cost and complexity of successful attacks, effectively
pushing up the “price of admission” and prompting many threat actors to target less well-prepared

sectors instead.
There is, however, no room for complacency.

Advancements in Al are reshaping the threat landscape, fundamentally altering the balance and
asymmetry between defenders and adversaries.

Put bluntly, if ensuring operational resilience was already critical a few years ago, it certainly is today —
amid a rapidly evolving threat landscape shaped by frontier Al models.

Artificial intelligence: a structural shift in the cyber threat landscape

Al adoption is already widespread among Europe’s significant banks. Our annual data collection on
banks’ use of innovative technologies shows that more than 85% of banks under European banking

supervision use artificial intelligence.

Used responsibly, Al can help banks strengthen their operations, improve risk management and

enhance IT security. But Al also vastly improves the capabilities available to malicious actors.

Until very recently, launching a sophisticated cyberattack required deep technical expertise, extensive

reconnaissance and coding, and often weeks — or even months — of trial and error.
Not anymore.

A new generation of large-scale Al models is emerging, with increasingly advanced cybersecurity
capabilities. If these tools become more widely accessible, they could enable a much broader range of
malicious actors to carry out complex attacks with greater speed and precision.

Our current understanding is that tools of this kind are not simply another incremental improvement;
they are a structural shift in the economics of cyber risk. Tools like Mythos appear to be significantly
more advanced than existing tools in three important ways. First, they can discover and exploit
vulnerabilities at a speed and scale far beyond what we have seen before. Second, they can combine
seemingly minor vulnerabilities into serious attacks. And third, they can help reverse-engineer patches
into exploitable vulnerabilities and, again, do so at unprecedented speed.



Together, these characteristics suggest that the “price of admission” will fall. The marginal cost of
identifying and exploiting vulnerabilities in IT systems will decline, possibly by orders of magnitude.
Cyberattacks that previously required significant expertise, time and resources may in future be
achieved more quickly, at scale, and by a much broader set of potentially malicious actors. Current
evidence suggests that these models may be effective not only against environments with weak levels
of defense but also against standards that were once previously considered state of the art.

The direction of travel is unmistakable: the speed, scale and accessibility of advanced cyber
capabilities are increasing, and the time available to defenders is shrinking.

Banks therefore need to prepare more quickly, more effectively and more consistently across the
sector. In musical terms, andante may have previously been good enough, but now we need to move

to presto.

The pivotal role of management bodies in addressing this strategic
challenge

Most importantly, the challenges posed by new generations of Al models should not be viewed solely
as a cybersecurity issue — they are a firm-wide strategic challenge with potential implications for banks’
safety and soundness. It is therefore essential that banks’ management bodies take clear ownership of
the issue, ensuring that resources and tools are commensurate with its scale. This approach is vital to

close cyber resilience gaps, enable timely patching and maintain strong cyber hygiene.

Moreover, the critical infrastructure on which banks depend — including cloud providers,
telecommunications networks, payment systems and electricity and water supplies — could also
become targets. As a result, scenarios that were once considered tail risks may become more likely,
such as vulnerabilities in a single, widely used infrastructure quickly escalating into disruption across
an entire sector, with knock-on effects on banks’ ability to operate. This makes it all the more important
to both strengthen the oversight and monitoring of third-party dependencies and enhance information
sharing across the financial system. Given that many of these threats are similar in nature, the timely
exchange of information on vulnerabilities, incidents and mitigation measures is a cornerstone of

collective resilience.

Considering that some banks’ preparedness is still weak this is also where we, as supervisors, have a
role to play. The SSM will use its system-wide perspective to support institutions by pointing out areas

of attention and good practices, which could prove particularly beneficial for smaller banks with less
sophisticated IT environments.

In this spirit, last week we brought together supervised banks to discuss the implications of frontier Al
models for banks’ resilience and the practical actions needed in response. As a next step we will send
a so-called “dear CEO letter” to all banks in which we aim to ask banks to take proactive measures to
ensure the continued robustness and security of their systems in the face of these transformative

challenges and will follow up with individual banks in a targeted manner.

Our aim is straightforward: to ensure that banks take the necessary steps now, before these

technologies are more widely used by threat actors.



Strengthening operational resilience requires investment

Operational resilience is not a stand-alone issue that is separate from the current debate on banking
sector competitiveness. It is part of the foundational elements that shape banks’ competitiveness.

If banks are unable to maintain their customers’ trust by providing a reliable service, their ability to
compete in an increasingly digitalised financial system will be undermined. Ensuring operational
resilience is therefore not only a safeguard — it is also key to remaining competitive, both today and in

the years ahead.

Strengthening operational resilience requires multi-year investment in people, systems and
governance. In short, it is not a quick fix, it is a moving target which calls for continuous effort and

ongoing improvement.

Banks should therefore give careful consideration to bolstering operational resilience in their
investment strategies. The currently strong bank profitability provides an opportunity to continue
investing.

At the same time, the banking sector’s defensive capabilities are not evenly distributed, leaving parts
of the system more exposed than others. While some larger banks have a size advantage when it
comes to having the IT budgets that match the scale of the task, this may admittedly be more difficult

for small and medium-sized banks.

This is, however, no reason for inaction. In a diverse banking system, where banks of different sizes
and business models thrive and support the real economy, all banks must be able to ensure a
sufficient level of operational resilience. This point is particularly important at a time in which further

embracing proportionality in supervision and regulation has become a topical issue in the debate.

There are undoubtedly areas where a more proportionate approach is worth pursuing.[ﬁl Such

enhanced proportionality, however, cannot come at a cost of prudent risk management.

Conclusion
Let me conclude.

Europe is facing enormous financing needs to boost its autonomy. We must finance the transition to a
cleaner economy, strengthen our collective defence, build the industries of the digital age and support

societies that are growing older.

To do so, we need strong and competitive banks. But banks can only play their role if they are resilient,

including to operational threats.

Frontier Al models are changing the cyber threat landscape. They are lowering barriers for attackers,
increasing the speed of exploitation and exposing weaknesses that were too often tolerated for too

long.
This is not about creating a sense of alarm, but rather a sense of urgency

Because we cannot afford to be complacent. Our message as supervisors is simple: act early, invest

decisively now, and do not wait for the next incident to reveal where your vulnerabilities lie.

Such a proactive approach will contribute to a thriving, diverse banking system that is capable of
supporting the real economy through the digital, green and defence transitions.



A resilient and thriving banking system is not simply a nice to have. It will be imperative to tackle the
challenges we are facing both today and in the years ahead.
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