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1 Introduction

Money, whether it be in the form of clay pots, precious coins, or banknotes, is a social
convention that serves as a record of goods sold or services rendered in the past. In seminal
contributions to monetary theory, Kocherlakota (1998) and Kocherlakota and Wallace (1998)
show that the social convention of money can achieve the same allocations as when agents

have free access to a universal ledger of all previous transactions in the economy.

In practice, a trusted intermediary, such as a central bank, facilitates the use of money
as a social convention by maintaining and transferring balances among depositors. Then
the central bank acts as the ultimate guarantor of credit and monetary exchanges. This
centralized record-keeping system has been effective. However, the advent of blockchain
technology and the concept of a free universal ledger of all past transactions, offers an
alternative monetary system that eliminates the need for intermediaries like the central

bank.

The universal ledger was given concrete form in the Bitcoin white paper (Nakamoto (2008)),
which proposed a digital payment system “without the need for a trusted third party.” The
Bitcoin protocol guarantees the legitimacy of Bitcoin transactions by controlling the entries

in a universal ledger of all transactions, exactly as envisaged in Kocherlakota (1998).!

Our paper explores the limits of universal ledgers and considers generalizations of the ar-
rangements for its governance. The ledger could be centrally managed by a single authority,
by committees formed of a limited number of privileged agents, or it could be managed by

every participant of a decentralized economy.

'Recently, a sizeable literature has examined the economics of Bitcoin and other anonymous cryptocur-
rencies, see e.g. Abadi and Brunnermeier (2021), Biais et al. (2019), and Schilling and Uhlig (2018)). These
are “permissionless”; ie available for inspection by all and can possibly be updated by anybody. However,
they are inherently limited in their economic efficiency, energy intensive, and slow (see i.e. Budish (2018),
Chiu and Koeppl (2018), Abadi and Brunnermeier (2021)).



A broader research question is whether and under what circumstances it is economically
efficient to implement market designs in which the updating of the ledger is to some ex-
tent decentralized (i.e., there is more than one intermediary). In this paper, we analyze
the economic forces determining the optimal governance of money — where we understand
money broadly as a ledger of past transactions — and examine the conditions under which
a decentralized system is more efficient than one based on a single intermediary managing
the ledger. To be precise, we do not seek to model the technical subtleties of the ledger and
remain general on these aspects. Nor do we analyze whether a universal ledger does better
than fiat money. Rather, we revisit Juvenal’s analysis of who — or what mechanism — should

guard the guardians of the ledger (see also Hurwicz (2008) and Rahman (2012)).

The agents in charge of managing the ledger — the “validators” — should accurately ver-
ify transactions and correctly update the ledger. Several versions of so-called “permissioned
distributed ledgers” have been proposed as a way to implement decentralized consensus mech-
anisms for practical applications in setting with known users.? We examine both identified
and anonymous variants of the technology, focussing on the economic principles underlying
the validation protocol and how the incentives to validators can alleviate the two frictions
that technology alone cannot solve. First, there is no technical way to force a validator to
sign any given transaction. Validation may be costly — especially if this involves costly mon-
itoring of off-chain events.® Validators hence need incentives to actively verify and vote on

transactions. Second, nothing can technically prevent a validator from validating multiple

2Three permissioned distributed ledger systems currently in use are Corda, Hyperledger and Quorum.
Technically, whereas Corda like Bitcoin follows a UTXO model where verification of a transaction involves
tracing a token all the way back to its origin, in Hyperledger Fabric and Quorum — as in the cryptocurrency
Ethereum — a transaction resembles the account-based system where transaction include an update on the
balance of accounts. Tokens are not native units of Hyperledger Fabric or Quorum, but can be constructed
or emulated on them.

3The underlying difficulties of writing real-world information into the ledger is widely known as the “oracle
problem” in the cryptocurrency industry. See Caldarelli (2020) and Xu et al. (2016) for an introduction to
oracles in blockchain.



ledgers with conflicting histories.*

We examine theoretically how the optimal validation protocol deals with the frictions em-
bedded in the consensus mechanism underlying the monetary system and derive the optimal
number of validators, their compensation, and the optimal voting rule. In turn, we can

determine how the optimal validation protocol impacts the level of trade in the economy.

A model of credit We start from a credit economy, in which some agents produce early
for some other agents and expect these beneficiaries to reciprocate at a later date. However,
when the latter “late” producers cannot commit to reciprocate, trade becomes impossible

without an external enforcement mechanism.

In similar contexts, Kocherlakota (1998) shows that trustless exchange can be sustained as
an equilibrium when agents can freely consult a record-keeping device tracking the default
history of the beneficiaries, as long as the device automatically updates itself according to
the behavior of the beneficiaries (see also e.g. Rocheteau and Nosal, 2017). Our contribu-
tion is to endogenize the validation of records on the ledger and how consensus on actual
transactions is reached as an equilibrium outcome in a repeated game setting. As in Abadi
and Brunnermeier (2021), Amoussou-Guénou et al. (2019), and Halaburda et al (2021), en-
suring the integrity and consistency of the ledger is a quintessential design issue because our
economy cannot generate value without it. We assume validators are in charge of reading
and updating the ledger of trade histories,” and the consensus mechanism relies on super-
majority voting. Since verification and communication are costly activities, validators must
be compensated for their efforts. And, since validators cannot be trusted to work, or to

refuse bribes to falsify an entry, reaching consensus as an equilibrium actually requires that

4This opens up the possibility of a “history-reversion attack” (see i.e. Shanaev et al. 2020).

50One could interpret that validators act as the-so called “oracles” in decentralized finance applications:
Oracles are reference points for external information — such as asset prices or interest rate benchmarks —
that are used as an input to calculate the pay-outs of self-executing (i.e. smart) financial contracts.



validators are compensated in excess of costs; i.e. they are paid rents.

We analyze the optimal design of the trade and validation mechanisms, where optimality
is defined in terms of maximizing the surplus from the trade net of the validation costs.
The optimal mechanism chooses the number of validators, the supermajority threshold, the
compensation of validators, as well as the trade allocation that maximize the gains from
trade subject to incentive compatibility conditions. We consider internal validation, when

validators are also users of the system, as well as external validation, when they are not.

Results We find that decentralizing record keeping (ie having more than a single valida-
tor) can be more efficient than relying on a single intermediary. However, such improved
governance does not come for free; i.e. ensuring incentives of the validators is costly and

requires giving up unanimity and therefore possibly uses only a weak consensus.

Intertemporal incentives are key to characterize the optimal solution. Validators’ incentives
are sharpened with the reward they obtain for validating transactions and that reward should
be high enough to deter them from ever falsifying the ledger. When intertemporal incentives
are strong in the sense that the present values of future rewards are high, validators would
have much to lose from misbehaving. In this case, a single validator who earns a large
rent can be entrusted with managing the ledger. This validator can be drawn from the

participants of the credit system, and the size of each transaction is at the first best level.

Our surprising main finding is that precisely when intertemporal incentives are weak, it
becomes too costly to prevent a single validator from misbehaving. The optimal design
increases the number of validators and reduces the size of each transaction to lower the
incentives for bribing. The many validators play a consensus game that has attributes of a
public good provision game — consensus is reached if and only if a supermajority of validator

agree — which we proceed to solve using global game methods (see Carlson and van Damme,



1993 and Morris and Shin, 1998, 2003). Validators reach a given level of consensus as a
unique, dominance solvable equilibrium if and only if they earn a large enough reward that

is above some threshold.b

We also show that decentralization naturally leads to a “stakeholder economy” in which the
participants of the system are in charge of the record keeping: only internal validation can
support trade as an equilibrium with more than one validator. There are hence economies
of scope in trading and validation: achieving good governance and honest record-keeping is
made easier by having validators who also participate in the market themselves and thus

have an intrinsic interest in keeping it going smoothly.

We consider both permissionless and permissioned variants of the technology, allow for iden-
tification and pseudonymity, and model the coexistence of multiple ledgers. In the model
presented in the main section, validators pay a fixed one-time cost set by the mechanism.
In Online Appendix A, we consider the case where the identity of validators is known and
there is no cost to be a validator.” In both cases. the mechanism decides whether validation
should be permissioned or permissionless. Also on the side of the users, there can either
be complete identification or complete anonymity. In all cases, users can switch between
multiple ledgers (or, as shown in Online Appendix F, between the ledger and an outside

option offering an exogenously fixed payoff.)

Finally, in Online Appendix C we analyze an extension of our model which incorporates a
free rider problem in verification: in this extension, validators have an incentive to pretend
to verify without exerting the actual monitoring effort, which jeopardizes the legitimacy of
the whole ledger. We derive a folk’s theorem of sort for validators; as validators become

more patient, the free-rider problem has no bite and any allocation satisfying the validators’

60ur model has the feature that consensus cannot be reached without validators earning rents (see also
Abadi and Brunnermeier (2018)).
"For an analysis of why it is important to distinguish individuals from accounts, see Li and Wang (2019).



participation constraint can be implemented in our strategic set-up.

In addition to studying the general question of the optimality of decentralized record-keeping,
our approach is also useful to understand the so-called “Oracle problem,” which relates to
the challenge of putting off-chain information onto the chain. Blockchains are dependent on
“Oracles” because blockchains are blind to the outside world, as emphasized in Caldarelli
(2020). For example, a smart contract may allocate payouts depending on the prevailing
inflation rate, but the rate itself needs to be proved by an external data source. Such oracles
are centralized, dependable third parties that act as a link between blockchain technology and
the outside world. The adoption of oracles is frequently viewed as a “problem” by blockchain
enthusiasts as they reintroduce the ideas of centralization and trustworthy third parties.® In
the model we lay down, trade and production can be seen as off-chain events and validators
serve as the oracles who confirm the validity of these off-chain events. These oracles will
need to be paid for onboarding information as long as the process of communicating and
verifying information is expensive, and incentives imply that in order to ensure the accuracy

of the information they onboard, oracles must earn a rent.

Relation to the literature The academic literature on distributed ledgers is dominated
by studies of the protocol underlying the Bitcoin blockchain. A sizable literature analyzes
the incentives of miners in Bitcoin and similar cryptocurrencies to follow the proof-of-work
protocol.? Kroll et al (2013) and Prat and Walters (2020) examine free entry and the

dynamics of the “mining” market,'® while Easley et al (2019) and Hubermann et al. (2021)

8Garratt and Monnet (2023) show that the use of Oracles is the solution to a fundamental problem of
decentralized systems.

9The variant with staking one’s cryptocurrency holding on the truth instead of costly computation, i.e.
proof-of-stake, is attracting increased attention (see Abadi and Brunnermeier 2018, Saleh 2021, and Fanti et
al. 2021). However, proof-of-stake can also be attacked via so called “long-run attacks” (see Deirmentzoglou
et al. 2019 for a survey). Therefore, proof-of-stake implicitly assumes the existence of some overarching
social coordination (see Buterin, 2014).

10See also Cong et al. (2021) for an analysis of the concentration of mining and efficiency.



examine the economics of the transaction market. Budish (2018) and later Chiu and Koeppl
(2022) show that ensuring the finality of transactions in Bitcoin is very costly as so-called
“majority” or “history reversion” attacks are inherently profitable, while Auer (2019) examines
whether the transaction market can generate sufficient miner income to ensure finality.!!
Further to this, even in the absence of incentives to reverse history, sunspot equilibria can

arise in proof-of work based blockchains (Biais et al 2019).'?

The literature on validator incentives and design of permissioned versions of distributed
ledgers is sparser.'® Townsend (2020) focuses on an economics-based approach to the issue
of distributed ledgers, exploring novel contracting possibilities enabled by DLT. Most closely
related to our analysis are Abadi and Brunnermeier (2021), Halaburda et al. (2021), and
Amoussou-Guénou et al. (2019). The latter authors first modeled the interaction between
validators as a game entailing non-observable effort to check transactions and costly voting.
They also analyzed this game in terms of moral hazard and public good provision. Closely
related, Abadi and Brunnermeier (2021) and Halaburda et al (2021), examine the incentives
to reach consensus using communication games and their robustness if rational nodes can

freely send messages to selected recipients only.

Relative to their analysis, our focus is not on the specific steps of the communication game
needed to reach consensus. Rather, our contribution is to link the ledger validation game
to monetary exchange in a repeated game setting. We establish the uniqueness of the equi-

librium via a global game approach, and characterize the optimal mechanism design, in

HSuch attacks are outlined in Nakamoto (2008). See Eyal and Sirer (2014) and Gervais et al. (2016) for
other attacks. Other references on the economic analysis of Bitcoin are Béhme et al. (2015), Schilling and
Uhlig (2019), Garatt and van Oordt (2020) and Leshno and Strack (2020).

12Gee Carlstens et al. (2016) for a related argument based on simulations and Pagnotta (2021) for an
examination of multiple equilibria in the presence of a feedback loop between blockchain security and cryp-
tocurrency valuation. Halaburda et al. (2021) recently examined possible equilibria and their robustness if
rational validators can send messages to selected recipients only or even send conflicting messages to different
recipients.

I3 Applications of permissioned DLT are being explored for securities settlement systems, trade finance
solutions, “stablecoins”, and central bank digital currencies, see also Baudet et al. (2020), Arner et al.
(2020), Auer et al. (2020), and Chiu and Koeppl (2019).



particular in terms of the number of validators, size of transactions, and optimal super-
majority voting threshold. In our work, all validators are profit-seeking, and the issue at
heart is how the market can be designed so that profit-seeking validators actually verify the
ledger and validate only correct histories.!* The focus on dealing with free-riding and coor-
dination relates to several classical strands of papers on the coordination with many actors.
Reminiscent of Grossman and Stiglitz (1976), free riding can prevail in the case of multiple
validators. Consistent with Biais et al. (2019) and Amoussou-Guénou et al. (2019) we also

derive a folk theorem.

More narrowly, in the context of existing applications in decentralized finance, our model
shows how the so-called “Oracle Problem” can be solved via incentive design. On platforms
such as Ethereum, oracles serve as reference points for external information — such as asset
prices, interest rate benchmarks, or other relevant variables such as the official inflation rate
(See Xu et al. (2016) for an introduction to oracles). Since such information is used as an
input to calculate the pay-outs of self-executing (i.e. smart) financial contracts, oracles are

ecasy targets for manipulation.!®

Our paper also has ramifications in the banking literature, starting with Diamond (1984) or
Williamson (1986, 1987) where banks are modeled as a way to save on monitoring costs.®
Another approach, pioneered by Leland and Pyle (1977) and developed by Boyd and Prescott
(1986) models banks as information-sharing coalitions. Gu et al. (2016) show that higher

rents can discipline intermediaries, while Huang (2019) uses that model to study the optimal

14Note that Amoussou-Guénou et al. (2019) do not examine history reversion attacks; rather, byzantine
attackers are assumed to attempt bringing the system to a halt for exogenous reasons. In a related context,
Halaburda et al. (2021), examine the incentives to reach consensus using communication games and their
robustness if rational nodes can freely send messages to selected recipients only. Consensus can be reached
but not necessarily on the true outcome.

15See for example Luu et al. (2016) and Froewis and Boehme (2017).

16While it is costly to duplicate verification and communication across many validators, we find conditions
under which many validators are better than one. To use Aymanns et al.’s (2020) terminology, we find
conditions under which a (trading) platform should be vertically disintegrated — a group of agents should
handle the interaction between users — rather than vertically integrated, when a single intermediary has the
monopoly over managing the interaction of the platform users.



number of intermediaries when they have an incentive to divert deposits. A related analysis
that focuses on the optimal composition of the money stock between inside and outside
money can be found in Monnet (2006), Cavalcanti and Wallace (1999a, b), and Wallace
(2005). Global games techniques have also been introduced in the banking literature to
study the probability of a bank run occurring, eg by Rochet and Vives (2004) and Goldstein

and Pauzner (2005).

Section 2 lays down the basic set-up and characterizes benchmark allocations absent a record-
keeping device and a freely accessible one. Section 3 defines incentive feasible allocation with

DLT, and characterizes the optimal allocation including the optimal number of validators.

2 The model

Our model builds on Gu et al. (2013).17 Time is discrete and infinite. The discount factor is
Be (0,1). Each period is divided in two distinct production/consumption stages, early and
late with one good per stage, the “early good” and the “late good.” Goods are non-storable
across stages or across periods. There is a continuum of agents with two permanent types.
There is a unit mass of early producers and another unit mass of late producers.'®* Early
producers can produce the early good that late producers like to consume. Late producers
can produce the late good that early producers like to consume. Early and late producers
have a survival probability o at the end of a period. They learn whether they survive at the
very end of the period so that their effective discount factor is 8 = o3. Exiting agents are

replaced by new agents of the same type so the distribution of types is stationary.

17Gu et al. (2013) borrows methodological elements from Lagos and Wright (2005). See also Williamson
and Wright (2011), and Lagos et al. (2017). Berentsen and Schaer (2020) is a very clear exposition of the
link between monetary theory and ledgers.

18Tn Online Appendix C we also consider the case where a mass f of late producers have a faulty production
technology and can never produce while they can mimic the productive late producers.
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Preferences of early and late producers are represented by the following utility function,

respectively!?

Ue(a%,y") = 2 —y

Ug(xf7y£> — U(IL’Z) . yﬁ

where ¢ (resp. %) is the consumption of early (resp. late) producers, and 3¢ (resp. y*) is
the production of early (resp. late) producers. The function u(.) is continuous, increasing,
concave, and u(0) = 0. We assume that there are gains from trade between early and late
producers: there exists = such that u(z) > x. We denote by z* the efficient allocation that

solves u/(z*) = 1.

Early and late producers meet pairwise at the start of the early production stage. The
matching technology is such that nature selects a measure « of early and late producers and
matches one with another pairwise. All other producers remain unmatched for the period.
Therefore, the probability of a match for any producer is a. The match is maintained across

both stages but it dissolves at the end of the later stage.

Feasibility and efficiency require that production equals consumption, ie 2¢ = y* and z* = y°.
Therefore, we can conveniently drop indices and use z = 2° = y° and y = 2 = y’. Hence, an
allocation is (z,y) where x denotes the production of early producers (consumption of late
producers), and y denotes the production of late producers (consumption of early producers).
We concentrate on symmetric and stationary allocations. Figure 1 sketches the timeline of

our economy.

We restrict trading mechanisms to be in the class of coordination games: In each match the

two agents announce a pair (Z, ) € R%. If both announcements coincide, the early producer

Yinear utility function for one of the agents (here early producers) allows us to get clean comparative
statics, as would do quasilinear utility functions like 2 — v(y®).

11
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Figure 1: Timeline

produces x = 7 in the early stage and the late producer produces y = y in the late stage. In

this case we say that the allocation (z,y) can be implemented.

We assume late producers only have a limited ability to commit.?* Absent commitment and
any record-keeping technology, it is routine to show that late producers will never produce

for early producers and the only implementable allocation is autarky (z,y) = (0, 0).

A ledger technology

To discipline late producers it is necessary to record their history of trades in a ledger.
Such a truthful record helps to discipline late producers by threatening the loss of future

consumption in case they do not produce today (see Kocherlakota, 1998). The ledger records

20For the sake of symmetry, we can also assume that early producers are unable to commit, but their
incentive problem is straightforward because, if they do not produce, the late producer will immediately
retaliate and will not produce either.

12



() in case producers have no match. Histories of producers can be conveniently summarized
using two labels: good (G) or bad (B). We will also say that late producers can be in good
or bad standing. A producer will be assigned label B whenever his actions differed from his
announcements some time in the past, irrespective of how long ago it was. Otherwise, a
producer will be assigned label G. Notice that label B is an absorbing label and an agent

carrying label B will never consume or produce.?!

Then, an allocation (z,y) is implementable if it is incentive feasible (IF): it satisfies partici-
pation constraints and late producers produce for the early producer. The two participation
constraints are u(z) > y and y > x, while late producers will have the incentive to produce
for early producers if their “repayment constraint” holds,

() —y

u
— > (.
y+ Pa -5 >

If late producers do not produce, they are excluded from the economy, so the right-hand
side of the constraint is zero. If they produce, they incur the production cost —y and are
assigned a good label so they can trade in the future. The expected value of having a good
label is equal to the discounted lifetime gains from trade times the probability of trading «.

Setting y = x, the set of IF allocations is characterized by all z that satisfy

fau(xz) > (1 —B(1 — a))z.

The efficient allocation x* is implementable if 3 and « are large enough.

21'When a late producer has label B, early producers rationally expect that the late producer has defaulted
in the past, and therefore announces (Z,3) = (0,0) in the coordination game. Anticipating that all agents
in the future will announce (Z,3) = (0,0), a late producer with label B will not produce.

13



3 Trustless Ledgers

So far, our analysis has been routine because we have taken the functioning of the ledger
as given. The objective of our paper is to endogenize the ledger updating process, without
the help of a trusted central authority, and explain the incentives problem arising from the

mechanism used to update the ledger.

We next endogenize the updating process of the ledger. We assume the ledger is managed
by a measure V' of “validators.” Validators are rational agents who need incentives to verify
transactions and update the ledger honestly.?? The resulting history should be trusted by all
producers. Validators should meet eligibility requirements to gain access to the validation

system, and their interactions are invisible to outsiders.

We consider two types of validator: In period 0, a measure V' of validators can be selected
from the set of late producers (internal validation) or from a set of agents who only consume

23 Internal validators can trade, but they

both goods indifferently (external validation).
cannot validate their own trades. Each period, all V' validators work on validating each
of the o match.?* We assume a validator uses the same strategy across all matches, as
described below. Therefore, a validator either works on validating all matches or none.

Exiting validators are replaced by new validators in a way we specify below. For symmetry

we assume that external validators are also subject to the survival shock.

There is a private cost to start trading on the ledger (this we will later show is optimal).

There is a cost « to late producers to open an account,? while the cost to open an account

22These validators can be thought of as the notaries in permissioned ledgers such as Corda.

23The latter could include early producers.

24When validators are selected from late producers, V < 1. Since there is a continuum of validators, there
is also a measure V' that will work on validating the trade involving a validator. In this sense, all statements
should be qualified with “almost surely.”

250nly the account and its activities are recorded on the ledger, but the underlying identity of the person
controlling the account is not known.

14



eligible for validation is 7,, where v = I'V when there is internal validation and v = EV when
there is external validation. Once an account is open, validators only verify the standing of
that account, that is whether the holder of an account defaulted in the past on the liabilities
generated with that account.?® If late producers defaulted on an account, that account is
assigned label B and trade is no longer possible with it. Since the full identity of the holder
of the account is not known, he or she can open another account. Opening a new account
does not give information as to the reasons why that account is opened because there are

always new agents who seek to use the ledger.

Each period, the ledger collects T, from new late producers who are opening accounts and
T, from new validators who are opening accounts. These collections are redistributed lump-
sum to respectively (continuing) late producers and (continuing) validators.?” Since there
is no reason for a producer to open more than one account at a time, and for brevity, we
will sometimes refer to the “standing of producer i’ when referring to the “standing of the

account held by producer 7.”

To simplify the analysis, we assume early producers can read the account label of late
producers in the ledger, but they cannot write the outcome of the match on the ledger.

Therefore the validation process takes place in the late stage only.?®

The validation process consists in validators 1) verifying that late producers have produced
according to plan, i.e. § = 3,22 and 2) sending a message to the ledger — if production
took place according to plan and the late producer’s account has label G, validators will

communicate G, but B otherwise. Consensus is reached on the new label which is recorded

26See Schneider and Taudien (2023) for a model of reputation when agents use pseudonyms.

2"In equilibrium, T, = (1 — o)(1 — V) and T, = (1 — 0)V,. Therefore the o(1 — V) late producers who
do not exit the ledger will receive T;/(o(1 —V)) = (1 — 0)v/o, while the oV validators who do not exit will
receive (1 — o), /0.

28We also worked out a version of the model in which early producers cannot read the ledger. In this case,
validators inform the early producers about the late producer’s label. The changes are only cosmetic.

29Tn practice, this is when double-spending can happen.

15



on the ledger whenever at least a fraction 7 € [0,1] of the V' validators communicate the
same label, i.e. cast the same vote. We emphasize that 7 is a choice variable when designing

the consensus protocol.®”

Validators incur verification and communication costs. Validators incur an additive utility
cost ¢, > 0 to verify a late producer’s action and an idiosyncratic additive utility cost ¢,; to
send a message to the ledger (or to enter their information on the ledger). Since it is costly
to send messages, we assume validators only send a message when they want to communicate

that the late producer’s label is G.3!

In order to model the possibility of computer glitches and operational failures, we assume

that the private cost of communicating a label c,; takes the form

Csi = Cs + Hi, (1)

where ¢ is a common component to all validators uniformly distributed over [c,, &], while
1; is the idiosyncratic element for validator ¢ that is uniformly distributed over the interval
[—e,¢], where € is a small positive number. For any two distinct validators i # j, wu; is
independent of j;. . Validators learn their cost ahead of the verification game and so ahead

of verifying the label.

To bring agents to become validators, they must make a positive expected profit from the
validation process. Sending a message is verifiable, so validators who correctly sent message
G are entitled to z units of the late good whenever enough validators agree that the label is

(. Validators receive nothing if they do not cast a vote. Validators value these transfers in

30We assume the threshold 7 is the same in the first and the second stage, but our analysis extends to
cases where it differs across the stages.

31For tractability, we allow the communication costs to be negative so that we can use symmetric distri-
butions with no mass point. The results would also obtain when we use distributions with a mass point at
zero. We assume validators do not incur costs in the second stage. It is straightforward to extend the model
to analyze this case too.

16



an additive and linear way.?> When a fraction w > 7 of validators send label G at the end of
stage 2, the late producer has to produce wV z to compensate these validators. Then these

validators update the ledger.?3

Notice that validators play a game that is similar to a public good contribution game:
They get a reward only if a sufficient number of validators confirm a trade. Given the
structure of the validation costs, we solve this game using tools from the literature on global
games. As Morris and Shin (2003) show, the key to the analysis is the characterization
of the strategic uncertainty faced by players. Even if the idiosyncratic component is small
relative to the other payoff parameters in the frame, the relative ranking of the costs injects
strategic uncertainty in the coordination game. Although remote, the possibility of computer
glitches will imply that validation should not rely on unanimous agreement when there are
many validators. In particular, the equilibrium in the limiting case as ¢ — 0 gives rise to
some degree of coordination failure and associated inefficiencies in contrast to the (common
knowledge) case when ¢ = 0, which is typically associated with multiple equilibria. In the

sequel, we limit our attention to the limiting case of ¢ — 0.

Finally, we assume late producers can bribe validators to send a false message: A late
producer whose account has label G when starting the period may get away with not repaying
the early producer while keeping its label by “bribing”, i.e. making a side payment to 7V

validators in the late stage (after consuming in the first stage).?* Validators who accept a

32A linear utility function allows us to abstract from possible insurance mechanism among validators.
Also, at the cost of simplicity, we could assume that the utility of validators is u(x + z). Finally, we could
assume that only a share 7 of validators receive a reward since only this number is necessary to reach an
agreement.

33We do not explicitly model the updating process. An intuitive narrative is that each validator updates
his own copy of the ledger and sends it to all other validators. Validators compare all copies and coordinate
on adopting the copy that has been sent the most times and at least a number 7 of times.

34 A late producer who misbehaved at some time in the past and enters a period with a label B can bribe
validators so as to obtain label G to get to consume. However, validators will not agree to a bribe in the
early stage because they would have to trust the late producer to pay the bribe in the late stage. However,
if validators accept the bribe, the late producer has no incentive to make good on it. Bribing could be
interpreted as the attempt to coordinate a sufficient mass of users on a fork or on restarting the ledger.
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bribe are caught with probability 7 in which case their current account loses the privilege
to trade and validate.?> However, those validators can open a new account allowing them to

trade and/or validate in the future.

Finally, we assume late producers, including validators, have the option to switch to another
platform. We assume the benefit from trading on the platform is a fraction n < S of their
current expected payoff. This is similar to assuming that it takes time to switch platform,
and that the role of the agent on the new platform is the same as the one on the current
platform.3¢ In Online Appendix F we consider an extension where the outside option is not
related to the current expected payoff and agents can choose between being validators or

just late producers. These changes do not affect the qualitative results.

Payoffs and incentive feasible allocations

Given a threshold 7 and a measure of validators V' assigned to validate each match, a
stationary allocation is a list of account fees and production/consumption (v, 7,, x,y, 2). An
allocation is incentive feasible if it is feasible, it satisfies the incentive constraints of early
and late consumers (given 7), the label of late producers’ account is correctly communicated

to the ledger, and validators have no incentive to tamper with the record of labels.

Given a stationary incentive-feasible allocation (v, ,,x,¥, 2), U; is the expected discounted

lifetime utility of late producer ¢ with label G, satisfying

Uy=T+E{au(r) —y+ Ly> {—wVz+ U} + (1 — a) U, }

where [E; is the expectation operator of late producer 7 over w;, the share of working valida-

35We assume it is costless for late producers to bribe validators because if the latter reject it, late producers
can always revert to paying early producers as planned.
36 A validator remains a validator, maybe thanks to a prior technological investment.
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tors. The late producer is entitled to the transfer T;. In addition he gains u(z) — y from
trading with probability a. The late producer’s account retains label G only if w; > 7 valida-
tors validate the trade. In this case, the late producer pays w;V z to the working validators
and can trade in the future. With probability 1 — «, the late producer does not trade but
retains his label into next period. The expected discounted lifetime utility of an internal

validator ¢ with private communication cost cg; is Uy (cs;) and satisfies

UIV(Cs,i) = T[v + Ez {Oé [U(I) -y + HwiZT {—wZVz + BEU[‘/}] + (1 — Oé)BEU[V | 0571'}(2)

+a max {0; E; [—C»U + (]IwZTZ - Cs,i) ‘ Cs,i]} (3>

where E(- | ¢;;) is the expectation operator over the common communication cost ¢, of
validator ¢ conditional on receiving signal c,;.3" Internal validators receive transfer Tpy .
Since internal validators are selected from the set of late producers, they also obtain the
expected payoff of late producers. In addition they get the expected payoff from validating
trades: Given their signal ¢, ;, validators can choose to work or not. If they do not work, they
get nothing. If they work, validators incur the verification cost ¢,. If they communicate that
the late producer has produced according to his announcement they incur the communication
cost ¢4, and get the reward z, but only when the trade is validated (I,>, = 1). Otherwise

they do not get the reward z.

Similarly, the expected discounted lifetime utility of an external validator ¢ with private

communication cost ¢,; is Ugy(cs;) and satisfies,

Upv(cs:) = Try +amax{0;E; [—c, + (Ly>r2 — ¢s,4) | ¢54]} + BEURy, (4)

where Ty is the transfer to external validators.

37Validators have more information concerning the fundamental communication cost c,, which they use
to compute the probability that the trade be validated.
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Participation constraints. An allocation (v,7,,x,y, z) satisfies the participation con-

straints of validators, early and late producers whenever,

—-y+U > nU (5)

Y%+ Uy > nU, (6)

y—x > 0 (7)

—Cy + Eysrle,,2 — €y > 0 (8)

Constraints (5) and (6) require that late producers and validators are better off paying the
account fee to use that ledger rather than using the competing ledger offering them nU. (7) is
the (simplified) participation constraint of the early producers. Finally, since late producers
can shirk from validation, (8) requires that validators expect to make a positive expected
profit from the validation process. The expectation operator in (8) applies to the share of

working validators w.

Repayment constraints. Using a ledger, in equilibrium late producers who do not produce
the announced amount y are detected by validators and their account is thus assigned a
label B. As a consequence, this account is permanently blocked from all economic activities.
Similarly, an internal validator whose account is in default loses its future right to validate
and their account is also blocked. Agents whose account has been blocked can open a new
late producer’s account at cost 7, a validator’s account at cost ~,, or obtain the payoft nU
by using the competing ledger. Therefore, given the share of working validators is w > 7,

the repayment constraint of late producers and internal validators is respectively

—(y+wV2)+pU > Bmax{—y+U; =y, +EUn;nU} 9)

—(y+wVz)+ PEUn, > PBmax{—y+ U;—~, + EUn;nU}. (10)
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No bribe. If a validator accepts a bribe, we assume she is caught with probability 7 € [0, 1].
In this case she loses her right to validate future transactions and to consume as a late
producer using her old account. Yet again, she can open a new account. A validator prefers

recording the truth to a false record when the late producer offers z iff

PEUs > _z +(1—m)PEUs + nfmax{ls_rv (—y+ U); —7s + Us; nUs }
bribe

where s = IV, EV to denote internal of external validation, respectively. When a share w of
validators are working on a match, the late producer in this match is willing to pay at most a
total of y +wV z to get away with production. Given that the ledger requires the agreement
of at least 7V validators to validate a (fake) transaction, the cheating late producer will pay

z=(y+wVz2)/(tV) to 7V validators. Therefore a validator rejects the bribe whenever®®

1
TSEU, > v (y +wVz)+mfmax{ls_;v (—y + U); —7s + Us; nUs }. (11)

Finally, we need to identify a condition such that, given a threshold 7, the allocation allows

for a truthful record of the ledger.

Validation threshold. Suppose there is a positive measure of validators in charge of
verifying each match. Then the decision of an arbitrary validator to work or to shirk depends
on the subjective probability this validator assigns to other validators working or shirking.
Therefore, there are many possible equilibria depending on the original beliefs of validators.
In other words, the uncertainty about the cost of other validators of communicating a label
to the ledger may reverberate throughout the system and may jeopardize the validation

process.

We assume the continuation payoff of validators is independent of the current validation

38We assume validators act in unison: they either all accept the bribe, or they all reject it.
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results.?® Also if validators do not work, they do not send any messages thus eliminating a
possible free rider problem. We relax these assumptions in Online Appendix C, where we
examine an extension that also specifies the voting game that validators play, and we state

conditions under which validators do not send a message without working.

Now suppose the validation process requires unanimity. As soon as validators expect a
positive measure to abstain from validating, they will also abstain even though they may
have received a signal that the communication cost is small. As a consequence, we show that
validation only occurs correctly when the validation rule is based on supermajority unless
payments to validators are arbitrarily large. The higher the supermajority threshold, the
more rents should accrue to validators in order to guarantee the integrity of the ledger. We

show the following result in the appendix,

Proposition 1. Given 7, in the limit as € — 0, there is a unique dominance-solvable

equilibrium where validators work if and only if the allocation z satisfies

Cs + Cy
1—7°

(12)

The proof follows two steps. In the first step, we characterize equilibria when, for some
common threshold ¢}, validators employ switching strategies whereby they work if their
cost ¢, ; is below the threshold ¢} and they shirk otherwise. A validator receiving a cost at

threshold level ¢ is indifferent between working and shirking.

It is well-known from the global game literature (e.g. Morris and Shin, 2003) that, for the
marginal player whose cost is exactly equal to the threshold value ¢, the density over the

share of working agents is uniform over [0, 1]. Hence, the validator assigns a probability ¢ to

39For example, it is difficult to distinguish whether a validator shirked or his message technically failed
to reach other validators. However, see Green and Porter (1991) and Monnet and Quintin (2021) show how
punishments followed by forgiveness may discipline agents who can hide behind the veil of “bad luck.”

22



the event that a fraction g of the V validators will work. Since this validator is indifferent
between working or not, and his subjective beliefs of the share of working validators is

uniform, i.e. g(7 | ¢f) =1, ¢! solves

—c,+[(1=7)(z=c)+T1(=c)] =0.

When the noise vanishes, all individual costs necessarily converge to the common value c;.
Therefore, when ¢, < ¢, all validators will work to validate a trade and the ledger will record
labels correctly, while when c; > ¢} none of them will. The allocation z logically affects the
threshold value ¢}: By increasing the validator’s rents z, the validation protocol can ensure

that validation happens for higher levels of the communication cost.

Hence, the first step of the proof establishes that the validation game has a unique equilibrium
in switching strategies. The second step of the proof establishes that this unique equilibrium
in switching strategies is also the only strategy profile of the players that survives the iterated

deletion of strictly dominated strategies. In other words, the game is dominance solvable.?

As a corollary, notice that the payment z to validators is positively linked to the superma-
jority level 7 when there are validation costs. Therefore, the ledger can only retain integrity
when unanimity is required if payments to validators are arbitrarily large. Finally, given
7, the probability that the trade will go through when ¢, is uniformly distributed is the
probability that

s <(1—7)z—¢c, =cl.

If the ledger is required to allow all legitimate trades involving a producer with label G will

40Morris and Shin (2003) show that a sufficient condition for dominance solvability in our setting is that
the payoffs satisfy strategic complementarity — that is, the payoff to working is weakly increasing in the
proportion of other validators who work. Since this condition is satisfied in our game, we can apply the
global game results in Morris and Shin (2003) to conclude that our game is dominance solvable.
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always go through, then z should be set to

1 C

2> 7Z(1) = 1_T(Es+cv)z

(13)

1—71

where ¢, is the maximum possible communication cost. In this case, and given 7, validators
will always work. Below, we assume this is the case. In Online Appendix D, we relax this
assumption and we analyze the optimal validation protocol for any thresholds ¢} and we let
the designer choose what ¢} should be. Also, we derive sufficient conditions under which

ci = ¢ is optimal.
We can now define incentive feasible allocations.

Definition 1. Given 7 and V, an incentive feasible allocation is a list (v, 7., z,y, 2) that

satisfies (5)-(11) and (13).

In the sequel we solve for the optimal design of the validation protocol, and how it affects
incentive feasible allocations. We simplify matters further by assuming that the distribution
for the communication cost ¢, converges to the degenerate distribution that gives all the

mass to just one point c;.

Limiting distribution of communication costs

From now we consider the global game limiting case where ¢ — 0, and (13) holds. In this
limit, all validators face the same communication cost equal to ¢,. So unless they are bribed,
all validators always verify that production took place according to plans, and always cast
the right vote to the ledger. Therefore the share of working validators w is equal to one
and we can write (5)-(12) with w; = 1. We can further simplify the set of IF allocations by

setting the participation constraint of early producers (7) at equality.
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In this section, we consider the incentives of a late producer to make side payments to
validators so that they record a false trade, and we analyze the incentives of validators
to accept that bribe. Since the payment to validators should be minimized, (13) binds so
validators earn Z(7) and the participation constraint of validators (8) is always satisfied.
Also, the incentive constraints of late producers and validators are relaxed when the cost of
opening an account is set as high as possible, that is v = (1 —n)U and v, = (1 —n)U,. Then

denote the expected rent of validators as R(7),

R(t) = 1Z(1). (14)

Define the default factor as (recall that the effective discount factor is 3 = of3)

mof(1 —n)a

b = = ,
T—of—(1-n)(1-0)o

and replace the expressions for the transfers, to find the set of IF allocations characterized
by41
0
—[u(x) —x—=VZ(T)] > x+VZ(r) (15)
T

du(z) —x—=VZ(T)+ R(1)] > LV (x+VZ(1)) (16)

T

The higher 0 is, the weaker are the incentives of validators to accept a bribe, either because
they would lose a lot of trading opportunities (as captured by a large «) or because they
would very likely be caught cheating (as captured by a high ) or because they care a lot
about future income (as captured by a high 5’), or the outside option is really poor (n is

low). Also, the default factor can be increasing or decreasing in the survival rate o. There

41Since we set the participation constraint for early producers (7) at equality, we can use y = x. Also,
since validators earn a rent, Uy > U and (10) is satisfied whenever (9) is.
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are two counteracting effects from a higher survival rate: On one hand, agents effectively
become more patient, which improves incentives, but on the other hand a higher survival rate
decreases the transfer that surviving agents get from the ledger, which weakens discipline.
Which effect dominates depends on the strength of the outside option: if 5 is low enough

the default factor falls with a higher o.

According to constraint (15), late producers are better off retaining their good label by
repaying x to early producers and V' Z(7) to validators, than getting a bad label and losing the
expected lifetime discounted payoff from trading net of the payment to validators. Constraint
(16) states the condition for validators to reject a bribe: the payoff from accepting the
maximum bribe a late producer offers, (x + VZ(7))/7V, must be lower than the expected
loss of accepting such a bribe, given they are caught with probability 7. In addition to
losing the expected lifetime discounted payoff from trading net of compensating validators,
validators would also lose the expected rents they earn R(7). With external validation, (16)
simplifies to

(@ +VZ(r)) (17)

Inequality (17) requires that losing future validation rents with probability = should be
a larger cost to external validators than the benefit of accepting the largest bribe a late

producer would offer.*?

We next focus on the number of validators V. The more validators there are, the higher
the overall payment for validation — this is the term VZ(7) on the left-hand side of (15).
However, given 7, more validators also means a lower bribe for each validator, thus relaxing

their incentive constraint as shown on the RHS of (16) or (17). The optimal number of

420Qur mechanism that requires a supermajority 7 of all validators implies that producers can offer a smaller
bribe relative to a mechanism that would base consensus on a supermajority of voting validators (instead
of all validators). Also, using a mechanism relying only on voting validators may be problematic because
validators cannot be induced to vote when some producers are faulty as we consider in Online Appendix C,
as then they do not expect any rewards.
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validators will trade off both effects. When the measure of validators is large, the repayment
constraint of late producers becomes the binding one when 7 — 1, so that validators never
accept a bribe. This is intuitive: when V' is large, no validator gets a very large bribe, but if
the mechanism almost surely observes when they accept a bribe, they almost certainly lose
the expected lifetime payoff from trading. Then, only the incentives of the late producer
matter. However, note that if (15) is binding while (16) is slack, V' can be reduced up to the

point where (16) binds. We summarize the discussion above in the following result.

Lemma 1. If 7 and V are large enough, validators will never accept a bribe.

Optimal design

The objective of a planner is to maximize the gains from trade net of the validation costs. A
planner chooses the costs to open accounts v and ~,, the trading size x, the type of validation
(internal or external), the number of validators and the threshold 7 to solve

a max Au(zx) —x—-VC} (18)

7,2,V >0,7€[0,1]

subject to (15) and (16) for internal validation or (17) for external validation. These con-
straints have been simplified by using v = (1 — n)U and ~, = (1 — n)U,. But this is without
loss of generality: the cost to open the account is redistributed lump sum to all agents in
the same period it is levied on late producers. Since this is a mere redistribution, it does not
affect the objective of the planner. Also the higher the lump sum transfers to agents, the
more relaxed their incentive constraints. Therefore, as we guessed above, the cost to open an
account can be set as high as possible, that is as high as the lifetime benefit of trading on the
ledger net of the available outside option. Conveniently, the size of the payment to validators

Z (1) only matters for incentives but has no impact on the objective function because it is

27



a transfer between producers and validators. Also note that whether validation is internal
or external does not affect the social planner’s objective function (18). However, comparing
(16) and (17) shows that as long as trade is sufficiently beneficial, or u(z) > (x + V' Z), then
(16) is always satisfied whenever (17) is. In other words, the set of incentive feasible allo-
cations is larger with internal validation, and internal validation weakly dominates external
one. But not only this. As we show below, whenever trade can be supported, centralization
is optimal with external validation. Next, we start by considering the optimal design with

external validation.

Optimal design with external validation. With external validation the only relevant

constraints are (15) and (17), which we can write respectively, as

Suz) > (5+) [x + vé} (19)

(1-7)z < (67°=1)VC (20)

It is easy to show that the validators’ incentive constraint (20) always binds,?* so we can use
it to replace for the total cost of validation, V'C in the late producer’s repayment constraint

(19) and the objective function. The problem of the planner then becomes

o max {u@_W—‘%}

x,7€[T,1] ((5’7’2 — 1)

subject to

o7

du(z) > (5+w)mx

43Suppose it does not at the solution (Z, 7, f/). Then reduce V' until it does. This increases the objective
function (18), while relaxing the participation constraint of late producers. So (Z,7,V) could not be the
solution, a contradiction.
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Inspecting (20), notice that a necessary and sufficient condition for the existence of external
validation is that intertemporal incentives are strong enough, in the sense that § > 1.
Otherwise, the only incentive feasible allocation is autarky with V' = 0. With § > 1, it is
straightforward to verify that the constraint is relaxed when 7 is highest. Also, the objective
function is maximized when 7 = 1. Therefore, with external validation, the solution is 7 =1
and V' — 0, and the optimal trading size £(J) < x* where Z(0) = z* if § > ¢* > 1 so that the
constraint is not binding or it is defined as the solution to w(Z) = Z(d +7)/(d — 1) otherwise,

with Z(J) — 0 as 6 decreases to 1. The payment to the validator is VZ — #(§)/(0 — 1).

Optimal design with internal validation. Next, consider the optimal design with in-
ternal validation. As we show in the appendix, the social planner’s objective function (18)

is decreasing in V', and so we obtain

Lemma 2. With internal validation, the incentive constraint of validators (16) always binds

while the incentive constraint of late producers (15) never binds.

Replacing the expression for the validation rent (14) in (16), and re-arranging, we obtain:

Slule) —a] > = 4+ -C

> =81 - V)7 + 80 (21)

Since the objective function (18) is independent of 7, the planner chooses 7 to minimize the
right hand side of (21). Two forces are at play. On the one hand, increasing 7 reduces the
maximum bribe size per validator. On the other hand, increasing 7 increases the payment
to validators Z(7) to ensure that validators indeed verify and validate. When intertemporal
incentives are strong, so that 1 < ¢ (1 — V), this second effect reduces the right-hand side
of (21): Validators have much to lose by accepting a bribe. In this case, as with external

validation, it is optimal to set 7 = 1, even if Z(7) — oo. Alternatively, suppose intertemporal
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incentives are weak, 1 > § (1 — V'), then the optimal 7 trades-off the lower bribe size with

the higher payment to validator and it solves*

~

1—7_\/[1—590(1—‘/\9]1/0 (22)
The optimal threshold 7 is decreasing in V' but increasing in z. 7 is also increasing in 7, 3 or
a, as captured by 0. The intuition is apparent from (15): When 7, § or « increase, the net
rent R(7) — V' Z(7) > 0 of validators becomes more important for the incentives of validators
relative to the bribe size (v + V' Z)/7V, either because they have a higher chance of losing
it — when 7 increases — or because they have a higher lifetime discounted value — when ( or
« increases. So following an increase in 9, the planner gives more net rent to validators by
increasing 7. So unlike in traditional models of limited commitment, higher trustworthiness

as captured by a higher ¢ implies more rents to validators.

Importantly, while external validation only implements autarky when intertemporal incen-
tives are weak, internal validation can do much more. This is intuitive: With internal vali-
dation, the planner can use the value of trading in the future to discipline validators, thus
allowing the planner to choose lower rents (and therefore a lower feasible bribe) validators

obtain from being able to manage the ledger.

The optimal choice of x and V' trades off several effects. First, increasing x toward x* brings
additional gains from trade, but at the cost of increasing the bribe size per validator which
tightens their incentive constraint. Second, increasing V' relaxes the incentive constraint of
validators, but increases the cost of validation. We can now summarize these considerations

in our main result.

Proposition 2. The constrained optimal solution (Z,V,7) solves (21) at equality and (22)-

441t is easy to verify that when 1 > § (1 — V'), the second order condition for a minimum is satisfied.
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(26) and is characterized by four regions:

la. [centralized system - efficient trade size] If 6 > 0* > 1, external and internal
validations are characterized by V= 0, 7 — 1 and z — x*. Validation requires arbitrarily
large payments, i.e. Z(7) — oo, while lim;_, V(7)Z(7) = £5. Welfare is higher with
internal validation.

1b. [centralized system - inefficient trade size] If 1 < § < §*, external validation is
characterized by V. — 0, 7 — 1 and & — z(0) < z*. Internal validation is characterized by
V>0 7<1and? <" Welfare is higher with internal validation.

2. [partially distributed system] If 6 < § < 1, only internal validation can decentralize
trade. The constrained optimal number of validators is V >0, and only a supermajority
7 < 1 is optimal. FEach validator receives a finite payment Z(7) < oo. The constrained

optimal allocation is © < x*.

3. [fully distributed system] If 5y < 6 < 6, only internal validation can decentralize trade.

. -1
All late producers are validators V =1, and 7 = <1 + me) . The constrained optimal
allocation is T < x*.

4. [no trade] If 6 < by, there is no validation protocol that can decentralize trade.

Proposition 2 states that the optimal design of the ledger requires centralized validation
by a single validator only when validators are sufficiently trustworthy. However, moving
toward centrality necessarily imposes a move toward unanimity. In the limit, this requires
an arbitrarily large payment to the single authority managing the ledger. In reality, feasible
payments may be bounded and in such a case, a single validator will never be optimal. Still,
the single validator case offers a useful benchmark that illustrates the forces driving the
solution toward centrality. When intertemporal incentives become weak, the single authority
can be more easily convinced to do wrong and the optimal validation protocol moves away

from centrality. The centrifugal forces manifest themselves also in a reduction in trade size,
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and a departure from unanimity or a high supermajority rule. Both margins reduces the

feasible bribe to validators and therefore their incentives to do wrong.*®

Underlying the results in Proposition 2 are the following comparative statics (details of the
calculations are in the appendix): = and 7 are (weakly) increasing with § (i.e. 5, 7, and «)
but decreasing with validation costs C'. V is (weakly) decreasing with § but increasing with

validation costs C.

As the level of patience or frequency of trading among validators increases (represented by
a higher 0), the optimal number of validators (V') decreases while the optimal trade size
(x) increases. This is intuitive because when validators are more patient or trade more
frequently, they have more to lose from any wrongdoings. Therefore, they are less likely
to engage in such behavior, as 0 increases. Then the planner can increase the size of each
trade and reduce the number of validators needed. This choice of V' and x indirectly affects
7 and reinforces the planner’s decision to increase the net rent for validators by choosing a
larger threshold, as we already explained above. All in all, these effects work together to
increase the threshold 7 as ¢ increases. It is also worth noting that as the system becomes
fully distributed with only one validator (V' = 1), the supermajority threshold will converge
to simple majority (7 approaching 1/2) as the trade size approaches zero, even though there

is no constraint requiring 7 to be greater than or equal to 1/2.

Centrifugal forces also include the cost of validation C'. This may be surprising as increasing
the number of validators also increases duplication costs to the detriment of social welfare.
However, validation costs are reducing the overall lifetime discounted surplus of validators,
who, as a result are more easily convinced to do wrong. Then it is optimal to increase the

number of validators so that (given ) each of them can only be offered a smaller bribe.

45Put another way, the safeguards necessary for the ledger’s integrity makes decentralized consensus ex-
pensive and reduces trade size. In short, the ledger is hard to scale. This conundrum introduces trade-offs
sometimes known as the ledger’s “scalability trilemma” (see ie Buterin (2021)). The trilemma is posed in
terms of the challenge of attaining a ledger that is simultaneously decentralized, secure, and scalable.
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Reaching consensus with a higher number of validators however does not come for free: As
validation cost C' is higher, validators are more likely to believe that fewer other validators
will work. Hence maintaining the same level of consensus requires a larger rent be paid
to each validator as Proposition 1 shows. To maintain the legitimacy of the ledger while

keeping costs in check, the threshold 7 should fall.

02 DZ: 6<1
T T
(a) 6 > 1, IF choice of (V,T) (b) § < 6 < 1 IF choice of (V,7)
for x =z*, z < x*. forx < z*, z = x*

00 02 04 06 08

T

(c) Optimal solution for (V,7) as § falls (d) Optimal solution for =

Figure 2: Incentive feasible choice of (V1)
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Figure 2 illustrates Proposition 2 setting n = 0 so that the value of the outside option is zero.
Given some z < x* and the default factor §, Figure 2 shows the set of (V,7) for which the
IC of validators (21) is satisfied. When ¢ is relatively high, x = z* and (V,7) = (0, 1) satisfy
(21) and this is the best design for the system. In this case, the solution is given by the black
dot in the lower right corner of Figure 2a. In contrast, Figure 2b shows incentive feasible
allocations when ¢ is relatively smaller: Then the allocation x = z* and (V,7) = (0,1) is
no longer incentive feasible. The figure shows that implementing x = x* is feasible for some
(V,7), but only for relatively large V. This is costly and the planner does better by choosing
a lower x which decreases the bribe size and allows it to select fewer validators (lower the
number of validators V'), as shown by the red area in Figure 2b. Reducing z slightly below
x*, the planner only makes a second order loss, but realizes a first order gain as V' decreases,
thus reducing the overall validation costs. Therefore, as 0 decreases, x declines and (V, 1)
moves up along the black curve, as shown in Figure 2c. As § falls below the threshold §
toward dp, V = 1 and 7 moves westward on the black line until it reaches 1/2 and = = 0.
For levels of 9 below ¢y, there is no equilibrium with trade. Finally, as we move to the left

along the black curve, the trade size x decreases toward zero.

4 Conclusion

In this paper, we have presented an economic analysis of decentralized ledger technology in
an economy where money is essential. To our knowledge, our analysis is the first economic
analysis of DLT in such a context. It links a ledger validation game to monetary exchange,
establishes the uniqueness of the equilibrium via a global game approach, and characterizes

the optimal supermajority voting rule, number of validators, and size of transactions.

We believe our analysis is a timely one, as DLT is rapidly becoming an industry standard
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for digital currencies and in other applications. In particular, our results can shed light on
the burgeoning literature on central bank digital currency and stablecoins insofar as it gives
conditions under which a central authority should manage the ledger of transactions.* The
economic discussion of technology and the economics of central bank digital money has thus
far centered on the balance sheet effects and related systemic implications.*” Here, we focus
not on balance sheets and the issue of how the value of a currency can be guaranteed (central
backing is of the essence for a CBDC irrespective of our analysis), but on the governance of

a societal record-keeping device used as a substitute for money.

Of course, we have made simplifying assumptions in order to better grasp the basic economics

of money as memory. Future work should relax some of these.

For instance - to simplify the analysis - we have assumed that validators all agree to accept
bribes in unison. It would be interesting to also study the cooperative games between
validators in more detail. We have also taken as given that agents use a private permissioned
ledger as they want to preserve their anonymity in trades. Tirole (2020) and Chiu and Koeppl
(2020) make progress on this front. In order to better compare the different types of ledger,
future work should also include the benefit from preserving anonymity. Also our mechanism
design approach implies that we have ignored every industrial organization aspect of DLT,

which might be significant if this technology were to be widely adopted in the future.
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Appendix

In this Appendix containing all proofs, we assume that there is a fraction f of late producers
who do not have the ability to produce any goods. We refer to these producers as “faulty”
producers. In turns they are only necessary to eliminate the free riding problem facing
validators that we consider in section C. Otherwise, all other results go through with f = 0.

For completeness we have written the proof with f > 0.

A Proof of Proposition 1

Proposition. [Proposition 1] Given T, in the limit as € — 0, there is a unique dominance-

solvable equilibrium where validators work if and only if the allocation z satisfies

1_7_ch+cv/z(1_f) (23>

Assume that each validator receives private cost
Csi = Cg + &

where ¢; is independently and uniformly distributed over [—¢, ¢]. Given a validation threshold

7, the expected payoff of validator i is

N (1= f) (—csi + 2+ BUV) + fBUy it [V mil, sodi > 7V
_CU

(1= f)(—csi) + BUY otherwise

where m; = 1 if validator ¢ sends label G' (recall that validators do not send a message when

the account label is B). The expected payoff of a validator is given by (35) when the measure
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of validators sending a message is higher than 7. We can rewrite the expected payoff as

_15_%]0 - 6s,i +1 if fz‘; mlﬂmﬁﬁ@dl > TV
BUy + (1 — f)z X (24>
-1
—1% — G otherwise

where we have normalized the cost by the validator’s rent, as ¢ ; = c¢.;/z. This normalized
cost is necessarily lower than 1 and it is uniformly distributed since the common cost com-
ponent ¢, is uniformly distributed. Note that if a validator expects fzzl Myl 2pdi < TV,
this validator will not even verify the label in the first place. The structure of the above
payoff is the same as the one in the public good game analyzed in Morris and Shin (2002)

and their results extend almost directly. We repeat their argument here for completeness.

Let w be the random variable fz‘; m;lL,,20di/V measuring the fraction of working validators.
This is a random variable because the communication strategy m; of each validator i depends
on their communication cost. Also this random variable belongs to the interval [0, 1]. The
distribution of w is gives the probability that a trader with label G is able to trade and
compensate validators, and whether it is worth it in expected terms for a validator to verify
and communicate the label to the ledger. Let g(w | ¢s;) be the subjective density over w
for a validator with private information ¢,; and total verification and communication cost

Cy

1-f

— G5, We conjecture that validators adopt a switching strategy whereby they work

whenever their total cost is lower than some level C* = = 7+ C Since the normalized

cost ¢, is uniformly distributed over the interval [%7_5, 737%}, the total cost is also uniformly

1 1

C’U C’U
. . e +Ys—¢€ = +vste
distributed over |+=f———, =,

Z Since all validators with C; < C* are working, the

measure of working validators is

1
~1 v 4o e
&L s Goptos
w_l_f+cs 2 i —(cs—¢)

2

ISHIOY
[\}
o
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So for some ¢ € [0, 1], there is a value for the common communication cost ¢4(¢q) such that
w = q. This is

culg) = &+ — 22

Hence, w < q iff ¢5 > ¢5(q). We now need to find the probability that ¢, > ¢5(q). Considering
the validator with total cost C*, the posterior density over ¢, conditional on his communi-
cation cost being ¢} is uniform over the interval [¢f — &, ¢t + €]. Hence, the probability that

cs > ¢s(q) is

cite—cq)  ci4e—(ch+e—2eq)
2e B 2e

Therefore

Glw<ql|c)=q

so that by differentiation, for all w

gwlc) =1

and the density over w is uniform at the switching point ¢:. Hence, the probability that the

validation process will fail is

6(r) = [ gt | eyu =,

The validator with private cost ¢ is indifferent between working and shirking. Therefore the

switching point ¢} solves

Cy

ey Ead A L L S LA

Cy
-7+ = ¢, =

(1—=f)z ’

Hence, as ¢ — 0, all validators with private signal ¢, ; < ¢} will work while all other validators
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will shirk. The probability that the validation process succeeds is 1 — 7. Then, as € — 0, all
validators will work whenever ¢, < ¢} and they will all shirk whenever ¢; > ¢;. The argument
to show uniqueness is standard from Morris and Shin (2003) given the payoff of any validators
(24) to communicating with the ledger is increasing in the measure of validators who also
communicate with the ledger. Therefore, the probability that a trade validation process goes

through is the probability that ¢, < ¢, or

/Cz de, (1—=7)z— 525 — ¢

and validation will always go through whenever

1—T>ES+CU/(1_]C>.
o z

B Proof of Lemma 2

Proof. We first show that (16) must bind. Suppose it does not. The objective function is
decreasing in V' and (15) is relaxed with lower V. So if (16) does not bind, it is optimal
to set V = 0, and the solution is & > 0 which is the solution to max [u(z) — x| subject to
du(z) —x] > max + @(H_J. However, since £ > 0 and 7 < 1, it is clear that (16) cannot
be satisfied when V' = 0. Therefore (16) must bind. Suppose now both (15) and (16) bind.

Then, given 7, the solution is given by

Ba
1-p5

[u(x) —(x+VZ(r))+R(1)] = (z+VZ(1))

(w(z) = (z+VZ(1))] = (e+VZ(1))

Ba
TV7T1 e
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Using these two equations we can write the objective function of the planner, as

o {u(z) —z —V (Z(r) = R(")} = a {wl — 1} Vr (E; * j) .

This is strictly increasing in both V" and 7. Hence the solution is V' =1 and 7 = 1. However,
this implies u(z) — oo and x — £oo. If z — —o0, we get a contradiction. If x — 400, the
planner’s objective function is o {u(z) — 2 — V (¢s + ¢,)} — —o0, which cannot be optimal.

Therefore, (15) and (16) cannot both be binding. This shows that only (16) binds. O

C Proof of Proposition 2

Proof. First we show that internal validation does at least as well as external validation.

Both problems have the same objective function. The constraints for external validation are

du(z)—z—=Vz] > wm(x+Vz),

R(T) > LV (x+Vz),

T

while the constraint for internal validation is

du(z) —(x+Vz)+ R(1)] > (x+Vz)

1
TV
since u(z) — (x+Vz) > 0, and 7 < 1/(7V), the constraint set for internal validation is

weaker than the one for internal validation. This shows the claim.

Next we concentrate on the results for internal validation (the one for external validation is

in the text). The first order conditions with respect to x (25) and the one with respect to V'
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(26) are

() — 1] (14 6)) — AA/ ~ 0 (25)
[ f’“g _ Z(%)} FATE = AZH) - Ay = 0 (26)

where A is the Lagrange multiplier on the validators’ IC constraint, and A;_¢ is the one on

V <1— fand )\g is the one on V > 0.

We first consider the solution when 7 — 1. Then Z(7) — 400 and

We now show that A and V' both converge to zero. To the contrary, suppose V' > 0 (Ao = 0)
and A > 0. Since Z(7) — 400 as 7 — 1, the LHS of (26) is necessarily negative as 7 — 1.
Hence Ay > 0 and/or either A — 0 to reestablish the equality, which contradicts V' > 0 and
A > 0. Hence either V=0 or A = 0 or both. . Starting with V' € (0,1 — f), we can rewrite

(26) as
(€ +eo) +phpe,
[#62 —02(7)]

Since A > 0 we obtain z > 76V?Z(7). Since x is bounded from above but Z(7) — oo,
we must have V' — 0 as 7 — 1. Further, since (15) never binds, it must be that VZ(7)

converges to a positive constant, so that V2Z(7) — 0. Therefore,

A @Ete) e
= = V =0,
Voo [2—6v2Z(7)]

so that A — 0. Then (25) implies * — z*. The positive constant V' Z is such that the
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incentive constraint of late producers is satisfied, that is

[u(z*) —a* =Vz] > "+ VZ(7)
du(z®)y -2 > ma*+ (0 +m)VZ(T)

du(z*) > (0+m)a"+ (0 +m)VZ(T)

B
=
|

*
\Y

VZ(r)

Also, the positive constant V' Z is such that the incentive constraint of validators is satisfied,

that is

Sfu(x) —x—-VZ+71Z] > %(IL‘—FVZ(T))

6tV [u(z) — 2] = 67V2Z +67°VZ > (2 +VZ(1))

asT— 1,V — 0 and VZ — constant. Hence the inequality above tends to
VZ>x"+VZ

which requires 6 > 1, and we obtain in the limit V2 > 5“”_—*1. Combining that last restriction
on V Z with the IC of late producers, we find

o>

u(a:*)—i-mc o

u(x*) — x*

When the solution for V is interior, we can simplify (25) and (26) to obtain

2() - 19] X
(3 — 02(7)]
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and

)1 - A1
YT 14 A7V
or
" )
@) - 14 VED) RGOV

. z(1—f)(1+0))

The right hand side of the above equation is always higher than 1, so that generically z < z*.
The constrained optimal solution is (Z, V) that solves (25), (26) and (21) holds with equality.

7 is given by (22).

-1
Consider the case where V' = 1—f. Using (22), it is easy to check that 7 = <1 -+ %) .

Also when V' =1 — f so that A;_; > 0, the first order condition gives

1

(@) =140 = A = 0 (27)
{ ff} - Z(%)} FAsos —AZ() > 0 (28)

Using (27) to eliminate A, the definition of R(7) = (1 — f)7Z(7) and Z(7) = C/(1 — 1), as

well as the expression for 7, (28) becomes

(1-sH(a-pc
(1-dna-pHc\ J 1Ty =i { 1 } o5 ()
z+(1-f)C (1—1) (1-5HC  [w(x)—1]
where x is given by the incentive constraint of validators holding at equality, which we can
write as
sute) o (- pe = (1e [N DCY | w0 R
z+(1-f)C (1-f)C “f{f%@c N

It is tedious to check that H'(z) > 0 and using the implicit function theorem that dz/dj > 0
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(when f — 0). The left hand side of (29) is decreasing in x if

! +\/ P 1-fo <1,
TUu

where p = —u"(z)z/u/(x). This will hold if C' and x are small enough and p > 1 so that
xu/(x) is decreasing in z. Assuming this is the case, since dx/dé > 0, x declines as §
decreases. So the LHS of (29) increases when ¢ decreases and the condition will be satisfied

for 6 low enough and below some 6.
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Online Appendix

A Known identities

In this Appendix, we show that the equilibrium is almost identical when the identity of
producers and validators are known. Then punishment strategies can exclude these agents

from all future activities when they are caught cheating.

When individual history is public information, without loss of generality, we can then set
o = 1 so that agents do not exit the economy and there are no newborn. Hence there are
no transfer and T = 0 for all agents. Also, we can set the outside option to zero for all late
producers and validators. The assumption here is that there is an economy wide agreement
to ban these agents from all future activities when they are caught cheating. In this case

the participation constraints are U > 0 and U, > 0, while the repayment constraints are

—(y+wVz)+pU > 0,

The condition that validators do not accept bribes simplifies to

1

The rest of the analysis follows by defining the default factor as

igote!

o T




Then the set of IF allocations is characterized by

3| o>

[u(z) —(x+VZ(r))] > x+VZ(1)
Slu(e) ~ (¢4 VZ() + B@)] > 0 (a+VZ(r)

T

For the case with external validation, the last constraint is replaced with

SR(r) > — (z + VZ(7)).

1
TV
Using the proper rescaling of §, Proposition 2 is unchanged.

B Permissionless validation with free entry

In this Appendix, we analyze the case where any agent can become a validator, although at a

cost. The fixed cost of entry is set to € that agents pay once and for all — for instance, buying

the necessary computer equipment and connecting to the network. Since the validation is

permissionless, we assume that given there are V' validators (determined in equilibrium by

free entry), one is selected at random to validate a trade. With « trade to validate, a validator

has a probability a/V of being selected to validate a trade. As in the paper, any validator

incurs the cost ¢, to validate the trade and ¢, to write and make the new ledger available to

the community of validators. In exchange the validators gets a fee z as a compensation for

the work. We set C' = ¢, + ¢, /(1 — f).

Given V, the expected payoff of a validator then is Up defined by

(1=8)0r = (1= f)(==0)

Participation implies the restriction, Uz > 0. Free entry implies validators will enter as long
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as —e 4+ Up > 0. This equation holding with an equality pins down the number of validators

in equilibrium,

Cal-H(-0)
=T e

(30)

We assume that validators can be prevented from downloading the blockchain if they are
caught cheating (this is the best case scenario for permissionless validation). Validators do

not accept a bribe z whenever

BUp >z + (1 — m)BU.

Using z = y + 2 as well as Up = ¢, we obtain

e > (y + z).

Using the PC of early producers y > x at equality, an allocation is incentive feasible whenever

it satisfies,

uz)—xz—2z > 0 (31)
z > C (32)
mhe > x4z (33)

The planner wants to maximize
a1~ fymax {u(x) —x — V (C+ (1 - B)e)}

subject to the three constraints above. Using (30), we can easily see that the planner’s

objective function is decreasing in z, so the planner will set z = C' (which implies V' — 0)
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and being constrained by (33), the allocation will be

x* if ¥ <mfe —C

wfe — C otherwise

Hence permissionless ledgers will implement the efficient allocation x* as long as it is small

enough relative to the entry cost into validation.

C The validation game

In this Appendix, we specify the details of the validation game for internal validation. We
analyze a free-rider problem inherent to the validation protocol: validators have incentives
to abstain from verifying a label, but still send the message that the label of the producer is
G. The severity of this free rider problem could undermine the existence of an equilibrium

with trade, as the ledger would lose integrity.*®

We keep some of the features of the optimal allocation. Also, recall that as ¢ — 0 and
absent the free-rider problem, all validators should be expected to work as long as the

communication cost is lower than some threshold (that we set at ¢;).

C.1 The free-rider problem

In this section, we describe the validation game that validators play in detail. In the first
stage, a strategy for validator ¢ consists of a verification strategy, v; € [0, 1], a voting strategy
o; € [0,1] which is the probability to send a message and the validator i choice of message
m; € {0,0,1} to send. We call shirkers those validators who do not verify labels, and

we call workers those validators who do. Define m = (my,mg,...,my) and Z(m) = 1 if

48See also Amoussou-Guénou, et al. (2019).
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fizl MLy, z0di > 7V and Z(m) = 0 otherwise.*

The public history at the end of period ¢ consists of the public history h; at the end of period
t — 1, as well as the result of the validation process Z(m) and the production of the late
producer, that we can summarize with the label of the producer ¢ € {G, B}.5° We focus on
strategies for validators that depend only on the public history and the information acquired
during the current period. The equilibrium concept is Bayesian perfection: strategies are
Nash equilibrium given the information validators have and validators are Bayesian so that

they update their belief using Bayes’ rule.

Recall that validators are dealing with legitimate late producers with probability 1 — f and
the probability that the producer is faulty is f. Also, recall that validators who do not send
a message are not entitled to a payment. Given the allocation (x,y, z) is incentive feasible
— so that a late producer who is found to have label G' will produce for the early producer —
the expected payoff of a working validator from validating the transaction is
0i(G) (—cs + E; [Z(m)z + Uy (h, (Z(m), G)) | m; = 1])
—cy+ (1= f)
0i(B) (=¢s + E; [Z(m) x 0+ Uy (h, (Z(m), B)) | m; = 1])
+f (34)
+ (1 = 04(B)) £ [Z(m) x 0+ SUy (hy, (Z(m), B)) | m; = 0]
where Uy (hy, (Z(m),?)) is the continuation payoff of the validator given the new history
(ht, (Z(m),?)) and ¢ € {G,B}. Uy(-) = Uy whenever the continuation payoff does not
depend on the validator’s actions. Also, we assume that if the majority agrees that the

producer has label G, then validation and communication happens in the second stage.

49Again we assume that m; , = () counts as m; 5 = 0.

50Since we concentrate on incentive feasible allocations (z,y, z) the producer’s label is a sufficient statistics
for the outcome in a match because a late producer with label G will produce so that the early producer
will also produce, while a late producer with label B is not expected to produce so that the early producer
will not produce.
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We now explain the different elements in (34). In the early stage, the working validator
incurs cost ¢, to verify the label. If the label is G (which happens with probability 1 — f)
the validator sends message m; = 1 with probability ¢;(G) and nothing otherwise (again,
we anticipate that not sending messages m; = () is better than sending m; = 0, since it
communicates the same information at a lower cost). If the index Z(m) = 1,°! the match is
validated and trade can take place. Then validators who sent a message get z from the late
producer, and they verify production takes place in stage 2 and communicate the result to the
ledger. If Z(m) = 0, the transaction is not validated and working validators get nothing. F; is
the expectation of validator ¢ over the index function Z(m) given the validator’s information
summarized by message m;. With probability f, the working validator learns the producer’s
label is B. Then with probability ¢;(B) the validator sends message m; = 1 but he expects
to receive zero, even if (at least) 7 validators send m = 1 because he knows the buyer has a
bad label and will not produce. With probability 1 —o;(B), validator ¢ sends no message (or
message 0), and does not expect any payments. In any case, the working validator knows
production will not take place in stage 2 and so he does not verify or communicate anything in
stage 2. Notice that in this section, the expected future payoff of validators Uy (h:, (Z(m), {))
where ¢ € {G, B} only depend on public history and so can vary depending on the outcome
of the validation process. It should be obvious that o;(B) = 0: a worker will not send

message m; = 1 for a producer with label B.

517(m) = 1 if at least 7 — 1 other validators send m = 1 if m; = 1, and at least 7 other validators send
m=11if m; = 0.
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The expected payoff of a shirker is

. (1= f) (=¢s + Ei [Z(m)z + BUy (hy, (Z(m), G)) | m; = 1])

+f(=¢; + Ei [Z(m) x 0+ pUy (hy, (Z(m), B)) | m; = 1])

(1—f)E; [Z(m) x 0+ Uy (hy, (Z(m), G)) | m;

I
=

+(1—-a)
+/Ei [Z(m) x 0+ BUy (he, (Z(m), B)) | mi = 0

A shirker does not know the buyer’s label before sending their message m;. Again, given
index Z(m), the future payoff of validators is the same for all validators irrespective of their
action. Note that a shirker only shirks in period 1. Since she observes the index Z(m), she
can learn the label of the producer and she can verify production and send a message relative

to that production in period 2 only if the label is G.

Now suppose 7 < 1. We can show that in equilibrium, not all validators will be work-

ing/cooperating.

Lemma 3. Suppose validation does not require unanimity T < 1. There is an equilibrium

where all validators work whenever

Proof. Suppose all validators are working and send message m = 1 if the label is G and do
not send a message otherwise. Since 7 < V', any validator 7 is not pivotal, because changing
the value of one message will not change the overall index value. Then the value of working

and sending m = 1 if the label is G and m = () otherwise is

—co+ (1= f) (=cs + 2+ fUv (I, (1, G))) + fBUv (I, (0, B)) (35)
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while the expected value of shirking is

0i{(1 = f)(=¢s + 2+ BUv (I, (1,G))) + f (=¢s + BUv (s, (0, G)))}

+ (1 =) {(1 = f)BUv (s, (1,G)) + fBUy (e, (0, B))}

So a shirker sends m = 1 whenever the expected payment is greater than the cost of always

sending a message:

(1—f)z > cs.
Using (12) at equality to replace for z, a shirker sends m = 1 whenever

c
Tzf—c—v.
S

So when 7 < f — £, shirkers prefer to send no message and they never get a payment. So in
this case, working always give a higher payoff to validators than shirking (and not sending
a message). If 7 > f — % shirkers are better off sending a message. Then working gives a

higher payoff than shirking (and sending a message) when f > €. O

Stated slightly differently, Lemma 3 says that there is a free-rider problem whenever f <
¢y/cs. This is intuitive: when fcg < ¢,, free-riders who expect at least 7 validators to work
save the verification cost ¢, but incur the cost of sending a message ¢, when they should not
send it (when the producer is faulty). As a corollary, we deduce that incentives to free-ride
are high whenever ¢, — 0, because the cost of sending a message when one should not is

negligible.

Notice that the only punishment that free-rider incurs is the cost of sending a message when
the producer is faulty in which case they will not receive a payment. We now look at other

forms of punishments. First, the worst punishment when payoffs can only depend on public
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history, is that the system shuts down if, collectively, validators make a mistake. This means
that Uy (he, (1, B)) = 0. A late producer with label B will not produce and so the system will
detect that the validation process was flawed. However, a late producer with label G who was
assigned the wrong label will not produce (because the early producer will not produce) and
so will not be distinguished from a late producer with label B. In this case the system cannot
detect the flawed validation. So we must have Uy (hy, (0,G)) = Uy (hy, (0, B)). We define a
uniform mechanism as one that gives validators the same continuation payoff following these
“observationally equivalent” outcomes and when the validation process resulted in a correct

outcome, that is

Uy (ht, (0,G)) = Uy (he, (0, B)) = Uy (he, (1,G)) = Uyy.

Following the steps in the proof of Lemma 3, we can conclude that uniform mechanisms do

not relax the free-rider problem.

C.2 Individual mechanisms

We now define an individual mechanism as one where both the current payoff and the
continuation value depend on the publicly observable action of validators. To be precise, we
consider that the ledger assigns label B to a validator who is caught sending a message that
differs from the “supermajority” 7 of validators. As a result, this validator loses the ability to
validate but also the opportunity to trade in the future. Such mechanisms specify individual
continuation values Uy (ht, (Z(m), ); m) as a function of the result of the validation process
Z(m), whether the producer produced or not ¢ € {G, B} and the validators’ message m. A

validator goes against the majority whenever Z(m) # m. In this case, the worse punishment
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is the level of utility the validator would obtain in permanent autarky. So we set

0 if Z(m) # m,
Uy (hy, (Z(m), £);m) =

Uy: otherwise.

Then we show

Lemma 4. Using an indiwidual mechanism and T < 1, there is an equilibrium where all

validators work whenever
C’U

> -
f_ Cs+6UVt

Proof. Suppose at least 7V validators work. If one of the remaining validators shirks, he

obtains expected payoff

op {(1 - f) <_Cs + 2+ 6UV<hta (17 G),m - 1)) + f (_Cs + BUV(hta (O?B)7m = 1))}

+(1—6){(1 = f)BU (e, (1,G),m = 0) + FBUy(hy, (0, B),m = 0)} =

gi{—cs+ (1= f)z} +0:(1 = f)BUv¢ + (1 = ;) [ BUv

If the buyer has a good label, all other validators send m; = 1, so Z(m) = 1 irrespective of
the decision of the shirker. However, the shirker only gets the reward if he also sends m = 1.
If he sends a message when the producer has a bad label, he does not receive a reward and he

gets the autarkic payoff in the future. Therefore, a shirker sends a signal (¢; = 1) whenever

—cs+ (L= f) (24 BUyt) > fBUy

and does not otherwise.

The expected utility of a working validator (who sends signal G if the producer has label G
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and nothing if the producer has label B) is as before,

—Cy + (1 - f) (_Cs + Z—FﬁUv(ht, (1aG)>m = 1)) + fﬁUV(h‘ta (O7B)7m = O) =

—Cy + (1 - f) (_cs +Z) +/BUVt
The remaining validator will work whenever

—c,+ (1 =f)(—cs+2) > —cs+ (1= fz— fBUW
_C'u"f_(l_f)(_cs_}_é) > _Cs_}_(l_f)é—i_(l_f)ﬁUVt_ﬂUVt
Cs + BUVt — Cy > (1 — f) (Cs + ﬁUVt)

Cy
1_Cs+ﬁUVt ~ (1_f)

Soif (1—f)> %, the remaining validator works whenever

f(cs + BUv)
(z —cs + BUW)’

Cy

1 — v
Cs+ﬁUVt

>(1-f)=

and he would send a signal if he were to shirk.

However, if —c;+ (1 — f) (2 + pUy:) < fBUyy we have &; = 0 and in this case the remaining

validator decides to work whenever

—co+ (1= f)(—cs+2) > —(1— f)BUy

(I=f)(=cs+z2+8Uv) > o

1
1— > 7
f Z_Cs"i_ﬂUVt
So if
f(cs+6UVt) Cy
—_—— > (1=-f)>y—
z — cs + Uy, ( /) 2 —¢s + BUyy
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the remaining validator works (and he would not send a signal if he were to shirk). Notice

that this case is only possible if f (¢ + SUyy) > ¢y, oOr

@

l———— >1-—
Cs+BUVt f

Therefore, combining both conditions, validators prefer to work whenever

Co

>1—-—f>—
/ 2 — s+ BUyy

a Cs + 5UVt

Replacing z using (13), we obtain

(1=f)z—cs+BUy) > c

(1_f) {i (Cs"i_lc_—vf)_cs"i_ﬁUVt} > Gy

T (1= Pecte) + (1= [)BUy: > 0

which always true. Hence, validators prefer to work whenever

Cy

>
f Cs+ﬁUVt

This concludes the proof. n

When validators work, they lose ¢,, but they send the right signal. When they don’t work,
either they prefer to never send a signal, or they send a signal. When (uninformed) shirkers
prefer not to send a signal they effectively vote that the producer has label B. Therefore
they often get it wrong when there are many good producers. In this case, validators prefer
working than shirking whenever their loss ¢, is less than the expected net loss of not sending

a signal when they should (1 — f) (2 — ¢s + BUy¢). But if (uninformed) shirkers prefer to
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send a signal, they will get it wrong with probability f in which case they lose ¢! + SUy.
So they prefer to work whenever the expected loss of sending a wrong signal f(cs+ SUy,) is

higher than the verification cost.

Notice that validators working can now be an equilibrium even if ¢, = 0. So we have the

following Folk’s theorem

Lemma 5. [“Folk” Theorem| Let f — 1. Using an individual mechanism and 7 < 1,
there is an equilibrium where all validators work whenever the late producer’s participation
constraint (15) is satisfied,

uw(x) >z +VZ(T)
Proof. The existence of the equilibrium requires

Cy

> —
f_ Cs+/8UVt

In equilibrium, f — 1 implies that fUy — oo as long as u(z) > x+V Z(7). Then AT
0. Therefore, validators work whenever f > 0. So validators always work as long as u(z) >

x+VZ(T). O

D Case with non-degenerate cost distribution

In this Appendix, we consider the case where the distribution of the common cost ¢, is non
degenerate. We show that a weak sufficient condition for the planner to choose ¢ = ¢

defined as ¢t = (1 — 7)(2' + 2?) — 77 Is

Cs + 125 -

(1= /) (e = Ees) —

In this case, all validators will work, irrespective of their private communication costs.
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Let ¢ be defined as above. So validators only verify a trade whenever ¢, < ci. When c,

is uniformly distributed over [0, ¢s] the probability that validators verify a trade is simply

the probability that ¢s < ¢, that is ¢/¢,. Validators verify whenever ¢, < ¢! and these

validators obtain

¢ te/(1—f)

Z(t) =

1—7

When 2! = Z, the participation constraint of validators (49) is always satisfied

ECSSCZ‘ [_Cv + (1 - f) (Z - Cs)] >0

Let R(7,¢s) be the expected rent of validators when the fundamental communication cost is

Cs S C:,

R(7,¢s)

We can set the participation constraint for early producers (46) at equality and replace

y =x +wVZ(7). Then the set of IF allocations is characterized by

*

C

3 fula) — @+ V()] 2 (@ +VZ(T) (36)
C deg 1
5 /0 ule) ~ (@ + V2 + Rl T 2 @+ VZ(T) (37)

Notice that validators only work with probability

idators) can trade only with probability g—
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D.1 Optimal design

We need to adapt the objective function to the new setup. Since the probability of a pro-
ductive match is 1 — f in each period, the objective function of a planner is the sum of the
early and late producers’ utility when they trade, and the expected rent of validators from

operating the ledger for a measure « of trades,

| Hall= N lu@) — -+ - o)+ aVRIm )} B

S

Cy

1-f

or replacing y, as well as Z(7) — R(1,¢5)/(1 — f) = ¢5 + > 0, a planner chooses the

trading size x, the number of validators V', the threshold 7, and the threshold ¢} to solve

G 1 des
1— -z =V |cs v -
o /) m,vzo,gggj,re[o,u/o {u@) . (C + 1-— fC )} Cs

subject to (55) and (56). Using the same steps as the simpler case, we can show that (55) is

always slack when (56) holds. Re-arranging the constraint,

Ba ¢t mBa [ de,
— - [ )~ vz

m (38)

[M@—xpo%)@+vmﬂ)

T

Since the objective function is independent of 7, the planner will choose 7 to minimize the

right hand side of (38). The first order condition for the optimal threshold 7 gives

N el IR
Vot aty

This threshold is well defined if

1>5%O—f—V)

S
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and otherwise 7 = 1.

Then it is useful to look at the first order conditions in detail. When A is the Lagrange
multiplier on the validators’ IC constraint, the first order conditions with respect to =, V'

and c; respectively are -

, c 1

(@)~ 1+ 2 Az = 0 (40)

/Cz - de  Z S a) = 0 (41)
0 e 1—fc” Cs 712 5T

R(,ct)

S

{u(x)—x—V(Z(T)— 1_f)}5—15 (42)

d{u(z) —x—=VZ(1)} + R(7,ct)] é

mw foc; [_Vagc(:) 4 8R(T,CS):| des _ #Vazm

oct Cs oct

Vv
(e}
oS
N
w
N—

+A

We now determine conditions so that the solution is ¢! = ¢;. Suppose this is the case. Then
the expression in {.} in (43), the second part of the FOC which is multiplied by A (which

pertains to the behavior of the IC when the planner increases cf) is

1 1 1 B Cy 1 G 1 des

Hence, if

5[1+ﬁ} > 1

*

¥ = Cs, as long as the

then the LHS of the IC is increasing with ¢} and it is optimal to set ¢

objective function is also increasing in ¢; when evaluated at ¢, that is

wa) —z—V (Z(T) - Rl(féjf)) >0
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From (38)

5 lu(z) -z + /0 U R e vz | = Lv (z + VZ(7))

Cg T

N J/

-

:ER(T7CS)

Hence,

R(r,c,)\
u(m)—x—V(Z(T)——l_f ) =
1 R(r,¢5)
P (x+VZ(T))+ V—1 T ER(7,¢c5) =
1 R(T,¢) 1 _ Cy
§Tvx+v - + {g—(l—f)} <c3+ 1—f) + (1= f)Ecs + ¢,

Since 7 < 1, and a sufficient condition for the RHS to be positive is

1 _ Cy _ Cy Cy
() 00 (s p2g) ramn (e i) 2 o

%(Es_'—li]f)_(l_f)(fs—Ecs)

v
o

e > 6

(1 _f) (Es _Ecs)

Therefore, f large enough (for example) would allow the inequality to be satisfied. Also, if
Ec, is close enough to ¢s. In those cases, ¢ = ¢;, and the solution if given by the FOC of

the planner’s problem,

1
"(z) — 1] (1 — =
[u'(z) — 1] (1 4+ 0A) )\%V 0
1 T N
ECS—FWCU—F)\%VQ —5/\2(7') =0

together with the binding IC,
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E Concave utility for early producers

In this Appendix, we lay down the analysis when early producers also have a concave utility
function, v(y). We analyze the case when the distribution of the communication cost is

degenerate at ¢,. Participation constraints are

uz)—y—Vz > 0 (45)
v(y) -z > 0 (46)
e+ (1= f)(r—c) > 0 (47)

<
—~
N
I
£
&
I
<
I\
v
e}
N
N
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Repayment constraints:

—(®(z)+Vz)+pU > 0. (50)
—(®(z)+Vz)+ BEUy, > 0. (51)
No bribe.
7T5UV Z z

When a share w of validators are working on a match, the late producer in this match is
willing to pay at most a total of y + wV z? to get away with production. Given the ledger
requires the agreement of at least 7V validators to validate a transaction, the cheating late
producer will pay z = (y + Vz)/(7V) to 7V validators. Using z = (y + wVz)/(7V), a

validator rejects the bribe whenever®?

T80y > gy [@(z) + V2z]. (53)

Validation threshold.

S cs—l—cv/(l—f)'

- 1—71

(54)

Since the payment to validators should be minimized, (13) binds so validators take home

és+e/(1—f)

1—171

z2=27(1) =

52We assume validators act in unison: they either all accept the bribe, or they all reject it.
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Cheapest to deliver.

The participation constraint of validators (49) is always satisfied. Let R(7) be the expected

rent of validators,

R(r) = (1-=1)[Z(1) = (6 + )]l — fo
T(1— f)és + ¢ o

(2

1—71

We can set the participation constraint for early producers (46) at equality and replace
y = ® (z). Since validators earn a rent, Uy > U and (51) is satisfied whenever (50) is. Then

the set of IF allocations is characterized by

15_"‘ﬁ [u(z) — @ (z) — V2] > ®(z)+ V2 (55)
Wlﬂ—&ﬁ [u(z) =@ (z) —Vz+ R(1)] > % (P(x)+Vz) (56)

F  Outside option

In this Appendix, we assume late producers, including validators, have the option to trade
on another platform with a net payoff U > 0 (net of opening an account). The outside option
for validators and late producers is the same because if there were two outside options, one
for validators and one for non-validators, they would always choose the one giving the highest

payoff.
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In this setting, the participation constraints of validators, early and late producers become,

Y +U, > U (57)

—y+U > U (58)

y—x > 0 (59)

—Cy + Eysrie,,2 =50 > 0 (60)

and given the share of working validators is w > 7, the repayment constraint of late producers

and internal validators is respectively

—(y+wVz)+ U > Bmax{—y+U; -y +EUn; U} (61)

—(y+wVz)+ BEUn, > Bmax{—y+U;—, + EUp;U}. (62)

as in the main text, agents whose account has been blocked can open a new late producer’s

account at cost 7, a validator’s account at cost «,, or obtain the (net) payoff U by using the

competing ledger. Using z = (y + wV'z)/(7V), a validator rejects the bribe whenever®

1 _
nfEU, > e (y+wVz)+aBmax{l_ry (—y +U); —vs + Us; U} (63)

The outside option does not affect the analysis of the validation threshold.

The incentive constraints of late producers and validators are relaxed when the cost of
opening an account is set as high as possible, that is v = U — U and =, = U, — U. Then

using R(7) to denote the expected rent of validators,

R(t) = 71Z(1) (64)

53We assume validators act in unison: they either all accept the bribe, or they all reject it.
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defining the default factor as (recall that the effective discount factor is 3 = of3)

Tofa

l—of—(1-0)o

0 =

and replacing the expressions for the transfers, the set of IF allocations is characterized by>*

é[u(w)—az—Vz] > a;+VZ(T)+(1_ﬁ)§U (65)
e (0 T
Slue)—z— Vet RO > — (o4 VZ(r) + —Lo0 (66)
TV «
With external validation, (66) simplifies to
SR(T) > = (x + V() + P50 (67)
- TV «

The higher § is, the lesser are the incentives of validators to accept a bribe, either because
they would lose a lot of trading opportunities (as captured by a large «) or because they
would very likely be caught cheating (as captured by a high 7) or because they care a lot
about future income (as captured by a high B ). Also, it is easy to check that the default factor
is decreasing in the survival rate o. There are two counteracting effects from a higher survival
rate: On one hand, agents effectively become more patient, which improves incentives, but
on the other hand a higher survival rate decreases the transfer that surviving agents get from

the ledger, which weakens discipline. The latter effect always dominates.

54Since we set the participation constraint for early producers (7) at equality, we can use y = x. Also,
since validators earn a rent, Uy > U and (10) is satisfied whenever (9) is.
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Optimal design with external validation. With external validation the only relevant

constraints are (65) and (67), which we can write respectively, as

1-5)

du(z) > (6+m) {:c—l—Vl?T]—l— - SU (68)
(1-—7)z < (572—1—(1—7)71;5(5%) Ve (69)

It is easy to show that the validators’ incentive constraint (69) always binds,? so we can use
it to replace for the total cost of validation, V'C' in the late producer’s repayment constraint

(68) and the objective function. The problem of the planner then becomes

a max ¢ u(zr) —
z,r€[m 1] <(57’2 —1—-(1-7)7

subject to

(572 - (1- 7')7'1%5%) i (1-5)

du(z) > (6+m) (57_2 —1-(1- 7')7'1;52> "

Inspecting (69), notice that a necessary and sufficient condition for the existence of external
validation is that intertemporal incentives are strong enough, in the sense that § > 1.
Otherwise, the only incentive feasible allocation is autarky. With ¢ > 1, it is straightforward
to verify that the constraint is relaxed when 7 is highest. Also, the objective function is
maximized when 7 = 1. Therefore, with external validation, the solution is 7 = 1 and
V — 0, and the optimal trading size #(§) < o* where (§) = 2* if § > §*(U) > 1 so that the
constraint is not binding or it is defined as the solution to u(z) = Z(6+m)/(0—1)+(1-8)U/«

otherwise, with  — 0 as 0 decreases to 1. The payment to the validatoris VZ — (9)/(6—1).

53Suppose it does not at the solution (Z, 7, ‘7) Then reduce V' until it does. This increases the objective
function (18), while relaxing the participation constraint of late producers. So (Z,7,V) could not be the
solution, a contradiction.
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Then following the same steps as for Proposition 2 in the main text, we obtain

Proposition 3. The constrained optimal solution (Z,V,7) solves (21) at equality and (22)-

(26) and is characterized by four regions:

la. [centralized system - efficient trade size] If 6 > 6*(U) > 1, external and internal
validations are characterized by V 0,7 — 1and & — x*. Validation requires arbitrarily

x*

large payments, i.e. Z(7) — oo, while lim:_,, V(7)Z(7) = 5=. Welfare is higher with inter-

nal validation. 6*(U) is increasing in the outside option U.

1b. [centralized system - inefficient trade size] If 1 < § < §*(U), external validation
is characterized by V — 0, # — 1 and & — z(0) < a*. Internal validation is characterized
by V>0,7<1andi <z Welfare is higher with internal validation.

2. [partially distributed system] If 6(U) < § < 1, only internal validation can decentral-
i1ze trade. The constrained optimal number of validators is V >0, and only a supermajority
7 < 1 is optimal. FEach validator receives a finite payment Z(7) < oo. The constrained

optimal allocation is & < x*. §(U) is increasing in the outside option U.

3. [fully distributed system] If 5(U) < 6 < 6(U), only internal validation can decentral-

. ~1
ize trade. All late producers are validators V =1, and 7 = <1 + xfC) . The constrained
optimal allocation is & < x*. 6o(U) is increasing in the outside option U.

4. [no trade] If 5 < 6o(U), there is no validation protocol that can decentralize trade.

Proof. First we show that internal validation does at least as well as external validation.

Both problems have the same objective function. The constraints for external validation are

6U,

1 1-8
—V(x+Vz)+

T (07

du(x) —x—=Vz] > wlx+Vz]+

(1-5)

R(T)

v

oU,
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while the constraint for internal validation is

(93+Vz)+1_6(5(7

Slu(e) — (o4 V) + R > — .

since u(x) — (x + Vz) > 0 the constraint set for internal validation is weaker than the one

for internal validation. This shows the claim.

Next we concentrate on the results for internal validation (the one for external validation is
in the text). The first order conditions with respect to x (70) and the one with respect to V'

(71) are

1

/(@) =1 (1 +6N) = A= = 0 (70)
[ff} - Z(%)] F Az —OAZE) + A - M = 0 (71)

where A is the Lagrange multiplier on the validators’ IC constraint, and A, is the one on

V' <1 and )\q is the one on V > 0.

We first consider the solution when 7 — 1. Then Z(7) — 400 and

We now show that A\ and V both converge to zero. To the contrary, suppose V' > 0 (Ag = 0)
and A > 0. Since Z(7) — 400 as 7 — 1, the LHS of (71) is necessarily negative as 7 — 1.
Hence Ay > 0 and/or either A — 0 to reestablish the equality, which contradicts V' > 0 and
A > 0. Hence either V' =0 or A = 0 or both. . Starting with V" € (0, 1), we can rewrite (71)

as
(Cs + )

= —oz()]

Since A > 0 we obtain x > 76V?Z(7). Since z is bounded from above but Z(7) — oo,
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we must have V' — 0 as 7 — 1. Further, since (15) never binds, it must be that VZ(r)

converges to a positive constant, so that V2Z — 0. Therefore,

A (Gt
Voo [E - 6v2Z(7)]

v 3o,

so that A — 0. Then (70) implies # — z*. The positive constant V' Z is such that the

incentive constraint of late producers is satisfied, that is

(1-5)

) _
- [u(z*) —ax*=Vz] > 2*+VZ(r)+ p U
which we can rewrite as
) (1-p5) 6 -~
NPT >V,
5+7Tu(x) x - 5+7TU_V (1)

Also, the positive constant V' Z is such that the incentive constraint of validators is satisfied,

that is

Su(z) —ax—-=VZ+71Z] > LV<$+VZ(7'))+1

Cross-multiplying by 7V and re-arranging, we obtain

1-p

(07

6U.

67V [u(z) — 2] — 67V2Z +67°VZ > (x + VZ(1)) + TV

When 7 — 1, V — 0 and as VZ — constant the inequality above tends to

VZ>x"+VZ

which requires 0 > 1, and we obtain in the limit V2 > %. Combining that last restriction
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on VZ with the IC of late producers, we find that 6 > ¢*(U) > 1 since

) (1-p5) 6 -~ x*
¥\ _ x  \- M) ¥ >
§+7Tu(a:) ¢ « (5+7TU - 0-—1
implies
5>u(:c*)—(1;ﬂ)[7+7rx*
T u .23'*) _ (1;/3)(7 — ¥ ’

When the solution for V is interior, we can simplify (70) and (71) to obtain

2() - RG)
(702 —9Z(7)]
and
, PN
R T
Yy — 14 VEE) __RGW

r x(1+06)N)

The right hand side of the above equation is always higher than 1, so that generically z < x*.
The constrained optimal solution is (Z, V) that solves (70), (71) and (21) holds with equality.

7 is given by (22).

-1
Consider the case where V' = 1. Using (22), it is easy to check that 7 = (1 + ,/:HLC> .

Also when V' =1 so that A; > 0, the first order condition gives

() — 1] (1+5A)—A;V _ 0 (72)
{ 135%])[ -~ Z(%)} + /\ﬂxﬂ —SN\Z(7) > 0 (73)

Using (72) to eliminate A, the definition of R(7) = 7Z(7) and Z(7) = C/(1 — 1), as well as
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the expression for 7, (73) becomes

C C x 1
( x+C> {1+ x+0}{a_[u’(x)—1]]>5 (74)

where x is given by the incentive constraint of validators holding at equality, which we can

write as

It is tedious to check that H'(z) > 0 and using the implicit function theorem that dx/dé > 0.

The left hand side of (74) is decreasing in x if

1 [ P
u’(:p)+ xu’(m)0<1’

where p = —u"(x)z/u/(x). This will hold if C' and x are small enough and p > 1 so that

xu/(x) is decreasing in z. Assuming this is the case, since dx/dé > 0, x declines as §
decreases. So the LHS of (74) increases when  decreases and the condition will be satisfied
for ¢ low enough and below some §. That threshold ¢ is increasing in U, and we can show

that in the region where V = 1, dx/dU < 0.

Finally, as 6 keeps decreasing below 0, 2 — 0 so that H(z) — 4C, while & [u(x) —x— %U — C’} <

0. Therefore, there is a do(U) below which there is no x € R that satisfies the incentive con-

straint of validators, and that constraint shows that §y(U) is increasing with U. O

The bounds of the four regions are increasing with the outside option U, which reveals that
as it becomes more attractive to switch to a competing arrangement offering net payoff
U, more intertemporal incentives (higher §) is required to implement the allocation. How

the constrained optimal solution (Z, V,f') changes with U depends on parameters. This is
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apparent from inspecting (66): Suppose x < x* but close to x*, then increasing U will not
play to increase x because the LHS of (66) will not increase much since x is already close
to x*, while the bribe size would increase. Hence x will decrease. V' could increase to make
sure that x is not reduced by “too much.” But this could backfire if C' is large. In that case,

it may be best to reduce V' as well.
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