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1  This contribution was prepared for the workshop. The views expressed are those of the authors and do not necessarily reflect 

the views of the Bank of Italy, the BIS, the IFC or the other central banks and institutions represented at the event. 



Unità di Informazione Finanziaria per l'Italia



The views expressed in this presentation are those of the 

presenter and do not necessarily correspond to those of 

the UIF or Banca d’Italia.





•

•

•

•



•
•
•



Year Infiltrated firms Non-infiltrated firms % of  infiltrated firms

Number of  records

2010 13,231 894,738 1.48
2011 13,661 906,929 1.51

2012 13,668 902,023 1.52

2013 13,581 904,407 1.50

2014 13,690 914,611 1.50

2015 13,887 932,143 1.49
2016 13,917 942,194 1.48

2017 13,956 958,721 1.46

2018 14,073 985,884 1.43

2019 13,918 1,006,100 1.38

2020 13,001 997,485 1.30
2021 10,908 920,255 1.19

Total 161,491 11,265,490 1.43

Number of  firms

Total 28,570 1,804,278 1.58



Drawing from the most relevant papers in this field,
we select a list of 32 variables/indicators that thoroughly characterize a firm’s financial profile:

Economic Size (5 variables)
Total assets, revenues, equity, 
short-term liabilities, fixed 
assets

Equity and liquidity (7 indicators)
Cash/assets, short-term 
assets/short-term liabilities, 
cashflow, etc.

Indebtedness (4 indicators)
Granted loans over equity, Granted 
loans over revenues, Net debt over 
EBITDA,  Total debt over assets

Profitability (5 indicators)
ROI, ROE, ROA, etc.

Investment and cost structure
(5 indicators)
Tangibles/assets, Cost of rents/ 
revenues, Net purchases/revenues, 
Intermediate inputs/revenues, Capex

Employment (3 indicators)
Cost of labour over number of 
employees, Revenues over number 
of employees, Added value over 
number of employees

Discretionary elements
(3 indicators)
Accrued liabilities over assets, 
Accrued incomes over assets, 
Inventory over assets

Structural characteristics
Economic sector of activity (3-
digit NACE code), Per capita 
province value added, Legal form.

Three opacity indicators
- Ownership
- Management
- Miscellaneous attributes
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Training set
80%

Test set
20%

Training set 
60%

Validation set 
20%

Total dataset
11,426,981 records (1,43% ‘infiltrated’)

Data splitting is made with stratified under-sampling with clustering
 Strata: infiltration status + region + economic sector
Cluster: firm
Splitting is repeated 5 times to verify robustness of the results. We pick the 2nd best model.

~210k ~53k

~2,288k



• XGBoost (eXtreme Gradient Boosting) is the chosen algorithm to train the model;
• The dataset has been previously subjected to a very basic cleansing treatment in order 

to spot and resolve potential data inconsistencies;
• No imputation of missing data (only on Opacity variables), since Xgboost has the 

capability to effectively manage them;
• No transformation of the variables (only one-hot dummies on SECTOR);
• All monetary variables have been adjusted to 2021 constant prices;
• Use a randomized grids search with 50 random combinations to find the optimal 

combination of hyperparameters.



 Maximization of the performance measured by Recall (Sensitivity or TP rate) 
 More tolerance on false positive (Specificity and Precision): it can be signal of potential infiltration in 

apparently legal firms.



TEST SET Accuracy
Sensitivity

(Recall) Specificity
PR-
AUC F2 

XGB 0.743 0.756 0.742 0.678 0.752
Stratified 0.501 0.490 0.511 0.493 0.491
Most frequent (0) 0.986 0.000 1.000 0.492 0.000
Uniform 0.500 0.499 0.500 0.497 0.494
Less Frequent (1) 0.014 1.000 0.000 0.492 0.829



Frequency distribution of estimated risk score
Year 2021

Risk score N %
Up to 0.50 729,433 78.3
From 0.51 to 0.80 129,799 13.9
From 0.81 to 0.95 54,969 5.9
From 0.95 to 0.99 13,916 1.5
Over 0.99 3,046 0.3
Total 931,163 100.0
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With per-capita 
province-level value 

added

Without any 
geographical variable

Recall Specificity Recall Specificity

North-West 0.650 0.805 0.737 0.727

North-East 0.624 0.830 0.713 0.759

Centre 0.686 0.782 0.742 0.707

South and 
Islands

0.858 0.582 0.711 0.692

Total 0.755 0.742 0.723 0.719



Per capita province-level value added
used as a covariate

No geographical information used 
as a covariate
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For Your Attention
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