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Abstract

We propose a flexible machine learning (ML) framework for real-time transaction monitoring in
high-value payment systems (HVPS), which are a central piece of a country’s financial infras-
tructure. This framework can be used by system operators and overseers to detect anomalous
transactions, which—if caused by a cyber attack or an operational outage and left undetected—
could have serious implications for the HVPS, its participants and the financial system more
broadly. Given the substantial volume of payments settled each day and the scarcity of actual
anomalous transactions in HVPS, detecting anomalies resembles an attempt to find a needle in
a haystack. Therefore, our framework uses a layered approach. In the first layer, a supervised
ML algorithm is used to identify and separate ‘typical’ payments from ‘unusual’ payments. In
the second layer, only the ‘unusual’ payments are run through an unsupervised ML algorithm
for anomaly detection. We test this framework using artificially manipulated transactions and
payments data from the Canadian HVPS. The ML algorithm employed in the first layer achieves
a detection rate of 93%, marking a significant improvement over commonly-used econometric
models. Moreover, the ML algorithm used in the second layer marks the artificially manipulated
transactions as nearly twice as suspicious as the original transactions, proving its effectiveness.
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1 Introduction

High-value payment systems (HVPSs), such as Lynx in Canada, Fedwire in the US, Chaps in the UK, and
Target2 in the Eurozone, are vital components of jurisdictions’ financial systems. Typically, these are real-
time gross settlement (RTGS) systems that process large-value transactions between financial institutions,
often requiring settlement by a particular time. As such, the safety and efficiency of HVPSs are key to
financial stability and economic growth. If not properly managed, an HVPS can be a source of a shock,
such as payments fraud, a cyber attack, market stress, or operational problems (Chapman et al. 2015; BIS-
Report 2019; FED-Report 2019; Kotidis and Schreft 2023). Moreover, as HVPSs provide a link between
their participating financial institutions, they could become a channel through which shocks are transmitted
across domestic or even international financial markets (Kosse and Lu 2022; Kotidis and Schreft 2023).

In particular, cyber attacks pose a growing risk to financial institutions and HVPSs.! For instance, in
2016, the Central Bank of Bangladesh (CBB) fell victim to a cyber heist, where hackers attempted to steal
nearly one billion dollars from the CBB reserves account at the Federal Reserve Bank of New York (Bukth
and Huda 2017). Similarly, cyber attacks on Mexico’s interbank payment network and Banco de Chile in
2018 resulted in losses amounting to millions of dollars (Nish and Naumaan 2019).” Recently, Kotidis and
Schreft (2023) has documented the effects of a cyber attack on a service provider to the banks participating
in Fedwire and highlighted the importance of operational resilience. Moreover, simulation-based studies have
shown that cyber attacks, even when targeting individual HVPS participants, can have a significant impact
on the system in which they participate (Eisenbach et al. 2021; Kosse and Lu 2022; Docherty and Wang
2010). Therefore, real-time transaction monitoring for timely detection of anomalies in HVPSs is a way to
enhance cyber resilience and avoid such shocks from having unintended system-wide consequences.

To enhance safety in HVPSs and, more broadly, to limit systemic risk and foster financial stability, various
guidelines have been issued and many initiatives have been undertaken globally.® For instance, in 2016, the
Bank for International Settlements (BIS) Committee on Payments and Market Infrastructures (CPMI) and
the International Organisation of Securities Commissions (I0OSCO) issued guidance to boost cyber resilience
in financial market infrastructures (FMIs) like HVPSs.* This guidance stresses the importance of FMIs
maintaining effective capabilities to monitor anomalous activity and outlines the tools and processes they
should employ for detecting cyber incidents.

Despite these efforts, real-time transaction monitoring for anomaly detection in HVPSs faces several
challenges, with the scarcity of anomalies and the absence of pre-identified examples being the primary
obstacle. Additionally, the high frequency of payments, the extensive size of payment networks, the complex
strategic interactions among participants,” and the limited availability of detailed transaction information®
further complicate the detection process. As a result, there is room for improvement. For instance, HVPSs
with capabilities to monitor payment flows mostly rely on rule-based and ad-hoc monitoring approaches.

These approaches involve a delay and require prior assumptions about how anomalous payments would

! The Bank of Canada’s recent financial stability review highlights that the financial sector globally has the largest share of reported
cyber attacks. https://www.bankofcanada.ca/2023/05/financial-system-review-2023/.

2 A comprehensive overview of cyber incidents involving financial institutions can be found at CEIP (2021).

3 The Federal Reserve published strategies for improving safety in the US payment systems and provides models that help or-
ganizations classify fraudulent payment activity (FED-Report 2019). Likewise, the Eurosystem reported the development of a
methodology enabling the operator to detect potentially anomalous transactions in their HVPS (TARGET-Report 2019).

4See https://www.bis.org/cpmi/publ/d146.pdf.

3 In certain situations, participants might strategically alter their typical payment behavior due to liquidity constraints or to minimize
payment delay costs (Bech and Garratt 2003; Castro et al. 2021). These factors are unrelated to cyber incidents or outages.

% Having additional information that provides details about transactions could offer supplementary features to learn and understand
typical payment behavior (Glowka 2019; Leén 2020; Sabetti and Heijmans 2021).


https://www.bankofcanada.ca/2023/05/financial-system-review-2023/
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look. Such assumptions may not cover all forms of anomalies, as it is impossible to anticipate all potential
scenarios (FED-Report 2019; Arjani et al. 2020; Arjani and Heijmans 2020). Furthermore, anomaly detection
tools employed by individual system participants only capture transactions to and from that particular
participant, which limits their utility for system-wide transaction monitoring.

To mitigate these challenges, in this paper we propose a flexible, centralized, and layered transaction
monitoring framework for pattern recognition and anomaly detection in HVPS, leveraging data-driven and
nonlinear machine learning (ML) tools. In this framework, monitoring occurs centrally at the HVPS level,
utilizing transaction data from all system participants to comprehend their payment patterns. This approach
contrasts with the monitoring tools of individual participants, which focus only on their own transactions.
Moreover, the framework consists of multiple layers to overcome the challenges due to the extensive size of
usual payments and unavailability of pre-identified anomalies. In the first layer, a supervised ML algorithm
is used to classify payments by submission time, effectively screening for typical, or usual, transactions.
In the second layer, only the misclassified (unusual) payments are processed through an unsupervised ML
algorithm for anomaly detection.” Using nonlinear ML-based models in each layer allows us to learn complex
patterns from a large amount of historical data, eliminating the need for predetermined rules. Moreover, the
proposed ML models in our framework do not require prior assumptions about the data-generating process
or the structure of the potential anomalies, allowing for a more generalized detection process. Furthermore,
both layers in our framework are independent and have flexible components capable of integrating additional
ML models. Therefore, they can serve as robust tools for detecting anomalies within HVPSs.

We test our framework with manipulated transactions and actual-transaction data from Canada’s for-
mer and current HVPS, the Large Value Transfer System (LVTS), and Lynx, respectively.® The results
demonstrate that the proposed framework is a promising approach for transaction monitoring and anomaly
detection in HVPSs. The gradient-boosting-based ML model used in the first layer outperforms a logistic
regression and other ML models by up to 44%, and it exhibits higher out-of-sample accuracy when classi-
fying transactions on non-regular days and artificially manipulated transactions.’ In particular, our model
demonstrates a notable ability to correctly detect 93% of all artificial transactions. Moreover, the isolation
forest (IF) model used in the second layer successfully assigns higher scores to manually altered anomalous
transactions—on average, twice as high as their original counterparts. Also, we perform various scenario
analyses, which demonstrate that the framework is flexible enough to be applied for different payment system
designs and to be extended with other features to even further improve its robustness.

To gain insight into the primary features driving the anomalous payments identified by our algorithm,
we employ the Shapley value-based SHAP approach (Lundberg and Lee 2017) to interpret the results of
the ML models used in both layers. We find that for a given HVPS transaction, the time elapsed since the
previous incoming transaction and basic transaction features, like sender-receiver pair and payment amount,
effectively predict payment submission patterns. By contrast, the more complex intraday features, such as
the time elapsed since specific types of incoming and outgoing transactions, assume a prominent role in
identifying and isolating anomalies. We also show that the SHAP approach can help system operators in

assessing the nature and severity of anomalies, enabling timely interventions and prompt action.

7 Our two-step approach is analogous to the two-step process of airport security screening for passengers, in which the first step
involves initial machine screening, and only passengers who fail this screening undergo detailed inspections.

8 We use payments settled between January 2011 and August 2021 in LVTS and from October 2021 to August 2023 in Lynx. Note
that we excluded the month of September from the dataset due to the transition from LVTS to Lynx on August 29, 2021.

9 To prevent seasonal influences from affecting the model, we identify and exclude “special days.” or non-regular, days from our
training sample. This helps us avoid the model solely identifying payments on such special days as anomalous. These days
include Canadian provincial holidays, US national holidays, days with known operational incidents, and the Covid-19 period.



The remainder of the paper is structured as follows. In section 2 we provide further background and
explain the key contribution of our paper. Section 3 presents an overview of our proposed framework for
classifying and identifying anomalies, including the ML models used in each layer. This is followed in section 4
by a description of the data and transaction features used for the analyses. The results and implications
are presented in section 5, and scenario analyses showing the framework’s adaptability for different payment

system designs are presented in section 6. We conclude in section 7.

2 Background and Contribution to Existing Literature

Changes in timing and patterns of HVPS transactions have historically been studied to understand the
impact of economic disruptions, such as the 2008 global financial crisis (Bech and Garratt 2012; Massarenti
et al. 2012; Alexandrova-Kabadjova et al. 2015; Zhang 2015), and to investigate liquidity and delay trade-offs
faced by HVPS participants (Bech and Garratt 2003; McAndrews and Rajan 2000; Martin and McAndrews
2008; Castro et al. 2021; McMahon et al. 2022). However, given the importance of the availability and
smooth functioning of HVPSs for the broader financial system and with cyber threats growing over time,
there is a strong case for HVPS transaction monitoring in the context of operational risks, such as cyber
events and operational incidents (Chapman et al. 2015; Eisenbach et al. 2021; Kotidis and Schreft 2023).

Only recently, driven by the increasing risk of cyber threats and operational outages, researchers have
started developing tools for monitoring transactions. Given the high frequency of payments settled in HVPSs,
this work mostly relies on advanced analytical tools using ML. For instance, Glowka (2019) applies clustering
techniques on Target2 data to identify payment profiles of banks and Arévalo et al. (2022) use an ML model
to identify clusters of anomalous payments in the Salvadorian payment system. Artificial neural network
(ANN) models have also been increasingly used to identify anomalous payment flows between participants.
For instance, Triepels et al. (2017) employ an autoencoder, an unsupervised ANN methodology that is
able to recognize complex patterns, and Ledén et al. (2020) use an ANN model for identifying patterns in
participants’ payment behavior. Similar models have been set up by Rubio et al. (2020) and Sabetti and
Heijmans (2021) to classify and identify anomalous payments in the HVPS of Ecuador and the retail payment
system in Canada, respectively.

Two common challenges faced in this research field thus far are the rarity of known anomalies and
the large size and complexity of payment networks. In our paper, we develop a framework for anomaly
detection that addresses these two challenges. Typically, HVPSs settle thousands of transactions without
systematically monitoring for anomalies, resulting in limited or no pre-identified anomalies to learn from.
Additionally, the timing of these transactions are driven by multiple factors such as business requirements,
liquidity constraints, time sensitivity, and intricate bilateral and multilateral business relationships among
participants. Existing work based on clustering-based methods, for instance, requires the identification of the
optimal number of clusters, which may be particularly challenging with high-dimensional data and outliers.
This, in turn, leads to a slow training process when using large datasets. Likewise, the main limitation of
ANN models is that they are hard to train on transaction-level data, require manual aggregation, and are
difficult to interpret. In contrast, the framework proposed in this paper is easier to train on high volumes
of transaction-level data. By using multiple layers and a combination of supervised and unsupervised tree-
based ML models, we mitigate the challenges resulting from the rarity of anomalies and the large volume of
payments. Moreover, our framework provides tools for the interpretation of the results to gain insight into
the influential factors driving HVPS participants’ usual and anomalous payment behavior.

Given the novelties and flexibility of our proposed framework, it contributes to the broader literature



on financial fraud detection and financial stability monitoring. The challenges related to dealing with large
volumes of data and identifying rare anomalous events not only apply when monitoring HVPS transactions
but are also relevant when identifying credit card fraud, illegal trading activities, financial statement fraud,
and systemic financial instability (Ngai et al. 2011; Flood et al. 2016; Ryman-Tubb et al. 2018; James et al.
2023). Our framework can be adapted and applied to this broader set of applications.

3 Framework for Pattern Recognition and Anomaly Detection in HVPSs

Given the large size and complexity of payment networks and the rarity of known anomalies, we propose
a framework that consists of two layers,' each using different ML models, that can be employed in near
real-time (see Figure 1). In the first layer, a supervised ML classifier is used to classify settled HVPS
payments based on a target variable.!! This classifier allows us to separate the full set of HVPS payments
into two subsets: correctly classified and misclassified transactions. This separation is crucial: it allows us
to systematically filter out a large subset of typical transactions in the first layer such that we can focus on a
smaller subset of payments in the second layer. Subsequently, we use this subset of misclassified transactions

for anomaly detection with the help of an unsupervised ML algorithm in the second layer.
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Figure 1: Schematic overview of the layered approach proposed in this paper for transaction monitoring in HVPSs. All settled
HVPS payments pass through a payments classifier. Subsequently, the subset of misclassified payments is sent to the anomaly
detection model, while the correctly classified payments are used to study the usual payment patterns of the HVPS participants.

The key advantage of using the layered approach, combining supervised and unsupervised ML tools, is
its ability to separate typical payments in the first layer. This assists in mitigating difficulties arising from
high volume and helps address the challenges due to the rarity of anomalies. Moreover, the first layer is
flexible and independent from the second layer, allowing the integration of additional algorithms to enhance
robustness. For instance, multiple classification algorithms can be used simultaneously, each with a different
classification target to improve the performance of the first layer and ease the subsequent task of anomaly
detection (see section 6.1 for an example of a joint classifier). Furthermore, our framework allows the use
of the subsets of correctly classified and misclassified payments from the first layer to study the usual and
unusual payment patterns of HVPS participants in the second layer. To this end, we employ the Shapley
value-based (SHAP) approach to assess the impact of various transaction features on the timing of payments

and to gain a deeper understanding of which features are more likely to uncover anomalies.

10 Having sufficient pre-identified anomalies could have eliminated the need for a layered approach. However, obtaining a suffi-
ciently large set of labeled data covering a diverse set of anomalies is challenging for many applications, including HVPS.

I Note that the classifier module in the first layer is adaptable; it can incorporate multiple ML algorithms and handle various target
variables. Additionally, it can be expanded to perform regressions with continuous targets.



3.1 Layer 1: Payments Classifier

As a first step, we run all HVPS payments through one or more payments classifiers. These classifiers use
supervised learning models with categorical targets, which could be binary or multi-class. The selection of
target variables can be tailored based on the characteristics of the payment systems. For simplicity, we choose
a binary classifier based on the payment submission period, which classifies payments as either morning or
afternoon payments. Morning payments are defined as those that are submitted to the HPVS before noon,
whereas afternoon payments are those submitted in the afternoon.

The model can be formulated as follows: X = {x! x?,... xM} represents a set of M predictors (also known
as features or independent variables), each being a vector of N data points (samples), and y is the target
variable (or dependent variable), also containing N data points. In our case, y = 1,2, where 1 represents
the label for the set of morning payments and 2 represents the afternoon payments. We denote § as the
predicted target (i.e., the submission time of the payment), which can be estimated using the classification
model f:§=f(X).

A commonly used econometric model for such a classification is a logistic regression that analyzes the
relationship between the target variable and the predictor variables and that generates probabilities for the
target variable belonging to one of the two groups. Logistic regression models are generally valued for their
simplicity and interpretability. However, their performance may be limited when dealing with large and
complex datasets. In particular, challenges arise when there are many continuous and categorical predictors
and when dealing with nonlinearity, collinearity, and outliers (Hastie et al. 2009).

In light of these challenges and given the nature of our data, we instead use a decision-tree-based
ensemble learning approach. Random forest and gradient boosting models are examples of such an approach
and are based on flexible nonlinear ML algorithms with a demonstrated ability to perform well for complex
categorical learning tasks. These non-parametric models can effectively handle collinearity, nonlinearity,
outliers, and datasets containing both continuous and categorical predictors, making them suitable for our
analysis (Friedman 2001; Friedman et al. 2001). We primarily use the Light Gradient Boosted Machine
(Light GBM) algorithm. While we explored various other models, including logistic regression, decision
trees, random forests, and standard gradient boosting, Light GBM stands out for several reasons. It is an
open-source library that allows for a fast and efficient implementation of the gradient boosting algorithm
by focusing on boosting examples with larger gradients. It also adds a type of automatic feature selection
that has been demonstrated to generate better predictive performance (Ke et al. 2017). Particularly for
handling very large datasets like HVPS data, such a scalable and efficient model is useful for the purpose of
fast training. See Appendix A for more details on the Light GBM algorithm and the implications of its use.

3.2 Layer 2: Anomaly Detection on the Subset of Missclassified Payments

In the subsequent step, we run the subset of misclassified payments from the first layer through an ML-
based anomaly detection model. As there are commonly no pre-identified anomalous transactions in HVPS
datasets, we are dealing with unlabelled data. Therefore, we use an unsupervised learning-based IF algo-
rithm (Liu et al. 2008)."?

The choice of the IF algorithm is motivated by its effectiveness in handling transaction-level data and
its capacity to rank transactions according to abnormality levels. Additionally, its simplicity and shared

characteristics with the chosen ML model in the first layer enhance its suitability. Like gradient boosting,

12'We could have used unsupervised learning with the IF model without combining it with the payments classifier model as a first
step. However, such a standalone IF model would exhibit relatively low accuracy, likely due to the large size and complexity of
the HVPS payments. For more details, see Appendix B.



the IF algorithm uses decision trees (called isolation trees) and is based on the concept of isolating data points
that are rare and significantly different from the majority of the data. The IF algorithm has been proven to
be fast and memory-efficient, due to which it can handle high-dimensional and large-scale transaction-level
data (Liu et al. 2008). Therefore, the IF approach is particularly well-suited for transaction monitoring and
anomaly detection in HVPSs.

In short, the IF algorithm first randomly selects a subset of n data points from the set of M features
(X = {x',x?,...,xM}), each with N sample points. Next, it creates isolation trees by recursively partitioning
the data until either the maximum tree depth is reached or there is just one data point left. During each
partitioning step, the algorithm randomly selects a feature (x” from X) and a split point along that feature
to divide the data into two subsets. The algorithm repeats these steps with different sub-samples to generate
multiple trees. Finally, it computes the anomaly score for each data point by calculating the average number
of splits (or path length) using all isolation trees. This average path length is then transformed into an
anomaly score (with lower path lengths leading to higher scores), which indicates the likelihood of that data

point being an anomaly. See Appendix B for more details on the IF and the implications of its use.

3.3 Interpretation Tools for Classification and Anomaly Detection Models

We use the Shapley value-based (SHAP) approach (Lundberg and Lee 2017) to interpret the outcomes of
the Light GBM and IF models in both Layer 1 and Layer 2.'> The SHAP approach allows us to examine how
the characteristics of HVPS payments influence their submission time and the identification of anomalies.
The SHAP values, which we visualize in so-called dependence plots, explain how specific payment features
impact participants’ usual payment patterns and how they contribute to the detection of anomalies therein.

We also use the SHAP approach to study individual transactions, known as local interpretation. We do
so using force plots, which visualize the marginal contribution of transaction features with the help of arrows.
These arrows either push the prediction scores up (towards an afternoon prediction) or down (towards a
morning prediction). The length of the arrows indicate the magnitude of the SHAP value, which is analogous
to the strength of the contribution of that transaction feature to the model’s prediction. In addition, we use
the SHAP approach to study subsets of payments, known as global interpretation. This approach provides
the average impact of transaction features on the model’s prediction for that subset of transactions. The
local and global interpretation analyses help us gain insight into why a particular transaction or a subset
of transactions are identified as unusual. This allows us to understand the influence of specific payment
features on the submission time of HVPS payments.

Note that the SHAP approach does not provide causal inference or any optimal statistical criterion (Slack
et al. 2020; Molnar 2020). Instead, its purpose is to explain the marginal contribution of each transaction
feature to the difference between the models’ predictions and the average prediction of the entire training
sample. Therefore, its primary use is intuitively explaining the predictions of the models (Lundberg and Lee
2017). Further details on the SHAP approach are provided in Appendix D.

In the following sections, for simplicity, we primarily focus on demonstrating our framework’s usefulness
with a binary classifier, discussed in section 3, on a transaction sample from LVTS, presented in section 4.
After that, in section 6, we showcase the framework’s flexibility using a joint classifier in the first layer, and

we extend the framework’s application to other LVTS sub-samples and a data sample from Lynx.

13'We use TreeSHAP, a variant of SHAP, which offers computational efficiency in estimating Shapley values for tree-based ML
models, such as LightGBM. Although initially designed for supervised learning models, TreeSHAP can be adapted with minor
modifications for unsupervised learning-based IF models (Lundberg and Lee 2017).



4 Data

4.1 LVTS Transaction Data

We test our proposed framework using around ten years of historical transaction data from the Canadian
HVPS, Large Value Transfer System (LVTS), from January 2012 to August 2021. Our focus is on payments
settled during the system’s regular business hours, which is from 6 am to 6 pm. As such, we cover approx-
imately 85 million transactions exchanged among 17 participants. The daily average transaction value is

approximately 135 billion Can$ over a daily average transaction volume of 35,000 transactions.
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Figure 2: Distribution of daily value (in Can$) and volume (number of transactions) settled in LVTS between January 2012 and
August 2021. Arrows highlight special days, such as Canadian provincial holidays, US national holidays, and days after a holiday.

Our sample contains various “special days.” These are days when the system is open but only processing
a small number of payments, such as Canadian provincial holidays and US national holidays. We call these
“partial holidays.” Also, there are days when the total value of payments is higher than usual, such as days
after national holidays (which we call “post-closure” days) and at the end of the quarter. These special days
explain the tails in Figure 2. Other special days observed in our sample are days with operational incidents.
On these days, one or more LVTS participants could not send and/or receive payments for a certain amount
of time because of technical difficulties. Also note that our sample covers the onset of the Covid-19 pandemic,
during which participants changed their payment behavior because of policy changes (Chaudhry et al. 2021).
As further discussed below, we use the data from these different types of “special days” to test our models’
ability to identify changes in payment patterns and to isolate anomalous transactions.

LVTS settles transactions through two tranches: tranche 1 (LVTS-T1) and tranche 2 (LVTS-T2). The
settlement mechanism of LVTS-T1 is similar to a traditional real-time gross settlement (RTGS) system
in that transactions are settled using the senders’ own collateral. By contrast, LVTS-T2 has components
of an RTGS and a deferred net settlement (DNS) system that settles transactions using a joint collateral
pool extended by the receiving participants (Arjani and McVanel 2006). Given the fundamental difference
between these two LVTS tranches, we divide the dataset into LVTS-T1 and LVTS-T2 subsets. Figure 3
shows how the payment patterns differ between the two tranches. LVTS-T1 is primarily used for high-value
payments, which are mainly submitted during the final opening hours of the system. By contrast, LVTS-T2
settles lower-value payments, the submissions of which are spread throughout the day. In our analyses, we



include all LVTS-T1 payments'* and only those LVTS-T2 that are larger than 150,000 Can$. We do so for
reasons of simplicity and to demonstrate the effectiveness of our framework in capturing especially high-value

anomalous payments, as these will have the largest impact if left undetected.
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Figure 3: Marginal and joint distribution of payment amount and submission time by LVTS tranche. Darker areas in the joint
distribution indicate a higher density of payments. Note that the payment amount is based on a log scale.

4.2 Lynx Transaction Data

In August 2021, Lynx replaced LVTS and became Canada’s new HVPS. Lynx is an RTGS and offers a
new centralized queuing and liquidity savings mechanism (LSM). Also, Lynx’s queuing policy is designed to
encourage the use of the LSM. This, in turn, is expected to influence participants’ payment patterns (Desai
et al. 2023). We use Lynx data from October 2021 to August 2023 for our analysis. During this period, Lynx
settled an average of 40,000 transactions per day, most of which were settled using the LSM. Note that the
majority of this sample coincides with the Covid-19 pandemic. As we do with the LVTS-T2 data, we only
focus on those Lynx transactions that are larger than 150,000 Can$.

4.3 Transaction Features

For each payment in our LVTS and Lynx datasets, we extract a set of features that we use in layer 1 for
the payments classifier to classify payments and in layer 2 for isolating anomalies. These features include
basis payment characteristics, as well as more complex indicators, such as the temporal relation between
payments and the liquidity position of participants. We believe that these features effectively capture the
intricate dynamics of payment patterns. See Table 1 for the comprehensive list of transaction features used

in our analyses. These features can be categorized into the following subsets:

¢ Basic transaction features, such as sender, receiver, and amount.

14 In the LVTS-T1 sample we do not include the payments sent by the Bank of Canada.



e Liquidity features, such as total collateral pledged by the sender, sender’s credit limits, and system-

level liquidity.
¢ Timestamp features, such as the month of the year, week of the year, and day of the month.

* Intraday features, such as the time elapsed since the last payment was sent to any receiver (or the
same receiver), the time elapsed since the last payment was received (from any receiver or the same

receiver), and the time elapsed since the start of the current period.

Certain transaction features, such as sender, receiver, and payment type, are categorical, whereas others,
such as payment amount, collateral, and liquidity, are continuous of nature. Additionally, certain features,
such as collateral, overnight rate, and specific timestamp features, do not change throughout the day. The
mixed nature of these features introduces additional complexity during the training of the model, which
may affect the performance of traditional models (Hastie et al. 2009). It is also for this reason that we use
decision-tree-based models.

We use “period” as the target variable for the payments classifier. Payments submitted between 6 am
and noon are classified as morning payments, and those submitted between noon and 6 pm are defined
as afternoon payments. Figure 4 shows the yearly number of morning and afternoon payments by LVTS
tranche. Before the start of the Covid-19 pandemic, LVTS-T1 payments were mostly submitted in the
afternoon. However, during the pandemic, participants started to submit their payments both in the morning
and afternoon (Figure 4, left). LVTS-T2 transactions have generally been submitted both in the morning
and afternoon over the entire sample period, except for some changes in 2021 (Figure 4, right).
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Figure 4: Number of payments submitted in the morning versus afternoon. The LVTS-T1 sample contains all LVTS-T1 payments.
The LVTS-T2 sample includes all LVTS-T2 payments with a value greater than 150K Can$.

4.4 Training and Test Data

To test the ML models’ performance in layer 1 and layer 2 of our framework, we divide our data samples into
training and test sets. The training set is used to estimate the ML models and to tune their parameters. The
“special days” are excluded from this set. By contrast, the test set is used for the out-of-sample evaluation of
the models and therefore includes all transactions, those from both “normal” and “special” days. By doing
so, the payments classifier is trained to classify the training data as accurately as possible and then tested

out of sample on a wider range of transactions.
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Table 1: List of features extracted for each of the transactions settled in LVTS.

Transaction feature

Description

Binary target variable: Period

Submission time: 6am—noon (morning) or noon—6pm (afternoon)

Sender
Receiver
Amount
Rounding
Payment type
Overnight loan

Loan repayment

ID of LVTS participant sending the payment

ID of LVTS participant receiving the payment

Amount of the transaction (in Can$)

Rounded (zero cents) vs non-rounded payments

Type 1 for interbank and type 2 for client-driven payments
Whether the payment is for an overnight loan

Whether the transaction is a repayment of an overnight loan

Settlement balance
Collateral
Liquidity

BCL

MCL

Rate

Size of overnight settlement balance of sender (in Can$)

The collateral pledged by the sender

System-wide available liquidity (for all LVTS participants)

Sender’s bilateral credit limit for LVTS-T2 payments

Sender’s multilateral credit limit for LVTS-T1 and LVTS-T2 payments

Overnight money market rate on previous day

Settlement time: Month
Settlement time: Month-day
Settlement time: Week
Settlement time: Week-day
Settlement time: Hour-time

Settlement time: Period-time

Month in which the payment was settled

Day on which the payment was settled

Week of the year the payment was settled

The specified day of the week

Seconds elapsed since the start of the latest hour

Seconds elapsed since the start of the period (morning or afternoon)

Multilateral-time-sender
Multilateral-time-receiver
Multilateral-type-time-sender
Multilateral-type-time-receiver
Bilateral-time-sender
Bilateral-time-receiver
Bilateral-type-time-sender

Bilateral-type-time-receiver

Seconds elapsed since the last payment sent

Seconds elapsed since the last payment received

Seconds elapsed since last same-type payment sent

Seconds elapsed since last same-type payment received

Seconds since last payment sent from same sender to same receiver
Seconds since last payment received by same sender from same receiver
Seconds since last same-type payment from sender to receiver

Seconds since last same-type payment received from sender to receiver

11



As a second testing procedure, we also run the models on a sample of artificial anomalies. These
anomalies are generated by manually altering certain transaction features, such as increasing the actual
payment amount or changing the original submission time from morning to afternoon. These intentionally
designed artificial transactions exhibit significant deviations from typical transaction behavior, allowing us
to assess the model’s ability to detect such outliers. For further details on the artificial transactions sample,

see Appendix C.

S Results of Proposed Framework Using Canadian LVTS-T1 Data

5.1 Layer 1 - Payments Classification

We estimated the payments classifier with LVTS-T1 settlement data from January 2012 to August 2021,
using the model outlined in section 3.1 and the training procedure described in section A.1. Subsequently,
we tested its out-of-sample performance with artificial anomalies on a sample containing both normal and

special days (as described in section 4.4).

Table 2: Out-of-sample model performance using different models”

Model Accuracy (in %) on clean data® Detection rate (in %) on artificial data®
Logistic Regression 67.8 66.4
Decision Tree 92.3 82.6
Gradient Boosting 94.6 76.8
Random Forest 96.7 94.4
Light Gradient Boosting 97.6 92.2

* All models are trained using LVTS-T1 settlement data from January 2012 to August 2021 on clean (normal) days.

4 Qut-of-sample accuracy of models when classifying transactions into morning and afternoon payments on normal or clean
days only. Note that the accuracy provides a general measure of how well a binary classification model is performing. It is
calculated as the ratio of correctly predicted transactions (from both the morning and afternoon periods) to the total number
of transactions in the sample.

b Ability to detect artificially manipulated transactions out of sample, calculated as the fraction of manually altered transactions
correctly identified by the classifier.

The results demonstrate that the gradient-boosting-based LightGBM model outperforms the logistic
regression model by up to 44% when classifying payments into morning and afternoon payments (Table 2).
The Light GBM also performs better than other ML models, such as the decision tree, random forest, and
gradient boosting. Specifically, it achieves 97.6% accuracy during the out-of-sample testing on the clean
sample, with only 2.4% of transactions being misclassified (see column one). Moreover, when testing the
model with artificially manipulated anomalous transactions (column two), Light GBM correctly detects 92.2%
of payments out of sample, which is slightly lower than the random forest model, which achieved 94.4%
accuracy, but better than other models.

The misclassification rate of Light GBM increases when using the datasets that include special days
(Figure 5, left). Approximately 10% of payments are misclassified when tested on the dataset that includes
partial holidays. This percentage increases to 46% when testing it on the dataset covering the Covid-19
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Figure 5: Left: Out-of-sample performance of payments classifier using LightGBM, as measured by the fraction of misclassified
payments on the clean (normal) days, special days, and a sample of artificial transactions. Right: Receiver operating characteristic
(ROC) curve showing the LightGBM’s performance at various threshold values between 0 and 1.

period. This demonstrates that LVTS participants exhibited different payment patterns on these days and

during this period, and proves that the model is capable of learning participants’

usual” payment behavior
and detecting deviations in it.

An alternative way to assess the model’s performance is with the receiver operating characteristic (ROC)
curve (Figure 5, right). The fact that the area underneath the green curve is larger than that underneath the
red curve reveals that the model performs significantly better when using the clean (normal) data instead
of the data with special days. This again demonstrates the model’s ability to detect deviations from LVTS

participants’ typical payment behavior.

5.2 Layer 2 - Anomaly Detection

As proposed in Section 3.2, we subsequently use the set of misclassified transactions to train the isolation
forest (IF) algorithm to detect anomalies. We assess the model using artificially manipulated transactions

and their corresponding original counterparts (i.e., the real transactions).
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Figure 6: Anomaly detection using the IF model on LVTS-T1 data: Anomaly scores when using the set of transactions before (real,
shown in gray) and after (artificial, shown in red) manipulation. A transaction with a high (positive) score is likely more anomalous
than a transaction with a low (negative) score.
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The anomaly scores generated by the IF algorithm are useful in evaluating the model’s performance:
transactions with higher and positive anomaly scores indicate greater anomalous behavior compared to those
with lower and negative scores. The results presented in Figure 6 show that the IF algorithm successfully as-
signs higher anomaly scores to the manually generated anomalous transactions than to the real transactions.
On average, the model assigns approximately a twice-as-high anomaly score to manually altered transactions
than to the original data (see right panel). As such, the IF algorithm proves to be a successful tool to detect

unusual transactions and to prioritize further investigation of the most likely suspicious transactions.'

5.3 Interpretation of Layer 1 Model Predictions - Payments Classifier

5.3.1 Role of payment features in participants’ usual payment behavior

The training results of the payments classifier also allow us to gain further insights into how specific payment
features influence the submission time of HVPS payments. The average SHAP values across the training
sample for each feature as depicted in Figure 7 show that the time elapsed since the previous payment received
and the time elapsed since the start of the period contribute most towards the model’s capability to correctly
predict payments. Other important predictors are the amount of the payment, the amount of collateral
pledged by the payer, and recipient-specific features. The model’s reliance on the time elapsed since the
previous payment received suggests that incoming payments play an important role in participants’ behavior.
This aligns with earlier research that demonstrates the presence of substantial payment coordination between
HVPS participants (see e.g., McAndrews and Rajan 2000; Becher et al. 2008; Alexandrova-Kabadjova et al.
2023).

Multilateral-time-receiver
Period-time

Amount

Receiver
Pledged-collateral
Multilateral-type-time-receiver
Multilateral-time-sender
Multilateral-type-time-sender
Sender

Standing-MCL
Overnight-loan

Liquidity
Rounded-payments
Week

Month-day

Payment-type

Rate

Settlement-balance
Hour-time

Week-day

Month

Loan-repayment

r T T T
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Figure 7: LVTS-T1: SHAP global feature importance, measured by the mean absolute SHAP values for each transaction in the
training sample. The features are ranked from high (top) to low (bottom) based on the average impact on the model outcomes.

Figure 8 illustrates how the predictions of the payments classifier are influenced by the amount and type

of the payment. Customer-driven payments (type 2, shown in red) are more likely to be classified as morning

15 Note that the accuracy is reduced when relying solely on the unsupervised IF model without using the preceding supervised
classifier model in the first layer . See Appendix B.2 for further details.
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Figure 8: Dependence plot showing the SHAP values for payment amount (in Can$) by payment type for each transaction. Type 1
are inter-bank payments (shown in blue) and type 2 are client-driven payments (shown in red).

payments (negative SHAP value) when small, whereas they are predicted as afternoon payments when large
(positive SHAP value). By contrast, interbank payments (type 1, shown in blue) are more commonly
submitted in the afternoon when small and sent in the afternoon when large. Interestingly, for payments
larger than 1 billion Can$, the payment type no longer strongly contributes to the model’s prediction. Most
high-value payments of either type tend to be submitted in the afternoon, with the exception of a few large

interbank payments being submitted in the morning.

5.3.2 Role of Payment Features in the Prediction of Individual Payments

Figure 9 shows the SHAP force plots for one particular transaction, with (f(x)) being the prediction score.
A negative score indicates the morning period, while a positive score indicates the afternoon. The upper plot
is based on the actual features of the transaction, whereas the bottom plot was generated after manipulating
its period-time feature (from 7750 to 100 seconds). The actual submission period (morning) is correctly
predicted by the model, as indicated by the negative (-4.25) prediction score. The bottom panel, however,
shows that the model successfully misclassifies and predict the manipulated transaction as an afternoon
payment (with a higher and positive score of 3.02). Moreover, the large red “period-time” arrow pushes the
model towards an afternoon prediction, which indicates that it is this period-time feature that makes the
model predict it as an afternoon payment.

Similarly, Figure 10 shows the force plots comparing an actual transaction (upper panel) with one where
we manually lowered its amount (from 11.8 thousand to 5.2 billion) (bottom panel). The model correctly
classifies the actual transaction as a morning transaction (with a negative score of -10.34) and misclassifies
the manipulated one as an afternoon transaction (with a positive score of 0.21). The payment amount
is indeed the most prominent feature driving this misclassification, as illustrated with the relatively large
right-pushing arrow.

These examples indicate that the payments classifier model has successfully learned the typical payment
behavior of LVTS-T1 participants and that it is able to identify transactions that deviate from this typical
behavior. Moreover, the SHAP values provide a useful tool to better understand why the model is predicting
a particular payment as such. This not only provides insight into the drivers behind LVTS-T1 participants’

true behavior, but also serves as a robustness check of the model’s specification.
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Figure 9: LVTS-T1: SHAP force plots showing the marginal contribution of each predictor for a chosen transaction. The red
arrows are positive SHAP values (pushing the prediction towards an “afternoon” prediction), and the blue arrows are negative
SHAP values (pushing the prediction towards the morning period). f(x) is the prediction score generated by the model for that
transaction, and the base value is the average of all predictions over the entire sample. The feature values shown in red and blue are
the predictor values for that transaction. The original transaction was settled in the morning and correctly classified as such by the
model (see negative prediction score in the upper panel). After manipulating the period-time feature, the transaction is misclassified
as an afternoon payment (see positive prediction score in the bottom panel), which is mainly driven by the amended period-time.
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Figure 10: LVTS-T1: SHAP force plots showing the feature contribution for a chosen transaction. The original transaction was
settled in the morning and correctly classified as such (see negative prediction score in upper panel). After manipulating the payment
value, the model classifies the transaction as an afternoon payment (see positive prediction score at the bottom). The payment value
is the dominant feature driving the misclassification.
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5.4 Interpretation of Layer-2 Model Predictions - Anomaly Detection

From Figure 11 it is evident that the intraday time features contribute the most to the identification of
anomalous payments. This is slightly different from the features contributing to the outcomes of the payments
classifier in the first layer (see Figure 7). This suggests that the more complex intraday time features, such
as the time passed since the last incoming payment of the same kind, the time elapsed since the last outgoing
payment, and the time since since the last incoming payment of any kind, are crucial for identifying and
isolating anomalies from the subset of misclassified transactions. Other features that the IF model heavily
draws on when identifying anomalies include the payment value, the credit position of the sender, and the

liquidity available in the system.
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Figure 11: Anomaly detection model using LVTS-T1 data: SHAP global feature importance measured as mean absolute SHAP
values for each transaction in the misclassified subset of transactions. The features are ranked from high (top) to low (bottom),
based on the average impact on the model’s output.

6 Results of Alternative Applications

6.1 Model Training and Evaluation Using Joint Payment Classifiers

To demonstrate the flexibility of our two-layered framework, we introduced a second payments classifier
module that operates parallel to the original classifier. This effectively creates a joint classifier. The second
classifier is trained using the payment type (interbank vs client-driven) as the target variable,'® while the
first classifier still focuses on the submission period (morning vs afternoon). As such, the joint classifier
classifies payments based on both the payment timing and the type of payment. It can be formulated as
follows: let y; be the first target variable (submission time) and y, the second target variable (payment
type). We can denote §; and §, as the predicted targets, which can be estimated using the classification
models fi:§1 = f1(X) (classifier 1) and f; : §2 = f2(X) (classifier 2).

We train and test the joint-classifier model on the LVTS-T1 dataset using the same procedures as above
and as visualised in Figure 12: all transactions that are misclassified based on either one of the target variables

are automatically sent to the anomaly detection module. Subsequently, only those correctly classified based

16 See Appendix A.2 for more details on the second payments classifier type.
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on both dimensions are used for pattern recognition. The results (see Appendix A.2) demonstrate how using
classifiers that capture multiple payment features at the same time can enhance the model’s accuracy and
robustness. In our tests, the joint classifier was able to correctly catch 96% of the manipulated transactions,
which is higher than using either the original (92%) or the alternative classifier (66%) independently. The
use of multiple payments classifiers can also improve the performance of the anomaly detection model in the
second layer. On average, the IF model assigns a 13% higher anomaly score to manually altered transactions

when used in conjunction with the joint-classifier model, compared to the standalone classifier-1 model.
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Figure 12: Schematic overview of alternative layered approach for pattern recognition and anomaly detection using a joint classifier.
The payments classifier 1 is trained with the submission time (morning vs afternoon) as the target variable, while classifier 2 is
trained with the payment type (interbank vs client-driven) being the target variable.

6.2 Model Training and Evaluation Using LVTS-T2 Data

To assess the extent to which the proposed single-classifier model can be applied to payment systems or
settlement mechanisms other than LVTS-T1, we trained and tested it on the LVTS-T2 dataset, using the
data and procedure outlined in sections 4.1 and A.1. Overall, the model is able to detect 96.4% of the
artificially manipulated LVTS-T2 transactions (Figure 13, left panel). These results indicate that the binary-
payments-classifier model is able to handle artificial transactions pretty well when applied to another type of
settlement mechanism. However, its ability to capture more subtle deviations in payment patterns, such as
those on special days, is reduced when testing it beyond the LVTS-T1 data: the misclassification rate using
the clean sample (14%) is only slightly better than when using the special days samples (15% to 19%). In
particular, the number of misclassified payments using the clean sample is higher when using the LVTS-T2
data (14%) than when using the LVTS-T1 set (2.4%). This could be attributed to the sheer volume and
variety of payments processed through LVTS-T2. So although our proposed classifier can be applied to
payment systems beyond that of LVTS-T1, the set of transaction features used for the classification would
need to be tailored to generate the same level of performance.

The time elapsed since the start of the period is the most important transaction feature that the model
uses to classify payments, followed by the time elapsed since the last incoming payment from the same
counterpart. This “bilateral” transaction feature is more influential than the “multilateral” transaction
features that were prominent when using the LVTS-T1 sample. This highlights that bilateral relationships
are important in LVTS-T2, with participants attaching higher value to coordinating payments on a bilateral
than on a multilateral basis (as in LVTS-T1). This is in line with what one would expect, as the risk
management in LVTS-T2 is heavily based on bilateral credit limits (BCL) (see Arjani and McVanel (2006)).
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Figure 13: Results using LVTS-T2 data. Left panel: Out-of-sample performance of payments classifier using LightGBM, as
measured by the fraction of misclassified payments on the clean (normal) days, special days, and a sample of artificial transactions.
Right: Key features contributing to the LightGBM model’s predictions based on mean absolute SHAP values.

6.3 Model Training and Evaluation on Lynx

We also trained and tested the single-classifier model on the Lynx dataset. When interpreting the results
and comparing these with the results of the LVTS datasets, it is important to keep in mind that (i) Lynx
is an RTGS system with an LSM, so of a different design than both LVTS-T1 and LVTS-T2, (ii) the size
of the sample is much smaller and only ranges from October 2021 to August 2023, and (iii) the Lynx data
contains all HVPS transactions in Canada, i.e., all transactions that used to be sent through either LVTS-T1
or LVTS-T2 (Desai et al. 2023).

H
o
5]

= Clean
=3 Operational Incident Period-time
B Post-Closure

I Partial Holiday 86.2

I Artifical Multilateral-time-receiver
. Bilateral-time-receiver

Bilateral-type-time-receiver

ments
NN ® ® O ©
S & &8 & & &

-
@

S 5a

Receiver

—
o

Percentage of misclassified pay

«

L T T T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4 16

0 Average impact on model output

Figure 14: Results using Lynx data. Left panel: Out-of-sample performance of the payments classifier using LightGBM, as
measured by the fraction of misclassified payments on the clean (normal) days, special days, and a sample of artificial transactions.
Right: Key features contributing to the LightGBM model’s predictions based on mean absolute SHAP values.

Overall, our Light GBM model is able to detect 86.2% of the artificially manipulated transactions when
applying it to the Lynx data. This is pretty good, especially given the newness of the system and the small
size of the dataset, which make it more challenging to effectively capture usual payments behavior. This may
also explain why the payments misclassification rate is only slightly lower when using the normal sample
than when including the special days (Figure 14, left).

The right panel of Figure 14 shows the key features that the Lynx payments classifier relies on during
its training. Like the LVTS-T2 sample, “period-time” is the most prominent feature. However, in Lynx, not
only the “bilateral” timing features but also the “multilateral” timing features are key predictors that the
payments classifier relies on when classifying payments into morning and afternoon payments. This is in line
with the RTGS nature of Lynx (Desai et al. 2023).

19



7 Conclusions and Practical Implementation

In this paper we propose a novel ML framework for real-time transaction monitoring in HVPSs. We use
advanced data-driven ML algorithms to learn the “typical” payment patterns of HVPS participants and to
isolate anomalous transactions when deviations are spotted. The key strength of our framework is that it is
able to address the challenging task of identifying anomalies in large and high dimensional sets of payments
data, particularly when anomalies are not known a priori. The framework derives its strength from its layered
approach. In the first layer, we train a supervised ML-based payments classifier to efficiently screen typical
transactions. This payments classifier then streamlines the subsequent anomaly detection task in the second
layer, for which we use an unsupervised ML-based IF model. We show that our framework can be applied
for different types of HVPSs. Also, we demonstrate that it can be extended with additional algorithms, such
as with joint classifiers, to further enhance its robustness.

Due to its flexibility, the ML framework proposed in this paper can be used for different applications in
finance. Payment system operators and overseers may implement it to detect cyber attacks or operational
outages, which, if left undetected, could have serious implications for the HVPS, its participants, and the
financial system more broadly. Moreover, the framework could be used to detect early signs of financial
stress at individual institutions or the unusual behavior of their clients. While trained on HVPS data,
our framework could also be applied to other types of payment systems that generate large and highly
dimensional datasets. For example, banks and other payment service providers could use it for anti-money
laundering transaction screening to identify suspicious behavior and financial crime.

From a practical standpoint, the initial training of the ML models in our framework may demand a
substantial time investment and computational resources. The models may also require regular retraining
and updates to ensure that they remain attuned to evolving payment patterns. That said, once in place
and up to date, they allow for real-time (fast) and computationally efficient (utilizing fewer resources)
monitoring and predictions. Moreover, the Shapley value-based (SHAP) tools can assist operators in their
regular evaluation of the framework and provide them with an initial indication of where flagged anomalies
may be coming from or what they are hinting at, thus aiding a timely identification and resolution.

Despite the numerous advantages of our ML framework for HVPS transaction monitoring, there is room
for improvement, which can be explored in future research. In particular, further work may consider some
of the challenges that have surfaced in our work. First, the number of transaction features automatically
increases with the number of HVPS participants and payment types, which increases the complexity of
model training and the predictions. This scalability challenge could be addressed by applying feature selection
techniques or by exploring alternative approaches that handle large sets of features. Second, the classification
of a large number of anomalous transactions could prevent payment system operators from reviewing them
and taking action in a timely manner. This may be addressed by improving the accuracy of the model
through feature engineering and additional training. Finally, it could be challenging to accurately classify
edge cases along the classification boundary, such as, in our case, payments close to noon. This could be

addressed by using a regression model in the first layer of the framework.
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A Gradient Boosting Machines

Gradient boosting (GB) is a decision tree (DT)-based ensemble learning approach. It is a general technique
of boosting in which a sequence of weak learners (e.g., DTs) are built on a repeatedly modified version of the
training set. The data modification at each boosting interaction consists of applying weights to each of the
training samples, and for successive iterations, the sample weights are modified. Basically, the next learner
is fit on the residual of the previous learner (Friedman 2001; Friedman et al. 2001).

Let X =x',x2,...,x™ represent M features, each with N training samples. The target variable y; denotes
the true label for the i-th instance in binary classification (class 1 or 2). Similarly, let p; represent the

predicted probability of class 1 for the i-th instance. Then the objective function L can be defined as

1
N/
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M=

L= [vilog(pi) + (1 —yi)log(1 — p;)].
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-

To perform gradient boosting, we need to compute the gradient of the objective function with respect to the

predicted probabilities p;, which is given by
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To train this model, during each iteration of the gradient boosting process, a weak learner (a DT) is
trained using a subset of the dataset at the start to minimize the gradient of the objective function. By
computing the difference between predicted values and the actual targets, pseudo-residuals are derived.
Subsequently, another weak learner is trained on these pseudo-residuals from the previous step, aiming to
minimize prediction errors. This iterative process continues, with each new learner focusing on the combined
model’s errors from preceding iterations. The predicted probabilities generated by each new weak learner
are incrementally added to the predictions from prior iterations using a specified step size (learning rate) to
update the model. This iterative procedure persists, often running for a predefined number of boosting rounds
or until a designated stopping criterion is reached. Note that the final prediction for binary classification
is often obtained by applying a threshold (e.g., 0.5) to the predicted probabilities. If p; is greater than the
threshold, the example is classified as class 1; otherwise, it is classified as class 2.!

Tree-based GB is a popular ML algorithm. However, it is computationally expensive in terms of efficiency
and scalability when the feature dimension M is high and the sample size N is large. To tackle this problem,
Ke et al. (2017) propose an improved and efficient implementation of GB called Light GBM, which (i) uses a
histogram-based approach for tree construction to reduce memory usage and speed up training, (ii) employs
gradient-based optimization to excludes a significant proportion of data instances with small gradients and
speeds up the training process, and (iii) uses an exclusive predictors bundling technique to bundle mutually
exclusive features to reduce the number of features. Using these techniques in the LighGBM model, they
achieve a 20 times speedup with almost the same accuracy on multiple public datasets compared to the GB
model. Moreover, in many cases LighGBM has been shown to perform similar to or, in some cases better
than, other boosting algorithms such as XGBoost (Chen et al. 2015). In this paper we use the open-source
LightGBM Python-package available at Light GBM-Documentation (2022).

17 Note that our procedure involves two simplifying assumptions. First, we reduce the granularity of information in the dependent
variable by categorizing payments as either morning or afternoon transactions. Second, we set arbitrary thresholds to classify
predicted values into morning or afternoon payments, irrespective of the model’s confidence level. For instance, even if a payment
is identified with a 51% probability of being an afternoon transaction, we classify it as such. We intend to relax some of these
simplifications in future work.

24



A.1 Gradient Boosting Classifier Model Training

The payments classifier is trained using transaction features as predictors and the payments submission
period (morning or afternoon) as the target variable. To train a classifier model like Light GBM, a sequence
of weak learners (e.g., DT5) is built, with each learner trained on a modified version of the training set. In
boosting, the next learner fits on the residual of the previous one, and this process involves applying weights
to each training sample. These sample weights are modified in successive iterations (Friedman et al. 2001).

For model training, tuning, and out-of-sample performance evaluation, we use the standard k-fold cross-
validation technique. This is an iterative re-sampling procedure that uses a small number of subsets (k) of
the randomly shuffled dataset for in-sample training and out-of-sample testing. This procedure is commonly
used to evaluate ML models (Hastie et al. 2009). Figure 15 provides a schematic overview of the k-fold
cross-validation procedure, using k set at 5 for illustrative purposes. The dataset is initially shuffled and
then divided into two subsets: a training set (for in-sample model training, tuning, and validation) and a
test set (for out-of-sample model prediction and evaluation). Subsequently, the in-sample training set is
further divided into five folds, each of which is split into a training subset and a validation subset. In each
iteration, a unique validation subset (highlighted in blue) is chosen, while the remaining data forms the
training subset. A model is estimated on the training subset, evaluated on the validation set, and the score
is retained. The scores gathered from each of the k folds contribute to model parameter selection. Finally,

the model’s performance is tested on the out-of-sample test set (highlighted in orange).

Training Set Test Set —
Fold 1 ~ Validation subset Training subset
Fold 2 Validation subset
Fold 3 Validation subset
Fold 4 Validation subset
Fold 5 Validation subset

Figure 15: A schematic overview of a k=5-fold cross-validation procedure for the training and tuning of the payments classifier
model. First, the dataset is divided into a training set and a test set. Next, for each fold, the training set is split into a training subset
(highlighted in light gray) and a validation subset (highlighted in blue). Finally, the out-of-sample test set (highlighted in orange)
is used for the prediction.

A.2 Model Training and Evaluation Using Alternative Payments Classifiers

In this section, we train an alternate payments classifier using the payment type as the target variable
(rather than the payment period). As laid out in section 4, our dataset contains type 1 (interbank) and type
2 (client-driven) payments. We test this alternative payments classifier using the same transaction features
and the same LVTS-T1 sample.

Overall, the share of misclassified payments is larger when using the alternative payments classifier
compared to the original one, which classified payments based on their submission time. Additionally, the
alternative classifier shows smaller differences in misclassification rates between the clean (approximately
10%) and special-days samples (averaging about 14%). Furthermore, the misclassification rate on the arti-
ficial sample is around 80%, which is also lower than that of the original classifier. This suggests that the
original classifier is more effective in correctly classifying payments for the LVTS-T1 dataset. Consequently,
it can be inferred that the payments classifier model is effective but requires a fine-tuning of its parameters,

particularly the target variable for the specific system.
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Figure 16: Alternate classifier: (left) Out-of-sample performance of payments classifier measured as the misclassification rate
on the clean and special-days transactions. (Right) A few key features were identified and ranked using SHAP global feature
importance—measured as mean absolute Shapley values for each instance in the training sample.

The alternative classifier merely learns participants’ behavior based on some of the same key features
as the original classifier, such as the payment value, sender, receiver, and multilateral-time (see Figure 16,
right panel). However, there is also a notable difference; the alternative classification based on the type of
payment is also driven by whether the transaction is rounded or not. This reflects the fact that the model

correctly captured the fact that most type 1 (interbank) payments are rounded.

B Isolation Forest

The isolation forest (IF) is an unsupervised anomaly detection algorithm introduced by Liu et al. (2008).
Unlike other modeling approaches that focus on profiling normal instances to identify anomalies, the IF
focuses on directly isolating anomalous instances. It is designed with using the concept that anomalies are
rare and distinct points in the feature space. The IF algorithm relies on decision trees known as isolation
trees (iTrees). The number of partitions required to isolate a point can be interpreted as the length of the
path from the root to a terminating node within the tree.

The IF algorithms can be explained using the following steps (see original paper for complete algo-
rithm (Liu et al. 2008): 1. From a given training dataset, a random sub-sample is selected and assigned
to an iTree. 2. By selecting random subsets of features from the chosen sub-sample of data, the iTrees are
grown using a random threshold at each split (any value in the range of minimum and maximum values
of the selected features). 3. During each split, if the value of a chosen data point is less than the selected
threshold, it goes to the left branch otherwise it goes to the right. This process is repeated until each data
point is completely isolated or until the maximum (predefined) depth is reached. 4. The above steps are
repeated to construct many iTrees by choosing different random subsets of features and sub-samples of data.
5. The anomaly score is then assigned to each of the data points based on the depth of the tree required to
isolate that data point.

To elaborate further on the construction of an iTree in steps 2 and 3, the algorithm recursively divides
the feature dataset by randomly selecting an attribute and a split value. This division continues until either
the node contains only one instance or all data at the node share the same values. Once an iTree is fully
grown, each point in the training dataset is isolated at one of the external nodes. Intuitively, data points
that are more anomalous are typically easier to isolate in this process, resulting in smaller path lengths in
the tree. The path length of each data point in the training set is defined as the number of edges that the
point traverses from the root node to reach an external node (final node). Consequently, the anomaly score
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for each data point is computed based on the depth of the tree required to isolate that specific point.

In this paper, we employ scikit-learn’s Python library to use the IF (Pedregosa et al. 2011). In this
implementation, the anomaly score of an input sample is computed as the mean anomaly score of the trees
in the forest. The lower anomaly score represents the more abnormal data point. The measure of normality
of an observation given a tree is the depth of the leaf containing this observation, which is equivalent to the

number of splittings required to isolate this point.

B.1 Isolation Forest Model Training

The IF algorithm is trained using a set of transaction features from the subset of misclassified transactions
identified in the first layer. In this step, several binary decision trees are constructed during the training
phase. This involves using a random sub-sample of the data and selecting a feature subset at random. After
the training, each data point (i.e., transaction) is assigned an anomaly score based on the aggregation of the
depth of the trees required to classify that transaction. For instance, if a smaller tree (i.e., a tree with fewer
splits) is needed to segregate the transaction, then a transaction gets a higher anomaly score than those that
require deeper trees (i.e., with more splits). This is illusrated in Figure 17 where the e transaction can be

isolated from the other transactions (e) with fewer splits than the e transaction can.

o High anomaly score

1 $Bn

Payment amount

Low anomaly score

v

Payment timing

Figure 17: Stylized example of anomaly detection using the IF algorithm. Although both the e and e transactions are submitted at
the same time, the e transaction is larger than 1 billion Can$, whereas the e and all e transactions are smaller than that. Consequently,
the e data point can be isolated from the e points with fewer splits than the e data point can. The model will therefore assign a
higher anomaly score to the e transaction than to the e transaction.

Parameter selection of unsupervised models is challenging due to the lack of target variables. Therefore,
we use an ad-hoc approach for tuning the IF model. We fine-tune the model to maximize the average
anomaly score on a predefined fraction of the dataset. Different sets of model parameters are selected, and
for each set, we calculate the average anomaly score for the designated subset (consisting of transactions with
high anomaly scores). Eventually, we adopt the model with the parameters that yield the highest average
anomaly score within that subset. As illustrated in Figure 17, we would select the model attributing the

highest anomaly score to the e data point.
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B.2 Performance of the Standalone Isolation Forest Model

As an alternative to our two-layered approach, we directly trained the unsupervised learning-based IF model
on the LVTS-T1 training data, eliminating the preceding payments classifier model. The results indicate
that the average anomaly scores for artificially manipulated transactions are lower when employing the
standalone IF model (i.e., when not integrated into the two-layer framework), compared to its integration
within our framework. This suggests that the IF model within the framework may be more effective in
isolating anomalies. This improved performance is likely attributed to the increased complexity resulting
from the sheer volume of daily typical transactions within HVPSs. The effective screening of these typical
transactions by the first layer streamlines subsequent anomaly detection in the second layer. This underscores

the necessity of a two-layer approach and the significance of an efficient payments classifier in the initial layer.
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Figure 18: Performance comparison of the IF model (left) when trained independently on the entire dataset without the first layer
and (right) as part of the framework in the second layer, using only misclassified samples from the first layer. The out-of-sample
anomaly score on the set of transactions before (real) and after (artificial) manipulation. A transaction with a high (+ve) score is
likely more anomalous than a transaction with a low (-ve) score.

C Artificial Anomalous Transactions Sample

The artificial anomalous transactions in our dataset are crafted by manipulating specific transaction at-
tributes. For instance, we experiment with altering payment amounts or shifting payment submission times
across different periods. Specifically, we employ the following steps to attain the sample of artificial trans-

actions:
¢ We select 500 random payments from the out-of-sample subset.

¢ In this subset of payments, the amount featured is altered according to a uniform distribution of 5 to
10 billion Can$.

 Similarly, the period-time feature is altered according to a uniform distribution between 0 and 1000

seconds. This will generate more payments during the early parts of the periods.

Altering payment amounts to higher values and adjusting the period-time to lower values results in
generating high-value payments sent earlier in the periods, which is rare in reality. The distribution of
real and artificially manipulated transaction samples is depicted in Figure 19, which includes histograms
comparing real and artificially generated subsets of transactions. The left side of the figure illustrates the

impact of altering payment amounts, while the right side shows the effects of manipulating transaction
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submission times for LVTS-T1 payments. These artificial transactions are intentionally designed to exhibit
substantial deviations from typical transaction behavior. We employ these extreme cases to assess whether
our model has the capability to detect such outliers. Note that for the purpose of this test case, only two

features are altered. However, it is possible to simultaneously modify more features.
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Figure 19: Histograms to compare artificial transaction samples (red) and their real counterparts (gray). These samples are gener-
ated by manipulating payment amounts (on the left) and submission periods (on the right) for LVTS-T1 payments.

D The Shapley Values and SHAP for Model Interpretation

The Shapley values is a method from coalitional game theory that provides a way to fairly distribute the
payout among the players by computing the average marginal contribution of each player across all possible
coalitions (Shapley 1953; Osborne and Rubinstein 1994).

For a coalitional game, (N,v), where N is a finite set of players indexed by i and v is the utility function
or payoff function, the Shapley value can be obtained by this theorem, which satisfies the symmetry, dummy,
and additivity axioms (Osborne and Rubinstein 1994):

B = Il (WI-1s1- 1)t |vsu i -vis).

SCN\{i}

possible coalitions marginal value
average over all §

At a high level, the above equation can be split into three parts. The last part of the equation (the
marginal value) gives the marginal contribution of an individual player i, when added to the coalition S that
does not have i. The middle part shows how to compute different possible ways in which we could have
formed the coalitions. Then, we take an average of possible ways that we could have done the marginal
value calculation. The SHAP proposed by Lundberg et al. 2020 uses the Shapley values to explain the model
predictions in terms of the marginal contribution of each predictor. The SHAP specifies the explanation of
model .% as a linear model of coalitions:

M
F(S) =00+ ) 0:Si, (1)
i=1

where S € {0,1} is the coalition vector with maximum M coalitions and ¢; the Shapley value for ith player.
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In S the entry 1 means the corresponding player is present and 0 means the player is absent.

To illustrate, consider the binary classification problem as a game. Then the Shapley values can be
used to fairly distribute the payout (= the prediction) among the players (= the predictors). Note: for the
computation of the Shapley values in the SHAP, the zero means the corresponding predictor is absent. In
that case, the absent predictors’ value is replaced by a random value from its sample (Lundberg et al. 2020;

Molnar 2020). The procedure is further illustrated as follows:

1. Consider a binary classification (class 0 or 1) problem with three predictors (Figure 20).

2. The average prediction (or base value) of the model is 0.5 (i.e., a 50-50 chance of being in either class).

For the current transaction, our model predicts class 1.

3. By computing the Shapley values for all possible coalitions among three predictors, we can explain
the difference between the actual prediction (1.0) and the base value (0.5) in terms of each predictor’s

marginal contribution.

4. In our example, predictor 1 increases the chances of class 1 by 20 percentage points, predictor 2
pushes it down by 10 points, and predictor 3 contributes +40 points. Thus, together they increase the

prediction by 50 points from the average prediction, leading to the final prediction of class 1.

Prediction =1

Predictor #1 Predictor #1: +20
Predictor #2 Prediction Predictor #2: -10
Model

Predictor #3 Predictor #3: +40

I

Base value = 50-50

Figure 20: The SHAP explainer provides the marginal contribution of each predictor.

The SHAP values tell us which predictor contributes the most in the current instance of the prediction,
that is, a local interpretation. Similarly, by using the Shapley values for each instance in the sample, we can
get the average contribution of each predictor for that sample. That would give us a global interpretation
of the model in terms of its feature importance. However, it is important to remember that these are only
for the chosen model, and they do not explain the causality.

The SHAP package developed by Lundberg and Lee 2017 provides various tools to visualize the Shapley
values computed for various ML models commonly used for predictions. For instance, the feature importance
plots and summary plots (Figure 7 and Figure 11) are useful for global model interpretations. The force plots
(Figure 9 and Figure 10) are useful for local interpretation, that is, at each instance of prediction. Also, the
dependence plots (Figure 8) could be valuable for understanding the relationships between given predictors
and the targets. The SHAP, although a powerful model-agnostic ad-hoc tool developed based on theoretical
foundations for model interpretability, has some shortcomings, and it should be used with caution (Molnar
2020; Slack et al. 2020).
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Motivation

* Payment systems are core to the national financial infrastructures

» Lynx in Canada, Fedwirein US, and Target2 in Europe

 Early identification of changes in payment patterns could help ensure their safety

» Deviation from usual patterns could hint at cyber event, market stress, systemic stress, payments
fraud, moneylaundering, terrorism financing, or an operational issue

» Cyber attacks are an increasingconcern: In 2016, hackers attempted to steal billion dollarsfrom the
Bangladesh’sreserves accountatthe New York FED, in 2018, similarattackson Mexico’sand Banco de
Chile’spayment system resulted in millions of dollarsin losses

» If went undetected the effects would be amplified through financial system and could be catastrophic




Challenges

* Problem of finding needles in a haystack
» Majority of payments are usual behavior
» Extensive size of payments network
» Complex strategic interactions

» Limited information (or features)




Granular data

* Use of granular data and advance analytical tools is recommended

» 2019 BIS Report: highlightsthe importance of using granular data & analytical toolsfor wholesale
paymentsfraud detectionand prevention

» 2019 FED Report: emphasizes the necessity of and outlinessteps to enhance payments system safety
(Fraud-Classifiermodel)

» 2019 TARGET Report: underlinesthe threat posed by fraud and recommends advanced approaches
to detect fraudulenttransactions

e Currently, anomaly detection occurs at the individual participant's level, but
centralized monitoring has the potential to enhance these individual efforts




Machine learning

Tripels et al. (2017): Anomaly detection in payments systems

Glowka, M. (2019): Profiling banks using cluster analysis with payment system
Sabetti and Heijmans (2020): Detecting anomalous flows in the Canadian ACSS
Leon et al. (2020): Pattern recognition of financial institutions’ payment behavior
Arevalo et al. (2022): Clustering of anomalous payments in Salvadorian HVPS

Desai et al. (2024): Finding a needle in a haystack: a machine learning
framework for anomaly detection in payment systems




Outline

* Canadian payments systems
* Granular payments data

* Machine learning framework
* Results and discussion

 Conclusions




Payments systems

POS purchase Acceptance

Customer Retail Store Merchant

S . © S R
Payment Processing & Netting Confirmation

Retail Payments System Bank-B

High-Value Payments System




Payments data

Timely:

available immediately

after the settlement

High-frequency:
transaction level or daily
aggregates

Precise:
no measurement or
sampling error

Broad:
15+ years, many financial
activities across Canada




Granular data sample from Canadian HVPS

Anonymized transaction-level settlement data for period: 2012-2021
* Transaction features, liquidity features, timestamp features, intraday timing features

* Transactions on special days are removed and only used for testing
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Layered framework: two-step process

(&
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Method: payments classification

Any classifiers could be used to classify payments, ML models performed best

Sender —) O
Receiver ) @
Amount _—) @

Message type wws @ .
Transaction

Day of month e Timing in period

Month of year wes

Periods:
Day of week 1: morning (6-12)

Others — 2: afternoon (12-18)




Method: anomaly detection

Isolation forest model can be used for scoring transactions and anomaly detection

Payment amount

High anomaly score

1 $Bn

w3
J' = Low anomaly score

-

Payment timing




Results: payments classifier performance

Model performance: Normal days (clean) data for training and mix of clean and
special days (holidays, post-closure and operational incident) for testing
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Results: evaluation on artificial transactions

(Top) actual transaction, (bottom) with artificially manipulated period-time

base valuo
]. U 1 2 3 4

)‘I ___--I-(((

Sender = 6.0 Recelver = 7.0 Perlod-time = 7705.0 Multilateral-time = 0.0

D 2 - 4 5 s

}ll_ __-II(I((

Rate = 1.7445 |Payment-type = 2.0 Pericd-time = 100.0 Sender = 6.0 Recelver m 7.0 | Multilateral-tin 0.0

Low score (-4.25) — morning (more blue); and high score (3.02) — afternoon (more red)




Results: isolation forest performance

Anomaly scores for transactions before (real) and after (artificial) manipulation.

SCore

Anomaly




IELGENENR

Layered approach helps focus on a smaller subset for anomaly detection—
simplifying the problem

Our approach provides a systematic way to handle anomalies—especially in a
large dataset without (or only a few) known anomalies

This framework is extensible to incorporate more algorithms for performing
similar tasks simultaneously to improve the robustness

It is also general to be used for different types of payment systems




Thank youl!

The opinions here are of the authors and do not necessarily reflect the ones of the Bank of Canada or the Bank for International Settlements
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