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Joint secondary anonymisation of categorical and
numerical variables in sensitive time series
microdata

A novel approach for Statistical Disclosure Control of a
microdata set published in BELab data laboratory

Eugenia Koblents Lapteva and Alberto Lorenzo Megia

Abstract

In this paper, a Statistical Disclosure Control (SDC) approach for secondary
anonymisation of sensitive time series microdata is proposed that allows the joint
analysis of numerical and categorical key variables. This method has been developed
at the Banco de Espafia’s BELab data laboratory in order to protect confidentiality of
the recently published CIR dataset. This dataset contains yearly microdata on loans
to legal entities, including multiple variables describing the loans and debtors. The
main challenge faced in this work is the fact that the set of key variables, i.e. those
that may allow debtor re-identification, includes both categorical and numerical loan
and debtor variables. Additionally, debtors may have multiple loans and loans may
have multiple debtors, which makes the direct use of existing SDC software tools for
microdata protection (mu-argus, sdcMicro) unfeasible. For these reasons, a novel SDC
procedure has been designed and implemented in order to protect the debtors
appearing in the CIR dataset against re-identification, while jointly analysing
categorical and numerical variables and addressing time series data protection.

Keywords: Statistical Disclosure Control, numerical and categorical key variables, time
series data protection.
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1. Introduction

This paper addresses Statistical Disclosure Control (SDC) of sensitive microdata in the
context of the Banco de Espafia’s BELab data laboratory [5]. The goal of SDC is to
minimize the risk of re-identification of individual samples while minimising the
information loss produced by the anonymisation in order to retain information utility
[1]. The SDC process requires the identification of feasible disclosure scenarios and
key variables that might allow the re-identification of individual samples in the
microdata set under analysis.

This work entailed analysis of a dataset containing information on loans (in the
following referred to as the CIR dataset), which has recently been published in a BELab
safe data room [6]. The CIR (Central de Informacién de Riesgos) dataset contains
yearly microdata on loans extended to legal entities, resident and non-resident in
Spain, that were reported to the Central Credit Register (CCR) between 2016 and
2020. This dataset includes multiple variables describing loans and debtors, and does
not contain information on the financial institutions involved. This dataset required
both primary and secondary anonymisation to avoid debtor re-identification, and has
some distinctive features that make the direct use of existing SDC software tools for
microdata protection (mu-argus, sdcMicro) unfeasible. Additionally, existing SDC
software tools have some other limitations that have also been addressed in this work.

As a result, a novel SDC procedure has been designed and implemented in order
to protect debtors appearing in the CIR dataset against re-identification. The
implemented SDC procedure makes use of the open source R package sdcMicro [2,3].
Both sdcMicro and mu-argus [1,4] are Eurostat-supported SDC software tools used
by many public institutions, such as national statistical institutes and central banks.
Both implement a broad variety of SDC methods for individual risk evaluation,
microdata protection and information loss assessment. In this work, the sdcMicro
package has been used because its creators claim that it is better optimised for large
volumes of data [2,3] as compared with mu-argus. Pre- and post-processing of the
CIR dataset has been implemented in Python. The proposed secondary
anonymisation procedure has been designed in close collaboration with the Banco
de Espafia’s CIR Department and has been validated by a team of internal researchers
who consistently work with the CIR dataset, to guarantee that the utility of the
anonymised dataset is preserved.

Numerous previous works have addressed the independent protection of
categorical and numerical key variables [1,8,10,11,12]. In particular, in [1] the authors
provide an extensive overview of the main SDC methods for addressing microdata
protection problems involving both categorical and numerical key variables.
However, both types of variables are generally processed independently. In [8] the
authors focus on the protection of outlying samples of numerical variables, and
compare, for different masking methods, the information loss and disclosure risk
related to outliers. A recent review of the state of the art of SDC and a discussion on
future challenges (big data, machine learning, etc.) can be found in [11].

Previous attempts have also been made to jointly analyse categorical and
numerical variables. In particular, in [7] the authors propose to exploit the hierarchy
of categorical variables to compute a numerical mapping that quantifies their
underlying semantics. This approach is similar to the one proposed in this work, in
the sense that it aims to combine categorical and numerical variables by computing
distances between categories, while we propose to transform numerical variables into
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categorical ones. More recently, in [9] the authors discuss the limitations of existing
SDC software and the need to jointly assess disclosure risk and information loss when
both categorical and numerical key variables are identified. However, to the best of
our knowledge, a general solution to this problem has not yet been found.

The rest of the paper is organised as follows. In Section 2 we describe the
secondary anonymisation method designed and implemented in this work, including
a description of the CIR dataset and the steps of the anonymisation procedure. The
numerical results obtained are also presented. Finally, Section 3 is devoted to the
conclusions and future lines of research.

2. Secondary anonymisation of CIR dataset

The goal of SDC is to protect statistical data by producing safe datasets with low
(individual) risks and high data utility, and that can be securely released without
compromising data confidentiality. The SDC procedure for protecting sensitive
microdata consists of the following steps [2]:

Deletion of direct identifiers, to guarantee primary confidentiality.
Identification of key variables, to address secondary confidentiality.
Measurement of individual risks based on sample frequency counts.
Application of SDC methods to protect high-risk observations.

Assessment of the resulting disclosure risk and the information loss produced
by the anonymisation procedure.

A wn =

Software tools such as sdcMicro and mu-argus provide implementations for a broad
variety of SDC methods that can be used in steps 3-5. However, the CIR dataset has
a number of peculiarities that hinder the direct application of standard microdata
protection methods. Therefore, a specific procedure has been designed and
implemented to address this problem.

The CIR dataset currently available at BELab contains data describing loans
extended to legal entities between 2016 and 2020. Around 25 million records are
available, containing 19 variables describing debtors and loans. A complete sample is
available representing the whole population. The CIR dataset contains the following
variables describing debtors:

1. Debtor ID (anonymised) 4. Economic activity
2. Residence 5. Enterprise size
3. Institutional sector 6. Legal form

On the other hand, the variables describing loans are the following:

7. Loan ID (anonymised) 14. Personal guarantee coverage
8. Type of instrument 15. Investment region

9. Residual maturity 16. Joint debtor

10. Currency 17. Number of joint debtors

11. Collateral type 18. Drawn amount

12. Collateral coverage 19. Undrawn amoun

13. Personal guarantee

Variables 18 and 19 (drawn and undrawn amounts) are numerical variables while the
rest of them are categorical. Debtor ID and loan ID have been anonymised by the
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data provider prior to being shared with BELab to guarantee primary confidentiality.
Loans are only active for a specific period of time. A detailed description of the CIR
dataset is available in the user manual published by BELab [6].

Even though the original dataset contains information on loans, the sensitive
entity to be protected is the debtor, which makes the direct use of existing SDC
software tools unfeasible. The standard SDC procedure for microdata protection
makes the assumption that each row in the dataset represents an individual
respondent, which is not satisfied in this case. The CIR dataset includes debtors with
multiple loans and loans with multiple debtors (joint loans). Additionally, several
variables describing loans, such as investment region, currency and amounts, can also
allow debtor re-identification, and must therefore also be considered as key variables.

Existing SDC software tools have other limitations which are relevant in this case.
On the one hand, they do not allow a joint analysis of categorical and numerical
variables and do not support time series data protection. On the other hand, the
implemented anonymisation methods for numerical variables do not yield a good
trade-off between re-identification risk and information loss in this case. Ideally, we
would like to protect only those samples that turn out to be sensitive when numerical
and categorical variables are jointly analysed and leave the rest of the samples
unaffected. The computational cost should also be affordable even for large datasets.

The top/bottom coding method is very simple and fast and only affects a small
number of samples (information loss is limited). However, this method does not allow
the protection of samples that might turn out to be sensitive when numerical and
categorical variables are jointly analysed. Thus, disclosure risk might not be
sufficiently reduced under this approach. This method processes each numerical
variable independently, ignoring correlations among variables, and requires the
definition of individual thresholds for each variable that directly affect the resulting
data utility and disclosure risk.

Alternatively, more complex methods based on micro-aggregation are widely
used and recommended in the literature, since they allow a significant reduction in
disclosure risk. However, their main limitation is the fact that all samples are affected
by the anonymisation process, significantly reducing data utility in some scenarios.
This family of methods also requires high computation times, which can hinder its
application when working with large volumes of data.

Finally, perturbative methods, such as noise addition and rank swapping, have
been discarded in this work due to the feedback received from the team of internal
researchers, who claimed that data utility would be seriously affected by these
transformations.

For all these reasons, a specific approach has been designed and implemented
at BELab to address secondary anonymisation of the CIR dataset. The proposed
method consists of encoding loan and debtor information into a so-called debtor
profile, to ensure that the resulting dataset contains one single row per individual
respondent and that standard SDC methods and tools can be used. Numerical key
variables are discretised and incorporated into this profile, allowing the assessment
of individual re-identification risks based on complete debtor and loan information.
The proposed procedure consists of the following steps:

1. Identification of debtor and loan key variables.
2. Global recoding of selected key variables, reducing the number of classes.

Joint secondary anonymisation of categorical and numerical variables in sensitive time series microdata 5



3. Creation of a full profile for each debtor, including information on all of its
loans (active at some point throughout the full time series).

4. Local suppressions performed on debtor profiles to ensure k-anonymity with
the selected value of k.

5. Transfer of local suppression patterns identified for each debtor to the original
loans dataset.

When new yearly data is incorporated into the dataset, the full process needs to be
repeated (including all yearly data available to date) and a new anonymised time
series dataset needs to be generated. Under this approach, each researcher has
access to no more than one version of the time series dataset simultaneously.
Otherwise, an intruder would be able to cancel the performed suppressions by
comparing different datasets, since the suppression pattern would be different in
both versions.

2.1.  Key variable identification

Key variables are those that may lead to the disclosure of individual samples in
feasible re-identification scenarios. Key variable selection is a challenging problem
that requires close collaboration between the SDC expert and the data provider. In
this case, even though the original dataset mainly contains information on loans, the
entity to be protected is the debtor. For this reason, all variables describing debtors,
except for the anonymised debtor ID, have been considered as key variables.

Additionally, selected variables describing loans have also been considered as
key variables, since they can allow debtor re-identification in the defined disclosure
scenarios. Anonymised debtor and loan IDs have not been taken into account for the
anonymisation procedure, since they are internal identifiers that are not published
externally and thus cannot be used for re-identification by potential intruders. Table
1 shows all the debtor and loan key variables identified in this case study.

Table 1. Debtor and loan key variables.

Debtor key variables Loan key variables
Residence Currency
Institutional sector Personal guarantee
Economic activity Investment region
Enterprise size Drawn amount
Legal form Undrawn amount

2.2. Global recoding of categorical key variables

Once the set of key variables has been identified, global recoding is commonly
performed on selected categorical variables by grouping existing classes [1]. This
method significantly reduces disclosure risk while incurring an acceptable information
loss, since the recoded classes and the grouped categories are selected based on
expert knowledge in order to maximise data utility. Global recoding does not involve
sample suppression but reduces the level of detail of all samples. In this work, this
process has been agreed upon with the data provider and a number of internal
researchers to guarantee high information utility for the resulting data. The process
has been implemented in Python instead of using sdcMicro, because a large number
of categories had to be grouped in this case. Table 2 shows the original and modified
number of categories for the recoded variables. The reduction in disclosure risk
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achieved through this procedure cannot be numerically assessed, since at this point
the data still does not contain one single row per individual respondent and is thus
unsuitable for risk disclosure assessment using sdcMicro. However, global recoding
significantly reduces disclosure risk when a large number of categories are grouped.

Table 2. Original and modified number of categories for the debtor and loan key variables
selected for global recoding.

Categorical variables Original categories Modified categories
Institutional sector (debtor) 16 3

Economic activity (debtor) 167 21

Currency (loan) 56 4

Personal guarantee (loan) 5

Investment region (loan) 55 18

2.3.  Creation of debtor profiles

The key step in the designed anonymisation procedure is the creation of a detailed
profile for each debtor containing information on all of its loans throughout the time
series. In the original CIR dataset each row contains loan and debtor information,
while the entity to be protected in this case is the debtor. Loans can affect multiple
debtors and debtors can be involved in multiple loans. For this reason, the original
dataset does not contain a single row per individual respondent, which makes the
direct use of standard SDC procedures unfeasible. To overcome these difficulties, the
original dataset has been transformed in such a way that each row, called the debtor
profile, contains all the information of a given debtor. All debtor and loan key
variables, both categorical and numerical, need to be represented in the debtor
profile in order to assess individual risks based on complete debtor information. To
achieve this goal, categorical loan key variables have been encoded using one-hot
encoding, while numerical loan key variables have previously been discretised.

All debtor key variables (Table 1, left-hand column) have been directly included
in the profile. These variables correspond to fixed debtor attributes that are usually
constant over time (company size, economic activity, etc.). However, in some cases
these attributes might also change during the time series. In those cases, the most
frequent value has been considered. Where there are multiple modes, the most recent
value has been selected.

Additionally, categorical and discretised numerical variables describing loan
operations (Table 1, right-hand column) have also been incorporated into the debtor
profile using one-hot encoding. For categorical loan variables, an auxiliary binary
variable has been created for each category of the original key variables. In particular,
18 auxiliary binary columns have been created for the “Investment region” variable, 4
columns for the "Currency” variable and 4 columns for the “Personal guarantee”
variable. The presence and absence of loan operations with specific “Currency”,
"Guarantee” and “Investment region” attributes has been encoded as 1 and 0
respectively in the debtor profile. For example, if a debtor has invested in Andalusia
and Madrid, a 1 will appear on those two columns and the rest of the values for
“Investment region” will be 0. Table 3 shows several examples of the resulting
codification of categorical loan key variables.
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Table 3. Synthetic examples of debtor profiles containing auxiliary binary variables
corresponding to the original “Currency” and “Investment region” categorical loan variables.

Debtor ID EUR usD GBP Other Madrid Catalonia  Andalusia
currencies

52364 1 0 1 0 1 1 0

76354 1 1 0 0 0 0 1

75345 1 1 0 0 0 1 1

34564 1 0 0 1 1 1 1

45634 0 1 1 0 1 0 1

On the other hand, the two numerical key variables describing loans (drawn and
undrawn amount) have also been incorporated into the debtor profiles in the
following way. First, the maximum of the two amounts for each operation has been
computed. Then, this maximum value has been discretised according to the number
of digits, thus taking only a small number of possible values (loans with less than 6,
7,8, 9,10 and 11 digits or more). This discretisation process assumes that an intruder
might know the order of magnitude of a debtor’'s operations but not the exact
amounts. This assumption has been considered reasonable by the data provider.

A new binary variable has then been added to the debtor profile for each of these
new categories. The existence of operations with a given number of digits for a given
debtor has been encoded as 1 in the debtor profile matrix. For example, if a debtor
has operations with 8 and 9 digits, there will be 1s in those columns in its profile and
Os in the rest of the columns representing amounts. Table 4 shows synthetic examples
of the section of the debtor profile corresponding to the discretised amount variables.

Table 4. Synthetic examples of debtor profiles containing auxiliary binary variables
corresponding to the original loan amount variables.

Debtor ID 1-6 digits 7 digits 8 digits 9digits 10 digits 11 digits or more
52364 1 1 1 1 0 0
76354 1 1 1 1 1 0
75345 1 1 0 0 0 0
34564 1 0 1 0 0 0
45634 1 1 1 1 1 1

As a result of this process, a full profile for each debtor has been created, including
information on all its loans, which can then be processed using standard SDC software
tools such as mu-argus or sdcMicro. In this particular case, a total of
1,430,503 debtors with active operations in any of the years across the time series has
been obtained. A profile containing 37 variables has been created for each debtor,
containing 5 debtor variables and 32 one-hot encoded loan key variables.

2.4.  Local suppressions performed on debtor profiles

Once a detailed profile has been created for each debtor including the relevant
debtor and loan information, the sdcMicro tool has been used to evaluate disclosure
risk and anonymise the debtor information [2,3]. In particular, local suppressions to
achieve k-anonymity with k=3 have been performed. A dataset satisfies k-anonymity
when there are at least k samples with the same combination of key variables.
sdcMicro allows the local suppression of specific values in the dataset in order to
guarantee that k-anonymity is satisfied for all samples. Perturbative SDC methods for
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protecting categorical key variables have been discarded in this work because they
introduce randomness that can significantly reduce the value of the resulting data for
researchers.

The disclosure risk assessment conducted in sdcMicro revealed that 68,450
debtor profiles (4.78%) do not satisfy k-anonymity with k=3. Individual risk for each
debtor is computed as the inverse of its number of replicas in the dataset. Samples
with an individual risk above a threshold of 1/k = 0.33 thus need to be protected.
After performing 78,394 suppressions (corresponding to 0.15% of the debtor
information), k-anonymity with k=3 is satisfied for all samples. The execution time for
this process was 13 hours. Table 5 shows the results provided by the sdcMicro tool.

Table 5. Number and percentage of samples violating k-anonymity in the original and
anonymised debtor profiles, computed by sdcMicro.

k-anonymity Original debtor profiles Anonymised debtor profiles
2-anonymity 46,936 (3.28%) 0 (0%)
3-anonymity 68,450 (4.78%) 0 (0%)
5-anonymity 95,733 (6.69%) 14,353 (1%)

2.5.  Local suppressions performed on the original loans dataset

Finally, the local suppression pattern obtained for each debtor has been transferred
to the original CIR dataset for each of the operations. For example, if a local
suppression of the variable “Investment region=Madrid” has been performed for a
given debtor, only those operations of that debtor with the attribute “Investment
region=Madrid” will be affected by local suppressions, but not operations with any
other investment region. On the other hand, if a discretised 10-digit amount has been
suppressed for a certain debtor, only those operations with 10-digit amounts will be
affected. This process produced a total of 4,300,076 local suppressions in the whole
time series, which corresponds to 0.95% of the suppressed values, over a total of
1,430,503 rows and 37 columns. Table 6 shows a summary of the results.

Table 6. Summary of the number of local suppressions per variable in the full time series.

Debtor and loan key variables Number of suppressions Percentage of suppressions
Residence 70,720 0.27
Institutional sector 81,436 0.31
Legal form 528,404 1.98
Economic activity 3,006,248 11.29
Enterprise size 447127 1.68
Currency 44,428 0.17
Guarantee 15,623 0.06
Drawn amount 2,993 0.01
Undrawn amount 2,993 0.01
Investment region 100,244 0.38
TOTAL 4,300,076 0.95

As can be seen in Table 6, the variables with the highest number of suppressions are
the debtor key variables "Economic activity”, “Legal form” and "Enterprise size”, with
a 11.29%, 1.98% and 1.68% of suppressions, respectively. Only 0.01% of numerical

values of drawn and undrawn amounts have been suppressed.
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Fig. 1 (left-hand chart) depicts the joint density estimation based on a 1% sample
of the original data and the marginal densities for both numerical variables in
logarithmic units. The plot shows that the joint density has two main modes. The
marginal density of the variable “"Undrawn amount” is highly concentrated at low
values (the median is actually 0). Suppressed numerical values with added noise are
also represented. It can be observed that multiple outlying samples have been
suppressed. However, operations with lower amounts that turn out to be sensitive
when analysed in combination with other key variables (e.g. the largest loans per
sector or per region) have also been protected. By contrast, other outlying samples
have been protected by suppressing some of the categorical key variables instead of
the numerical ones. This suppression pattern has been obtained using sdcMicro,
which identifies the optimal solution to achieve k-anonymity with the suppression of
a minimum number of sample values. Obtaining this suppression pattern, which
allows the protection of sensitive numerical samples within their whole range of
values, is not possible without performing the described analysis.

0.6 0.6 101

0.4 0.4

0.2 0.2

00 2 00 6 8 12

Drawn amount Drawn amount
— Original density —— Original density
= Suppressions e Suppressions

Fig. 1. Joint and marginal density estimation of the original data and suppressed values of the
two numerical variables using the proposed method (left) and top/bottom coding (right).

Undrawn amount
Undrawn amount

For comparative purposes, Fig. 1 (right-hand chart) shows the suppression
pattern obtained with top/bottom coding (with added noise), together with the
threshold used for each variable. sdcMicro does not allow the joint protection of
multiple numerical variables with top/bottom coding and each of them is protected
independently. The suppression threshold for each variable has been adjusted so that
the total number of suppressions is very similar for both methods (2,963 samples for
top/bottom coding versus 2,993 samples for the proposed method). It can be
observed that only samples with the highest values of one or both of the variables
have been protected by top/bottom coding. Some of those samples are not really
sensitive, as they satisfy k-anonymity and have thus been left unaffected by the
proposed method. However, other samples that may indeed be sensitive when jointly
analysing multiple key variables, have not been protected and disclosure risk may still
be higher than desired.

Even though the number of suppressions is very similar in both cases, statistical
distributions and summary statistics are affected in different ways, since top/bottom
coding consistently suppresses the highest values in the population while the
proposed method suppresses values in the whole range of values of each variable. To
illustrate these differences, Fig. 2 shows the violin plot obtained from the original
data, data anonymised using the proposed method and top/bottom coding, for the
variables “Drawn amount” (left-hand chart) and “Undrawn amount” (right-hand chart)
in logarithmic units. The plots show that only the tail of the distribution of both
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variables is affected by anonymisation, while the rest of the distribution is preserved.
It can also be seen that the proposed method affects the tails less than top/bottom
coding.

Drawn amount
Undrawn amount
B N oo

5]

o

Original data Proposed method Top/bottom coding Original data Proposed method Top/bottom coding

Fig. 2. Violin-plot of the "Drawn amount” (left) and “Undrawn amount” (right) variables.
Original and anonymised data using the proposed method and top/bottom coding are shown.

Table 7 shows a comparison of the main summary statistics obtained using
top/bottom coding and the proposed method. The deviation with respect to non-
anonymised data has been computed for each variable. It can be observed that the
maximum value of the data anonymised with top/bottom coding is reduced by 99%
on average with respect to the maximum value of the original dataset, while only a
68% reduction is obtained with the proposed method. Similarly, the mean and
standard deviation is far more affected when using top/bottom coding than the
proposed method. The median is very slightly modified by both anonymisation
procedures. These values illustrate how disclosure risk and information loss are
significantly reduced when applying a suppression pattern that jointly analyses
categorical and numerical variables.

Table 7. Comparison of summary statistics (deviation with respect to non-anonymised data)
obtained with top/bottom coding and the proposed method for both numerical loan variables.

Drawn amount Undrawn amount
Summary statistics Top/bottom Proposed Top/bottom Proposed
coding method coding method
Maximum -99.6% -83.7% -98.4% -53.0%
Mean -24.0% -12.9% -36.1% -11.7%
Standard deviation -88.7% -68.3% -79.7% -34.6%
Median -0.03% -0.04% - -

3. Conclusions and future lines of research

In this paper, a strategy for performing secondary anonymisation of microdata
combining numerical and categorical variables is proposed. The described method
has been evaluated using a real and especially sensitive time series dataset, recently
published by the BELab data laboratory. This dataset contains information on loans,
while the sensitive entity to be protected is the debtor. Additionally, the set of key
variables include both categorical and numerical debtor and loan variables. These
particularities make the use of standard SDC methods unsuitable for this problem.

The key step in the proposed method is the creation of a debtor profile that
incorporates complete information on all loans active at some point during the full
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time series. The profiles include debtor key variables as well as one-hot encoded loan
key variables. Once complete debtor profiles are created, standard SDC software tools
such as scdMicro or mu-argus can be used to assess disclosure risk, protect sensitive
samples and evaluate information loss. In this work, local suppressions to ensure k-
anonymity with k=3 are performed to protect debtor information. The resulting
suppression patterns are finally transferred to the original loan dataset.

The proposed method has a number of advantages over alternative procedures.
It allows the joint protection of categorical and numerical variables, and generates
suppression patterns that protect sensitive samples only and leave the rest
unaffected. Disclosure risk is thus significantly reduced with very limited information
loss. Additionally, statistical distributions and summary statistics are less affected in
comparison with alternative methods such as top/bottom coding. This procedure
makes use of existing SDC software tools, is simple to implement and cost efficient,
which makes it suitable for large datasets. It allows the protection of time series data
and only requires the selection of the k-anonymity k parameter.

Future lines of research include modelling the uncertainty regarding the
information available to intruders, and exploring the relationship between SDC and
anomaly detection to optimise results in both fields.
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INTRODUCTION BANCODE ESPANA
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Motivation and goal urosistema

L Banco de Espaia launched BELab in July 2019 to provide access to the research community to high quality microdata via on-site
and remote access. https://www.bde.es/bde/en/areas/analisis-economi/otros/que-es-belab/

O In October 2021 CIR (Central de Informacion de Riesgos) Department of Banco de Espafia provided a very sensitive dataset to
BELab containing information on loans to legal entities extended between 2016 and 2020.

O Primary and secondary anonymisation was
required to protect debtor confidentiality. Microdata available in BELab Eurosistema

LOANS TO LEGAL PERSONS (CIR) BANCODEESPANA

resident and non-resident in Spain and reported to the
. . . Central Credit Register (CCR) (*). TS Type of instrument
Va rlables have been |dent|f|ed. (*) This dashboard does not reflact joint loans g !

Data source: Banco de Esparia

Trade receivables I f'""“. - _‘_'.-
== - Financial credit _ "‘; »
. . 13.4 million | 1.4 million debt I _ "
U CIR dataset contains multiple rows per debtor ST st W o el

. . Information on loans extended to legal persons 2020
U Categorical and numerical debtor and loan key

Investment region

and loan (joint Ioans). ;3 Ioan variables al debtor variables SR Residual maturity
Loan ID (anonymised) Debtor |D (anonymised)
] Typg of instrur:_ent B Res_idgnce N unconateraiiz=d [ NN Other =
D A novel SDC approach for secondary B Residual maturity B Institutional sector Morigages ||
. . . No of loans, debtors and amounts Financial assets | =5
anonymisation has been designed and S —— omer | 5
implemented which allows to jointly analyse .- Esrrrrrzn Instfutional sector Residence
categorical and numerical key variables. nEERoglh = I
oo 2016 2017 2018 2018 2020 M i
. Drawn amount {mill €} @ Undrawn amount (mill £) L GG = ; E a
L The implemented approach makes use of the  tam s 0
open-source R package sdcMicro for risk \/ ; B
g 1.0mil 120 mil & : Mining an .quarrymg
assessment and microdata protection and Python ®ogm G , B C:Manuactrng
for data pre and post processing. ©->

STATISTICS DEPARTMENT 2


https://www.bde.es/bde/en/areas/analisis-economi/otros/que-es-belab/
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Challenges faced

O Existing SDC software tools (sdcMicro, mu-argus) have some limitations which are relevant in this case:

They require data to contain one single row per individual respondent, which often is not the case.
They do not support a joint analysis of categorical and numerical variables.

Implemented anonymisation methods for numerical key variables (top/bottom coding, micro aggregation, noise addition, etc.)
do not yield a good trade-off between disclosure risk and information loss for this problem.

They do not support time-series data protection.

O A novel secondary anonymisation approach has been designed and implemented which overcomes these difficulties:

1.
2.
3.
4.

5.

Identification of continuous and numerical debtor and loan key variables that can allow debtor re-id.

Global recoding of selected key variables reducing the number of classes and disclosure risk.

Creation of full debtors’ profiles that incorporate information on all their loans throughout the full time series.
Debtor anonymisation: local suppressions performed on debtor profiles with sdcMicro to guarantee k-anonymity.

Transfer of local suppression patterns of debtors to the original loans dataset.

L When new yearly data is incorporated to the dataset the full process needs to be repeated, requiring that each researcher only has
access to one version of the dataset to avoid the cancellation of local suppressions.
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Key variables identification and global recoding

1. Identification of categorical and numerical debtor and loan key variables that can allow debtor re-id in feasible disclosure scenarios.
This is a challenging problem that needs to be addressed in collaboration with the data provider:

Debtor key variables Loan key variables
Residence Currency
Institutional sector Personal guarantee
Economic activity Investment region
Enterprise size Drawn amount
Legal form Undrawn amount

2. Global recoding of selected categorical debtor and loan key variables by grouping existing classes to significantly reduce disclosure
risk. This process is agreed with the data provider and data users to guarantee high data utility.

Categorical variables Original categories Modified categories
Institutional sector (debtor) 16 3

Economic activity (debtor) 167 21

Currency (loan) 56 4

Personal guarantee (loan) 5 4

Investment region (loan) 55 18
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Debtor profile creation

3. Debtors’ profiles are created, which contain information on all their loans extended in the whole time-series.

= Categorical key variables describing loans have been incorporated into the profile using one-hot encoding (an auxiliary
binary variable has been created for each category of the original key variables).

Debtor ID EUR usbD GBP Other Madrid Catalonia  Andalusia
currencies

52364 1 0 1 0 1 1 0

76354 1 1 0 0 0 0 1

75345 1 1 0 0 0 1 1

= Continuous key variables describing loans are discretized according to the number of digits (loans with 1-6, 7, 8,9, 10 and 11
digits) and are incorporated into the profile in the same way as categorical variables.

Debtor ID 1-6 digits 7 digits 8 digits 9 digits 10 digits 11 digits or more
52364 1 1 1 1 0 0
76354 1 1 1 1 1 0
75345 1 1 0 0 0 0

= Asaresult, 1.430.503 debtor profiles (with one single row per individual respondent) have been created containing 37
variables: 5 debtor key variables and 32 one-hot encoded loan key variables.
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Debtor anonymisation

4. Debtor profiles contain one single row per individual and existing SDC software can be used to evaluate individual disclosure risks
and to apply local suppressions to sensitive debtor profiles to guarantee k-anonymity (k=3).

Individual risks (Original data)
k-anonymity  Modified data Original data

3
2-anonymity @ (©.88%) 46936 (3.281%) &
3-anonymity | @ (0.888%) 68458 (4.785%) g
S-anonymity 14353 (1.883%) 05733 (6.602%) g
= High-risk samples (protected with local
Disclosure risk evaluation performed by sdcMicro % - suppressions)
before and after applying local suppressions to ,
debtors’ profiles. g i | I ]
| 1 | | I |
0.0 02 0.4 08 0.8 1.0
\,

Risks

= 4.78% of debtors are at risk of re-id in the original dataset, when combining categorical and numerical key variables.
= 0.15% of debtors’ information has been supressed (78.394 values of samples).

= Asaresult, all debtors in the anonymised dataset satisfy k-anonymity with k=3 (all individual risks are below 0.33).
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Loans anonymisation

5. Local suppressions obtained for debtors are transferred to the original loans dataset. 0.95% of suppressions on average (mainly
economical activity, legal form and company size). 0.01% of numerical values suppressed.

Debtor and loan key variables Number of suppressions Percentage of suppressions
Legal form 528,404 1.98
Economic activity 3,006,248 11.29
Enterprise size 447,127 1.68
Drawn amount 2,993 0.01
Undrawn amount 2,993 0.01
TOTAL 4,300,076 0.95
= Suppression pattern (red dots) obtained 0.6 101
with the proposed method (left) and I £ 3
top/bottom coding (right). 0.4 % % .
= The proposed method protects samples % % 4
that turn out to be sensitive when 0.2 = :
. . . -) ) 2
categorical and numerical variables are _—— :
jointly analysed (largest loan per sector el 0 2 4 6 8 10 1 0 s 4 & 8 10 D
or region, etc.), while top/bottom coding Drawn amount Drawn amount

consistently supresses high-valued —— Original density
samples. «  Suppressions
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Loans anonymisation

U The proposed method affects the data distribution and summary statistics less than top/bottom coding. The obtained suppression
pattern yields a low information loss and disclosure risk, since only sensitive samples are modified.

101
10 1
=  Only the tail of the 81
distribution is affected by E 5 Ep
anonymisation. The proposed g 61 8
method affects the tails less E 4 g 4
than top/bottom coding, a E |
because less outliers are 2]
suppressed. 0{ =—— 01
Origin'al data Proposecll method Top/bottolm coding Originlal data Proposecll method Topfbottolm coding
Drawn amount Undrawn amount
. Summary statistics Top/bottom Proposed Top/bottom Proposed
=  Summary statistics are . .
significantly less affected using coding method coding method
the bronosed method than Maximum -99.6% -83.7% -98.4% -53.0%
prop : Mean -24.0% -12.9% -36.1% 11.7%
top/bottom coding. —
Standard deviation -88.7% -68.3% -79.7% -34.6%
Median -0.03% -0.04% - -
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And future lines of research

L A novel secondary anonymisation approach has been designed and implemented to protect the CIR dataset as a result of a close
collaboration between BELab and the data provider (CIR Department of Banco de Espaiia).

U This procedure has a number of benefits over alternative procedures:

= |tallows to jointly analyse and protect categorical and continuous variables. Information on loans is incorporated into the
debtors data, yielding a very complete profile for each debtor and allowing to use existing SDC software.

*= The joint anonymisation of categorical and numerical variables minimizes disclosure risk and information loss since only
sensitive samples are affected. Only 0.95% of suppressions (0.01% of numerical values).

= The full time-series dataset is protected as a whole.

= Once the described procedure has been designed, its implementation and use is relatively simple and its computational cost is
low, in comparison with alternative methods, such as micro aggregation.

L Note that the full process needs to be repeated every time new yearly data becomes available. Researches cannot have access to
more than one version of the dataset simultaneously, to avoid the possibility of cancelling local suppressions.

O Future research lines:
= Address the possibility of modelling uncertainty on the information available to intruders.

= Analyse links between microdata protection and anomaly detection, since both topics are closely related.
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Thank you for your attention!
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