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Executive summary 

Artificial intelligence (AI) including machine learning (ML) can offer significant potential to improve 
the delivery of financial services and operational and risk management processes. Technology is now 
part and parcel of financial services and there is no question that it will continue to drive profound changes 
for consumers and financial institutions. This trend has been supported by financial authorities’ efforts to 
promote innovation and use of new technologies in the financial sector. In doing so, sound regulatory 
frameworks are essential to optimise benefits and minimise risks from these new technologies.  

There are AI governance frameworks or principles that apply across industries and, more 
recently, several financial authorities have initiated development of similar frameworks for the 
financial sector. Within these frameworks, several common themes converge on general guiding 
principles on reliability, accountability, transparency, fairness and ethics. Other guiding principles 
mentioned in certain frameworks relate to data privacy, third-party dependency and operational resilience. 
While such high-level principles are useful in providing a broad indication of what firms should consider 
when using AI technologies, there are growing calls for financial regulators to provide more concrete 
practical guidance. One approach to meet this industry need is for regulators to provide compilation of 
emerging industry best practices on AI governance, where available, for each of these generally accepted 
principles. 

Existing requirements on governance, risk management, as well as development and 
operation of traditional models also apply to AI models. These include governance requirements 
placing responsibility on the use of such models on boards and senior management of financial 
institutions. More specifically, firms are typically required to have sound model validation processes in 
place to ascertain the reliability of modelling results. Importantly, supervisors expect such models to be 
transparent, not only as part of good risk management practice, but also to enable supervisory review of 
models. Moreover, existing laws, standards or regulatory guidance cover data privacy, third-party 
dependency and operational resilience, including in the use of models.  

While most of the issues arising from the use of AI by financial institutions are similar to 
those for traditional models, the perspective might be different. In the context of AI models, some of 
the common guiding principles identified above are viewed from the perspective of fairness. For example, 
ensuring reliability/soundness of AI models aims to avoid causing discrimination due to inaccurate 
decisions. Moreover, ensuring accountability and transparency in the use of AI includes ascertaining that 
data subjects are aware of data-driven decisions, and have channels to inquire about and challenge these 
decisions. 

The stronger emphasis on fairness in the use of AI results in calls for more human 
intervention. The general thrust of AI pronouncements by regulatory bodies seems to focus on 
undesirable results, including unintended bias that lead to discriminatory outcomes that can arise from 
automations and lack of transparency in AI models. Although human-based modelling can suffer from 
similar weaknesses of AI models – for example bias or errors – a key distinguishing feature of the former 
is that humans can be held unambiguously accountable. Use of AI, however, can lead to philosophical 
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reflection of the demarcation between machines and human beings. This challenge is compounded by a 
number of factors, including (i) the speed and scale of AI adoption by financial institutions; (ii) technical 
construct of AI algorithms; and (iii) lack of model explainability. From a regulatory standpoint, placing 
accountability firmly and clearly on responsible persons within a firm is key to operationalising sound AI 
regulatory frameworks. However, trade-offs will need to be made between reaping the benefits from large 
scale machine automation against the need for human input and oversight. 

There is scope to further define fairness to support sound AI governance. Fairness, as 
described in the policy documents covered in the paper, relates to avoiding discriminatory outcomes. 
However, non-discrimination may not be explicit in consumer protection laws in some jurisdictions. 
Making non-discrimination objectives explicit may help provide a good foundation for defining fairness in 
the context of AI, provide a legal basis for financial authorities to issue AI-related guidance and, at the 
same time, ensure that AI-driven, traditional model-driven and human-driven decisions in financial 
services are assessed against the same standard. 

The challenges and complexity presented by AI call for a proportional and coordinated 
regulatory and supervisory response. This requires differentiating the regulatory and supervisory 
treatment on the use of AI models, depending on the conduct and prudential risks that they pose. AI 
models whose results have significant implications on conduct and prudential risks will need to be subject 
to more stringent regulatory and supervisory treatment than those with less significant implications. In 
addition, use of AI by financial institutions will have implications for profitability, market impact, consumer 
protection and reputation. This calls for more coordination between prudential and conduct authorities in 
overseeing the deployment of AI in financial services. 

Given emerging common themes on AI governance in the financial sector, there seems to 
be scope for financial standard-setting bodies to develop international guidance or standards in 
this area. Authorities’ views on how these common themes should be implemented are still evolving. A 
continued exchange of views and experiences at the international level could eventually lead to the 
development of international standards. Such international standards could be helpful particularly to 
jurisdictions that are just starting their digital transformation journey. They can also serve as a minimum 
benchmark in guiding orderly deployment of AI technologies within the financial sector. As more specific 
regulatory approaches or supervisory expectations emerge on specific aspects of AI use cases, the 
standard-setting bodies can identify such common “best practice” that will be useful for other jurisdictions 
to consider. At the same time, given the evolving technology trends, principles-based guidance continue 
to have its benefits and can complement such best practice approach. 

  


	Humans keeping AI in check – emerging regulatory expectations in the financial sector
	Executive summary
	Section 1 – Introduction
	Section 2 – Authorities’ expectations or guidance relating to the use of AI by financial institutions
	Section 3 – Are AI-related expectations or guidance captured in existing standards or regulations?
	Section 4 – Challenges in implementing the AI-related expectations or guidance
	Section 5 – Conclusion
	Annex – Proposed AI regulation in the EU
	References


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /SymbolMT
    /Wingdings-Regular
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.276 841.890]
>> setpagedevice


