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Technology and the Financial System 
Moore’s Law vs. Murphy’s Law 
 Capital requirements are harder to implement 
 New risks to financial stability have been created 
 Fairness and privacy issues have emerged 
 Speed of financial innovation has increased; speed of 

regulatory innovation has not kept pace, e.g., HFT 
 Complexity has increased 
 We need better “regulatory technology”: (1) risk 

transparency; (2) adaptive regulations; (3) framework 
for financial regulation (“regulation science”) 
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The Challenge of 
Technology 



“Nobody Knows Anything” 
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The May 6, 2010 “Flash Crash” 



“Nobody Knows Anything” 
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Accenture plc, Market Depth, 
Aggressive Buys, and Price 



“Nobody Knows Anything” 

http://sec.gov/news/studies/2010/marketevents-report.pdf 
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October 6, 2010 

April 3, 2013 

April 21, 2015 
September 30, 2010 
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 $3.4T of consumer credit outstanding as of Mar 2015 
 $889B of revolving consumer credit outstanding as of 

Mar 2015 
 38% of households carry positive credit card balance in 

2013 ($5,700) 
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Big Data for Consumer Credit 
Standard Credit Scores Are Too Insensitive 
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Transaction Count Mortgage payment Hotel expenses Bar Expenses 
Total Inflow Credit car payment Travel expenses Fast Food Expenses 
Total Outflow Auto loan payment Recreation (golf Total Rest/Bars/Fast-Food 

Student loan payment Department Stores Expenses Healthcare related expenses 
By Channel: All other types of loan payment Retail Stores Expenses Health insurance  

Other line of credit payments Clothing expenses Gas stations expenses 
ACH (Count, Inflow and Outflow) Brokerage net flow Discount Store Expenses Vehicle expenses 
ATM (Count, Inflow and Outflow) Dividends net flow Big Box Store Expenses Car and other insurance 
BPY (Count, Inflow and Outflow) Utilities Payments Education Expenses Drug stores expenses 
CC (Count, Inflow and Outflow) TV Total Food Expenses Government 
DC (Count, Inflow and Outflow) Phone Grocery Expenses Treasury (eg. tax refunds) 
INT (Count, Inflow and Outflow) Internet  Restaurant Expenses Pension Inflow 
WIR (Count, Inflow and Outflow) Collection Agencies Unemployment Inflow Collection Agencies 

Balance Data
Checking Account Balance 
Brokerage Account Balance File Age Type (CC, MTG, AUT, etc)
Saving Account Balance Credit Score Age of Account
CD Account Balance Open/Closed Flag & Date of Closure Balance
IRA Account Balance Bankruptcy (Date & Code) Limit if applicable

MSA & Zip Payment Status
48-Month Payment Status History

By Category
Transaction Data

Credit Bureau Data
1% Sample  = 
  10 Tb! 

Anonymized Data from Large U.S. Commercial Bank 
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 Khandani, Kim, and Lo (2010) 
 600,000 credit cards per month; 40-hour runtime 

Big Data for Consumer Credit 
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Big Data for Consumer Credit 

Credit Forecasts Over Time 



Current Research 
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 6 large banks from Jan 
2009 to Dec 2013 
 Macro and institution-

specific factors (137) 
 25 Tb of data 
 Used to gauge quality 

of risk management 
across institutions 
 Models vary greatly 
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Category Attribute Bank 1 Bank 2 Bank 3 Bank 4 Bank 5 Bank 6
Utilization MonthUtilization1MoChange 6.2 6.5 1.5 4.5 4.9 5.3
Utilization CycleUtilization1MoChange 1.8 5.4 1.4 1.6
Utilization MonthUtilization 1.0
Utilization MonthUtilization3MoChange 2.5 0.0
Utilization CycleUtilization 1.3
Utilization Dum1IfTotBal_TotLmtAllOpenBankCardAcctsEQ0 0.1
delinquency Status Dum1IfGT0Acct60DPD 5.6 2.3 4.8 5.2 0.8 3.4
Delinquency Status DaysPastDue 5.4 5.7 5.5 3.8 2.2
Delinquency Status Dum1IfGT0Acct90DPD 4.2 4.5 4.4 3.2 1.4
Delinquency Status NumOfAcc60DPD 4.1 2.8 2.5 4.3 0.2 -0.6
Delinquency Status Dum1IfGT0Acct30DPD 3.8 4.3 2.4 1.5
Delinquency Status NumAccts30DPD 3.0 2.6 2.4
Delinquency Status NumOfAcc90DPD 2.4 2.9 1.8
Delinquency Status TotNumAcc60DaysPastDue12MoVerif -0.1 -0.7
Delinquency Status TotNumOpenBankCard60DPD12MoVer -0.2
Delinquency Status Dum1IfGT0BankCardAcct60DPD12MoVer 2.9 -0.5 0.2
Borrower Payment behavior ActualPmtAmt_TotPmtDue 5.0 4.0 3.8 4.9 2.0 0.6
Borrower Payment behavior PaymentEqDueLast3MoFlag 3.9 1.7 3.3 2.3 0.7 -0.8
CardCharacteristics CurrentCreditLimit 2.4 3.9 0.1 0.8
CardCharacteristics MonthEndBalance 2.2 2.6 0.1 -0.6 1.7
CardCharacteristics ProductType 1.8
CardCharacteristics CycleEndBalance 0.3 6.5 0.9 2.2
CardCharacteristics TotNumberOfAccounts -0.5
CardCharacteristics TotNumberGoodAccounts 3.1 2.9
CardCharacteristics TotNonMortgBalAllAcc12MoVerif -0.6
CardCharacteristics MaxTotAmt60DPDAllAcctsOrTotBalOpenBankCards60DPD 5.7 1.5
CardCharacteristics TotCredLmtBankCardAccts -0.2
CardCharacteristics Dum1IfTotCredlmtAllRvlvgAcctsGT012MoVer 2.3 -0.2
CardCharacteristics CreditCardType 3.8
BorrowerCharacteristics 3MoChangeRefreshedFICO 3.5 -0.4
BorrowerCharacteristics BehevScore 2.3 3.1 0.7 4.6 1.9 2.9
BorrowerCharacteristics RefreshedFICO 1.9 1.6 1.7 0.4 1.9
BorrowerCharacteristics 6MoChangeBehevScore -0.9
AccountStatus chg1Mo_LineFrozenFlag_0 2.4 1.5 1.8
AccountStatus LineFrozenFlag 2.4 1.5
AccountStatus LineDecreaseFlag 3.5
AccountStatus TotalPaymentDue 2.1 -0.4 2.0
AccountStatus OverLimitLast3MoFlag 0.4
Macro MACROd3hrs_wkly_private 1.5 2.9 0.6 2.7
Macro MACROd3num_total_private_nsa 2.5
Macro MACROl12hrs_wkly_leisure 0.0
Macro MACROd12index_sa -0.3
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Bank 1 - C4.5 Tree
Bank 2 - C4.5 Tree
Bank 3 - C4.5 Tree
Bank 4 - C4.5 Tree
Bank 5 - C4.5 Tree
Bank 6 - C4.5 Tree
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PNAS 106 (July 2009) 



Is There A Compromise Between 
Data Privacy and Transparency? 
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Y1 Y2 Yn-1 … Y1 = 
S1+X1 

Andrew 

Y2 = Y1+ 
S2+X2 

Darrell 

Yn = Yn-1+ 
Sn+Xn 

Hyun 

Yn 

Z1 Zn-1 … Z1 = Yn− 
X1 

Andrew 

Z2 = Z1− 
X2 

Darrell 

Zn = Zn-1− 
Xn 

Hyun 

Secure Multi-Party Computation 
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Privacy and Transparency 
Transparency and Privacy Can Both Be Achieved 
 Abbe, Khandani, and Lo (2012, 2015) 
 Individual data is kept private, e.g., RSA 
 Encryption algorithms are “collusion-robust” 
 Aggregate risk statistics can be computed using 

encrypted data 
– Means, variances, correlations, percentiles, 

Herfindahl indexes, VaR, CoVaR, MES, etc. 

 Privacy is preserved, no need for raw data! 
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Privacy and Transparency 
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Real Estate Loans Outstanding 
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Real Estate Loans Outstanding 
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 Technology has transformed everything! 
 Financial markets are vastly better off 
 But new challenges have emerged 
 We can do better 
 We have to do better 
 Regulation has to account for technology and 

how it interacts with human behavior 
 Regulators, industry, and academia must 

collaborate to create the Financial System 2.0 

Conclusion 
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Thank You! 
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