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Executive Summary

This paper addresses Pillar I issues.

Financial institutions currently utilize a broad spectrum of insurance solutions to actively
manage identified operational exposures. Properly structured and soundly underwritten
products provided by financially sound insurers should receive credit against the proposed
New Capital Accord calculation for operational risks. The quantitative impact of the
operational risk capital calculation should be reduced by the recognition of risk transfer and
risk finance insurance products. Under the proposed definition of operational risk virtually
all current insurance products warrant recognition and should receive credit against the
proposed New Capital Accord calculation.

Questions relating to insurance products will be addressed. The insurance underwriting risk
assessment process provides a ground up external review of the highly evolved risk
management cultures and the internal controls procedures at banks. The underwriting
process is risk-sensitive and reinforces Pillar III market discipline. This qualitative and
quantitative approach reflects the differing risk profiles across banks and permits insurers to
craft customized risk transfer and risk finance solutions that address many of the perceived
limitations in standard insurance products.

The insurance industry will form technical working groups to consider and make
recommendations on the quantitative, definitional, loss data, capital charge calculation and
performance issues relating to risk transfer and risk finance products.

The insurance industry recognises that greater transparency of historical ground up industry
wide operational risk loss data will be required.
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1. Introduction

This document is an insurance industry response to the Consultative Document on Operational
Risks Supporting Document to the New Basel Capital Accord, dated January, 2001 produced
by the Risk Management Group of the Basel Committee. This paper is a voluntary effort from
globally orientated property & casualty insurers and reinsurers' and reflects the consensus
view of the signatory companies.

We submit this document for open review by all interested parties in an attempt to advance the
discussion between regulators, banks and insurers regarding operational risk with a view to
affirming the use of insurance products to mitigate operational risk, particularly the risk of low
frequency, high severity losses.

2. The property/casualty insurance industry is a suitable counterparty for operational risk
transfer

The top 38 “AA” rated or better global Property/Casualty insurers and reinsurers represent
over $327 billion in adjusted capital>. Overall we believe that the industry meets six important
criteria to reduce the systemic risk for banks:

a)  significant capital base;

b)  deep operational risk underwriting expertise;

¢)  high credit/claims paying ratings;

d)  large number of participants with high ratings;

e) historical experience in syndicating risk and managing exposure;

f)  experienced in underwriting risks that are inherently difficult to quantify.

3.  Guiding principles
The insurance industry has significant expertise and experience in the identification,
assessment and transfer of operational risks. We strongly advocate that both current and future
risk transfer and risk finance insurance products have a meaningful role to play in the

determination of net capital requirements.

3.1 Current insurance products provide substantial transfer of operational risks

Insurance solutions have always dealt with unexpected losses from operational risks.
There are a substantial number of existing policies that address specific classifications of
operational risk. These policies include All-Risk Property, General Liability, Bankers
Blanket Bond (Employee Dishonesty), Directors & Officers, Professional Indemnity
(Errors & Omissions) and Employment Practices Liability. Institutions demonstrating a
proven risk management and control structure are able to obtain superior insurance terms
than institutions with weak risk management and control structures in place, thus
rewarding good practice.

' See Appendix 1: Individuals who contributed to this paper.
2
~ See Appendix 1I: Top 38 Global P&C insurers and reinsurers including surplus, rating and leverage.
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3.2 Questions relating to insurance products can be addressed

The Consultative Document raises questions in Section X., Subsection 50. “Risk
Transfer and Mitigation”, relating to the performance and robustness of insurance
contracts. We recognize that increased dialogue is needed between regulators, banks and
the insurance industry to understand these concerns and to respond accordingly.

Insurance industry working groups will be formed to develop a methodology whereby the
robustness of insurance and risk transfer products can be assessed in the context of the
concerns expressed. This analysis will serve to identify the efficacy of current insurance
products. Where necessary the insurance market has proved responsive to buyer needs’.

3.3 The insurance industry is actively developing new risk sensitive operational risk transfer
and risk finance products

The insurance industry has a proven track record of innovation. This deep underwriting
expertise and industry focus positions insurers to creatively respond with risk transfer
solutions to the evolving risk management and regulatory landscape for financial
institutions. There are numerous examples of rapid industry response to emerging risk
exposures. Recent examples include employment practices liability products,
unauthorized (rogue) trading products, representations and warranties liability products,
tax-liability products and broad form organizational (management) liability products.
Most recently insurers are responding to the emerging risks of electronic commerce with
a variety of first and third party e-commerce liability products.

As a universally accepted methodology to define, identify and measure operational risks
evolves this will permit the creation of insurance product standards. These standards or
common components will specifically address the minimum criteria in the areas of
voidability, settlement and counterparty risk. This approach will maximize the
entrepreneurial and creative power of the property & casualty insurers to work together
with financial institutions to craft specifically tailored risk sensitive insurance solutions.
It will also encourage the very competition and qualitative differentiation of insureds that
are important characteristics of a healthy market.

4. Requirements for the integration of insurance products into the new capital accord on
operational risks.

There are some areas requiring development that would precede a robust market in enhanced
operational risk insurance products meeting the diverse needs of banks, regulators and the

There are many examples where individual insurers, have responded, to buyer concerns of a similar nature. For example:

Liquidity and Loss Adjustment

o Insurers have already addressed questions with regard to the timeliness and certainty of claims settlement. For example, pre-agreed fast
track mechanisms for claims settlement have been introduced in some current policies. Both counter-parties enter into express performance
commitments. This provides the certainty that claims settlement will occur in the same earnings period as the loss.

o Bilateral, industry-wide, alternative dispute resolution mechanisms can be widely applied.

Voidability and Cancellations

e Voidability of contracts are limited to mutually pre-agreed conditions or the non-payment of premium.

o Most current insurance contracts provided to institutions demonstrating a well-developed risk management control structure are irrevocable
(non-cancelable) and have negotiated multi-year policy periods..

Contracts should be renewable or have pre-negotiated reinstatements pre-loss or post-loss event
o Multi-year commitments are available from numerous insurers. Both pre and post-loss reinstatement agreements are commonplace.
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providers of capital (insurers). These developmental needs would be best satisfied by a close
working relationship between the property and casualty insurance industry and financial
institutions that would parallel the proposed New Capital Accord.

In order of precedence, we believe the minimum requirements for the successful integration of
insurance products into the capital requirements for operational risk are:

4.1

4.2

43

Bilateral agreement on standard, positive definitions of operational risk that are discrete
and measurable. -

We endorse the proposed definition of operational risk which includes legal risk but
excludes liquidity, market, and credit risk:

“Operational Risk is the risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events.”

Defined operational risks should be positive, specific, discrete, measurable and
quantifiable. A definition of operational risk universally recognized by regulators, banks
and insurers is fundamental to the quantification of operational risk. A quantifiable
definition of operational risk is a prerequisite to a transparent, robust and efficient risk
transfer market that uses insurance products to mitigate operational risks. . Under the
proposed definition of operational risk virtually all current insurance products warrant
recognition and should receive credit against the proposed New Capital Accord
calculation.

Bilateral agreement on the (CaR) measurement methodology

A consistent, systematic methodology for identifying and quantifying causes of loss, loss
events and loss impacts that is subject to regular and independent verification in order to
prove the integrity and relevance of the operational risk data set;

In the evolutionary process many institutions will ultimately have the ability to calculate
their regulatory capital requirement for operational risk on a regular, independent and
current basis. We recommend that the methodology used by banks, regulators and
insurers to calculate the quantitative impact of capital requirements be compatible. We
further recommend that insurance products be included in the quantitative impact
computation of regulatory capital requirements for operational risk. The computation of
the quantitative impact of the new capital requirement should be transparent and
independently verifiable.

Creation of pooled operational risk data bases and bilateral sharing of operational risk
data

Codified and centralized operational risk databases using consistent definitions of loss
types, risk categories and business lines are necessary to facilitate both the Internal
Measurement Approach and the efficient risk transfer of operational risks to insurers.

The property and casualty insurance industry has extensive, historical, ground up industry

wide operational risk loss data distributions and is prepared to share this data to further
refine the calibration of the net capital requirement for banks.
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6.

4.4 Mapping of event (peril) and effect (loss) by business type, to business line and indicator

We recommend bilateral industry agreement on operational risk definitions, categories of
operational risk by business type, line of business and indicator. The property and
casualty insurance industry is prepared to map identifiable hazards, perils and loss and
categories of operational risk by business lines and risk types.

Property & casualty industry technical working groups on operational risk

A number of technical working groups will be immediately established to resolve the issues
presented in this document. These technical working groups will work with banks and
regulators to achieve tripartite agreement, within the timeframe laid down by the Basel
Committee on:

a) Definition of operational risk(s) and mapping of cause of loss to operational risk loss
events and loss impacts;

b) The quantitative impact of insurance products and its application to each of the three
stages of approach defined in the New Basel Capital Accord;

¢) Data collection transparency, data access and data pooling;
d) Claims settlement and dispute resolution proposals;

e) Performance of current insurance products in relation to actual operational losses and
mapping of the probable effect of new products on operational risk capital charges;

f) The capital charge methodology.’

Recommendations

I. Properly structured and soundly underwritten insurance provided by financially sound
insurers should receive credit against the proposed New Capital Accord calculation for
operational risks within Pillar 1. The quantitative impact of the operational risk capital
calculation should be reduced by the recognition of both currently available risk transfer
and newly designed risk transfer/risk finance insurance products;

[I. Data collection and sharing will be a critical component for both calculating the
operational risk capital charge and expanding the insurance market coverage of
operational risk. The insurance industry is prepared to work with banks to create/enhance
existing mechanisms for collecting and sharing data on a bilateral basis;

I1I. Technical groups will be established to work with banks to clarify common loss
definitions, methodologies, data pooling, claims settlement mechanisms and determine
the precise methodology to calculate capital relief.

The Property & Casualty Industry Working Group on Operational Risk believes that the
concepts discussed above will affirm the use of insurance products to mitigate capital erosion
by operational risk losses and this should be reflected in the New Capital Accord. We believe
that the availability of such capital relief combined with a rigorous underwriting process

* See separate paper produced by the Basel Accord Insurance Working Group (BAIWG)
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provides a strong incentive for financial institutions to improve internal controls, improve risk
management, and make operational risk management more transparent. The underwriting
process will reinforce Pillar III market discipline and will reduce systemic risk across the
banking industry segment.

We appreciate the consideration of the Committee on the comments and proposal
contained herein and solicit your comments.

Respectfully Submitted,
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- The following individuals contributed to this paper:

Michael O’Halleran - Aon Corporation, USA

Roland Avery - Aon Limited, UK

Daniel Butler - Aon Limited, UK

Benito Pagnanelli — Assicurazioni Generali S.p.A, Italy
Franco Bregoli — Assicurazioni Generali S.p.A, UK
Tom Bolt — Berkshire Hathaway, UK

Michael O’Reilly — Chubb & Son, Inc, USA

Jeffrey Grange — Chubb & Son, Inc, USA

Jon Bidwell — Chubb & Son, Inc, USA

James Bronner — Chubb & Son, Inc, USA

Gonda Lauritzen — Inter Hannover, UK

Thomas Wollstein — Munich Reinsurance Co., Germany
Stephen Burnhope — SVB Syndicates Ltd, UK

Lars Schmidt-Ott — Swiss Re New Markets, Switzerland
Dean White - Swiss Re New Markets, UK

Shirley Beglinger — Swiss Re New Markets, UK

Bill Murphy — Swiss Re New Markets, USA

Takayuki Sumi — Tokio Marine & Fire Insurance Co, Japan
Toshihiko Aizawa — Tokio Marine & Fire Insurance Co., Japan

Shuzo Sumi — Tokio Marine & Fire Insurance Co., Japan
Jim Gray — XL Insurance Ltd, Bermuda

Masato Fujikura — Yasuda Fire & Marine Ins. Co, Japan
Takeshi Oiwa — Yasuda Fire & Marine Ins. Co, Japan
John Bithell — Yasuda Fire & Marine Ins. Co, UK
Gareth Bradburn - Zurich Corporate Solutions, UK
Chris Brown - Zurich London Limited, UK

Rene Manser - Zurich Insurance Group, Switzerland
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Appendix 11

Top 38 Global Property And Casualty Insurers Including
Surplus, Rating And Leverage
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Major Woridwide Property/Casualty (Non-Life) Insurance & Reinsurance Groups Rated AA- or Better - Assessment of Capacity
Groups listed are those classified by Standard & Poors as parents of at least one lead "core" business insurance company writing at least $1 billion (US) in NPW.

Group Country Net Written Adjusted Surplus | Premium | Source Date |S&P rating of[Notes about non-life NPW as % of total NPW
Premium (capacity)* to Surplus lead insurer |(but no adjustments were made to total group
(USD 000's) (USD 000's) Ratio as of 4/20/01 |NPW/surplus)
ACE Capital Re Bermuda $2,495,000 $4,451,000 0.561 S&P FY 99
AlG £Us $10,755,967 $14,352,729 0.749 Bests Dec-99
Allianz AG - Consolidated Germany $46,836,613 $40,075,311 1.169  Best's Dec-98 63.1%
/Assitalia - Le assicurazioni D'ltalia SPA - Non Life Maly $1,824,000 $626,000 12906  Bests Dec-99
AXA - Total France $47,988,000 $21,334,000 2.249  Best's Dec-97 30.3%
‘Berkshire Hathaway Reinsurance-Group usa $9.452,500 $47,502,775 0.19¢9 S&P FY 99
Chubb us $4,952,796 $3,288,147 1.506  Best's Dec-99
Chubb Europe (data not included above in'Chubb US): - Belgium $457,918 $176,333 2597 Bests  Dec-98
Commercial Union >mmc_‘m:om Co plc - Non Life UK aw 179,329 $6,701,061 1.071 Best's Dec-97
‘Powa et ‘Japan 1878,000 $1,561,000 1203 Bests  Mar99 '(AA- as Nissay-Dowa aftér merger with Nissay General)
mBu_o<ma Reinsurance Oacv USA mm 921,061 $5,575,000 1.24 S&P
{Everest-Reinsurance Group - USA . $1,327.482 0825  S&P
Generali - Assicurazioni Generali SPA - Oo:mo__am,ma ltaly $36,022, ooo $9,611,000 3.748  Best's
{Gerling-Konzern Aligemeine Group Sl Germany . L 78780,289 2.015 Bests :
Im::o<mﬂ mm_:wcﬂm:om oqocu $4, Qm 647 $1,241,940 3.36 S&P
$6,897.841 0.882  Bests:
mm NNN 780 $6,857,322 1.199  Best's
‘ $9,073,000 1231 S&P
Japan am 171,000 $3,604,000 1.435 Best's
E inich Reinsurance Group Germany 13,566,142 1.$20,682,412 0656  S&P
Nationale-Nederlanden Netherlands $1,005,000 $1,682,000 0.598 S&P
‘Nationwide S $9,157,207 1.$8/651,404 1058 Bests
Nichido Japan $3,299,000 $2,772,000 1.190 Best's
‘Norwich:Union pic UK $3.071,735 20 $10,187,671 0.302 Bests not available
NRMA Australia $1,228,704 $1,420,270 0.865 Best's
{PartnerRe Ltd. Bermuda $1,326,410 $1,840,711 0.721 S&P
R+V Allgemeine Versicherung AG Germany $1,897,519 $1,154,090 1644  Best's
‘Royal & Sun Alliance Insurance Group pic: UK $16,135,319 $12,477,781 1.293  Bests 69.0%
SCOR Reinsurance Group France $2,720,603 $1,242,211 219 S&P
StPaul LEUSs $4,800,383 $4,839,179 0992  Bests
Sumitomo Japan $4,544,000 $3,474,000 1.308 Best's
Swiss Reinsurance Group Switzeriand $12,838,750 $11,111,250 1455 S&P
Toa Reinsurance Co. Ltd. Japan $965,507 $2,570,507 S&P
Tokio Japan $10,816,000 $9,041,000 Best's
Travelers us $8,447,384 $7,906,331 Best's
Winterthur - Group Switzerland $19,058,715 $8.014,915 Best's 355%
XL Bermuda $1,902,000 $5,577,000 . S&P
Yasuda Japan $7,586,000 $3,924,000 933 Bests : ‘
Zurich Financial Services Group Switzerland $25,221,000 $23,511,000 Best's PIC-57%, Life-26%, Re-17%

Notes:

363,842,357

327,115,962

S&P evaluates operating companies, not groups. But S&P has a "shadow rating” -- not published -- that is the same as the group's lead "core” operating company.
Caveat 1: S&P will not and cannot claim that all of the companies in a group have the same rating as the lead company.
Caveat 2: S&P ratings of senior debt for an operating company are the same as the financial strength ratings (FSR) cited here, but senior debt ratings for a holding company are one category lower than its lead operating company's FSR.
* Best's adjusted surplus .:nr,amm safety margin (e.g. equalization and catastrophe reserves), and S&P's includes statutory, free, catastrophe and equalization reserves and unrealized gains.

Major Insurer &Reinsurer Groups
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